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Direct REST Reference Architecture

Prior to Jade Platform release 2022.0.05, Jade applications providing REST-based web services required the use of a
web server-specific native module; that is, one of:

= jadehttp ISAPI module for Microsoft IIS Web Server
= mod_jadehttp Apache module for Apache HTTP Server

These native modules facilitated communication between the web server and the Jade application.
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From Jade Platform release 2022.0.05, the Direct REST feature was introduced. This allows Jade REST applications
to provide an HTTP interface themselves, without the use of a native module.

Rationale

The native modules are a known bottleneck to scaling and load balancing in a modern cloud architecture and they also
restrict the use of Jade REST applications to environments using a specific web server in a specific configuration.

Direct REST allows Jade REST applications to utilize any technology or cloud service that uses HTTP to facilitate
communication.

Caution Jade Direct REST services must not be directly exposed to the Internet, and instead some variety of
intermediate gateway must be used to facilitate external web connections. This gateway may be, for example, a native
web server configured to act as a reverse proxy, a cloud gateway service, or a dedicated reverse proxy or load
balancer.

This gateway can be the existing IS web server without the use of the ISAPI module, as the web server itself does not
suffer the limitations inherent when utilizing the jadehttp module. It is expected that the gateway will also provide
features such as TLS termination, which are essential in a modern web environment.
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This white paper provides suggestions and example configurations of intermediate gateways that could be used with
Jade Direct REST services. However, you may at your discretion use any HTTP-capable technology to fulfill this role.
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While an intermediate gateway is required for external web connections, this does not preclude internal connections
being made directly to the Jade REST application.

Note This white paper is for illustrative purposes only, and Jade Software does not offer support or guarantees for
any third-party software or services.

Jade Direct REST Service Configuration

Configure your Jade REST Service using the Define Application dialog as normal. When Direct REST is enabled, the
Connection Name field in the Web Options sheet is used to configure the host name and port that the REST service
application will use to expose its HTTP connection.

In this example the Direct REST service will be available on port 8282 of the loop-back address. For development and
testing purposes this could be accessed directly by navigating to http://localhost:8282 in a web browser, and this is
the address and port to which the intermediate gateways will be configured to forward their requests.

. b4
Define Application
i e
Connection Name localhost: 3282
Application Copies 1
Session Timeout 15 (mins)

Minimum Response Time [0 (secs) Gen Config File

[] Dizable Messages [ ] Excude Protected Properties [ | Use ISO 8501 Time

Timestamp TimeZone Etc/UTC (Z)

Etc/UTC -
— URL Settings

Scheme http i

Machine Mame localhost

Virtual Directory

Suppart Library

Rest Service Class

MyRestService

Generate Description | |Generate OpenAPL... |

WP_DirectRestArch - 2022



Jadeplatform Direct REST Reference Architecture
White Paper

Direct REST Reference Architecture 6

When Direct REST is being used, you can leave the Virtual Directory and Support Library fields empty.

End-to-End Transport Encryption

The Jade System can be configured so that the direct REST service will use SSL/TLS (HTTPS) for its connection
instead of standard HTTP. This allows the communication between the intermediate gateway and the Jade Direct
REST service to be encrypted.

For more information about configuring end-to-end transport encryption, see "End-to-End SSL Encryption", in
Chapter 2 of the Installation and Configuration Guide in the Jade product information library.

Native Web Server

This section includes examples of native web servers that can be configured to forward HTTP requests to the Jade
Direct REST service.

While the intended purpose of the Direct REST feature is to enable Jade REST applications to be better used in cloud
environments, they can also be used with native web servers without the need for using the jadehttp.dll/mod_
jadehttp modules.

IIS with URL Rewrite and Application Request Routing (ARR)

Microsoft IIS can be used to facilitate access to the Jade Direct REST service by using the Application Request
Routing and URL Rewrite (ARR) modules. This allows the IIS web server to be configured as a reverse proxy to
forward HTTP connections to the Direct REST service.

Installing IIS with URL Rewrite and ARR

To configure a reverse proxy rule, both the URL Rewrite module and Application Request Routing (ARR) module must
be installed.

Consult Microsoft’'s documentation on how to install the URL Rewrite module; that is:

m  https://www.iis.net/downloads/microsoft/url-rewrite

= https://learn.microsoft.com/en-us/iis/extensions/url-rewrite-module/using-the-url-rewrite-module

Consult Microsoft’'s documentation on how to install the Application Request Routing (ARR) module; that is:

= https://www.iis.net/downloads/microsoft/application-request-routing

m  https://learn.microsoft.com/en-us/iis/extensions/installing-application-request-routing-arr/install-application-
request-routing

Configuring IIS with URL Rewrite and ARR

In the Internet Information Services (1IS) Manager application, select the IIS web application you want to configure
under the Sites list.
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If the URL Rewrite module has been correctly installed, the URL Rewrite feature will be present in the HTTP Features
category.

S

Application Development

CaGl

Health and Diagnostics

B &

Failed Legging
Request Tra...

HTTP Features

[ #
=1~ M]

HTTP URL Rewrite

—_————————e a1

» To configure IIS

1. Inthe URL Rewrite configuration, select Add Rule(s) to add an Inbound rule.

re-----—--------"---"-"-"-"-""-""-""""""-"="¥"”"”"”"”"¥"”"¥”"¥"”"¥”"¥”"¥‘”¥”"¥"/”¥‘7¥”"¥’/”¥;/=¥’‘;-"¥;/-=¥";/= ;- //_—V—————————— [

¥  URL Rewrite

L=l
Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response,

Inbound rules that are applied to the requested URL address:

Mame Input Match Pattern

Add Rule(s]...

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Revert to Parent

Select a rule template: [

Inbound rules

Eﬁ Blank rule [z Rule with rewrite map

% Request blocking
Inbound and Outbound Rules

24 User-friendly URL | Reverse Proxy

This will display the Add Reverse Proxy Rules dialog.
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3. Inthe Inbound Rules field, enter the address and port of your Jade Direct REST service. This should be the
same value as the Connection Name when you configured your Direct REST service application.

4. If your Jade Platform system uses end-to-end transport encryption, you would unselect the Enable SSL
Offloading option here.

iﬁdd Reverse Proxy Rules ? x
|

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:

I
I
I
I
I
I
I
|
localhost:8282 :
;
I
I
I
I
I
I
I

Example: contentserver]

B Enable 5L Offloading

|
|
|
|
|
|
|
|
|
|
|
|
;
! Selecting this option will forward all HTTPS requests over HTTP.,

When this rule is enabled, all HTTP connections to that IIS application will now be forwarded to the Jade REST
application.
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Example Architecture

In the example architecture in the following diagram, the Jade REST application is running with five application copies.
IIS is placed in the network DMZ, and requests are passed through a firewall when forwarded to the server hosting the
Jade REST application, which then dispatches to one of its five worker processes.

Application
server

D D D D D
Jade REST Jade REST Jade REST Jade REST Jade REST

App worker App worker App worker App worker App worker

Apache HTTP Server with mod_proxy

Apache HTTP Server can facilitate access to the JADE Rest application by using the ProxyPass directive of the core
mod_proxy extension.

Consult Apache’s documentation for more information on using mod_proxy; that is:

= https://hitpd.apache.org/docs/2.4/mod/mod_proxy.html

m  https://httpd.apache.org/docs/2.4/howto/reverse proxy.html

Configuring Apache Server with mod_proxy

You can set a ProxyPass directive by modifying your Apache HTTP Server configuration file.
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In the following example configuration, requests prefixed with the path /DirectRest will be forwarded to the Jade
REST application.

<Location "/DirectRest">
ProxyPass "http://localhost:8282/"
</Location>

The hostname and port provided in the ProxyPass directive should be the same value as the Connection Name
used when you configured your Direct REST service application.

The path prefix provided in the Location configuration section should be a value that makes sense for your
environment. This value could also be “/” if you do not want to use any path prefix.

NGINX

NGINX is a web server that is popular for use as an application gateway. It can be configured as a reverse proxy to
forward requests to the Jade REST application.

Consult the NGINX documentation for more information on using NGINX as a reverse proxy; that is:

®m  https://docs.nginx.com/nginx/admin-guide/web-server/reverse-proxy/

Configuring NGINX

You can configure NGINX to forward a request to your Jade REST application by using the proxy_pass directive in
your NGINX configuration file.

In the following example configuration, requests prefixed with the path /DirectRest will be forwarded to the Jade
REST application.

location /DirectRest/ {
proxy pass http://localhost:8282;
}

The hostname and port provided in the proxy_pass directive should be the same value as the Connection Name
used when you configured your Direct REST service application.

The path prefix provided in the location configuration block should be a value that makes sense for your environment.
This value could also be “/” if you do not want to use any path prefix.

Cloud Architecture

This section explains how to forward requests to a Jade Direct REST application when the system is running in a cloud
environment; that is, to an Azure Virtual Machine (VM) or container.

Azure Application Gateway

Azure Application Gateway can be used to route requests to a REST application running on an Azure virtual machine
or container. Application Gateway:

m  Dispatches requests to a pool that can contain one or more targets, which allows automatic load balancing
between systems

m  Performs periodic health checks on the backend targets and automatically suspends routing to backends that
are down
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Consult the Microsoft Azure documentation for more information about Azure Application Gateway; that is:

m  https://learn.microsoft.com/en-us/azure/application-gateway/overview

Configuring the Azure Application Gateway

This white paper assumes that you have a Jade system running a Direct REST application in an Azure cloud
environment.

Azure Application Gateway Network

Before you begin, you will need to ensure that the Virtual Network for the resource your Jade REST application is
running on has an unused standard subnet.

s 1
| ¢..» restarch-vm-vnet | Subnets !
: Virtual network :
! I
: £ Search | & i T Subnet - Gateway subnet () Refresh :
! I
: 5 Overview :
I P Search subnets |
: B Activity log :
| X |
: Ao Access control (1AM) Name Ty 1Pva Ty IPv6 Ty Available IPs T :
| -

| @ Tags default 10.0.0.0/24 - 250 |
! I
: ¥ Diagnose and solve problems default2 10.0.2.0/24 - availability dependent ... :
! |
! i |
L NS 4

In this example, the virtual network has two subnets; default, which is the subnet for the virtual machine where the
system is running, and default2, which is the subnet dedicated to the Application Gateway.

You can add a new subnet by clicking the + Subnet button.

Note You need to add a standard subnet; not a Gateway subnet.
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Configuring the REST Application

The Jade Direct REST application needs to be configured to listen on the internal virtual network address of the
resource on which it is hosted.

. >
Define Application
w— O eowm
Connection Marme 10.0.0,4:58232
Application Copies 10
Session Timeout 0 {mins)

zen Config File

Minimum Response Time |0 (zers)

[ ] Disable Messages [ ] Exdude Protected Properties [ Use 150 8601 Time

Timestamp TimeZone Etc/UTC (2)

Etc/UTC -
o | o=
— URL Settings

Scheme http i

Machine Mame 10,0.0.4
Virtual Directory

Support Library

Rest Service Class

MyRestService

Generate Description | |Generate OpenAPl...

Ok Cancel Help

In this example, the application is running on a virtual machine with the address 10.0.0.4 and it will listen on port 8282.
The application will be inaccessible outside of the private network of the cloud environment.

Creating an Azure Application Gateway

Open the Azure Portal All services list, select Application Gateways in the Networking category, and then click the
Create button.

The following sections provide guidance on each section of the configuration.
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Provide your configuration details as required. The Virtual network value that you select must be the same network
used by the resource in which the Jade system is running, and the selected Subnet must be unused.

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e e e e e e e e e e T
: Instance details :
I I
: Application gateway name * | restarch-gw " | :
: I
. - I
| Region* | Australia East ~ | [
I I
I I
: Tier (O | Standard V2 s | :
I I
I I
: Enable autoscaling @ s O Mo :
: I
I
: Minimum instance count * (D | ] | :
: I
I
: Maximum instance count | 10 | :
: I
I - I
| Availability zone * (0 | Zones 1,2, 3 R | |
I I
I I
| 1P address type O (®) iPvaonly () Dual stack (IPv4 & IPv6) :
I I
I I
| wrTR2 © () pisabled (®) Enabled !
I I
I I
I I
: Configure virtual network :
I I
: Virtual network * (@ | restarch-vm-vnet R | :
: Create new :
I I
: Subnet* O | default2 {10.0.2.0/24) R | :
: Manage subnet configuration :
I I
b A
Frontends Section
Associate your frontend IP addresses to meet your requirements.
C T T T T T T T T T e |
: " Basics 0 Frontends Backends Configuratio Tags Re :
I
I
I
| Traffic enters the application gateway via its frontend IP address{es). An application gateway can use a public IP address, :
: private IP address, or one of each type. & :
I
I
I
- s s I
| Frontend IP address type (O (® public () private () Both I
! I
) ; I
: Public IPv4 address * | loadbal_ip (4.237.203.221) v |
I
: Add new I
L I

You must associate an existing unused IP address or add a new one.

Backends Section

Select Add a backend pool, and then configure it to meet your requirements.
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Add a backend pool. X

A backend pool is a collection of resources to which your application gateway can send traffic.
A backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain
names, or an App Service.

Name * restarch_bepaool "
targets .
Backend targets
1item
Target type Target
| Virtual machine S | | restarch-vmS04_z1 (10.0.0.4) ~ | ]i[ wew
| IP address or FQDM S~ | | |

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
I Add backend pool without )
| (v GETED
I
I
I
I
I
I
I
I
I
I
I
I
I
I

The target value should be the Virtual machine or App service where your Jade Direct REST application is running.

You can add multiple targets; for example, to dispatch requests to an SDS secondary. The Application Gateway will
automatically load-balance requests between the targets in the backend pool.

Configuration Section

You will need to add a routing rule that allows the Application Gateway frontend to connect to the backend. You can do
this by selecting the Add a routing rule option.

e
</ Basics \/ Frontends  ~/ Backends @) Configuration Tags Review + create 1

Create routing rules that link your frontends) and backend(s). You can also add more backend pools, add 2 second frontend IP configuration if you haven't zlready, or edit previous cenfigurations, o

= -
+ Add 2 frontend IP + Add a routing rule + Add a backend pool

Public: loadbal_ip (4.237.203.221) direct_rest restarch_bepool

|
|
|
|
|
: Frontends Routing rules Backend pools
|
|
|
|

L Manage Backend settings
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The Listener section configures the network for the Application Gateway frontend. This should use HTTPS listening
on port 443 (the standard port for HTTPS).

ey T, T T T T T TTTTTTTTT T T Tt T T T Tt T T T T T T T T T T T T T T T T T T T T T Tt T a
| Add a routing rule X |
I
! I
! I
! I
: Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must cantain a :
: listener and at least one backend target. :
! I
: Rule name * | direct_rest \/| :
! I
! I
b - an
: Priority * (& | 100 | |
I
: *Listener *Backend targets :
! I
I
I Alistener “listens” on a specified port and IF address for traffic that uses 2 specified protacol. If the listener criteria are met, the zpplication :
: gateway will zpply this routing rule, & :
! I
! I
[ _ | https_listener \/ | I
: Listener name * (@ |
- I
I - %
| Frontend IP* () | Public 1Pv | :
: Protocol (D) O HTTP @ HTTPS :
! I
I _ v
| Portr O B | |
! I
: Https Settings :
I
: Choose a certificate O Upload a certificate @ Choose a certificate from Key Vault :
I
I
| Cert name * | | :
I ; I
- R
: Managed identity * © | restarch_managed_ident | :
! . I
: Key vault* (@ | restarch-keyv hd | :
| . | restarch-cert ~ | I
: Certificate * |
| Listener type O (®) gasic () Multi site :
S )

The Backend targets section configures where the requests will be routed. The Backend target should be the pool
you created in "Backends Section, earlier in this white paper.
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Configuration of Backend settings is as follows.

Add a routing rule

listener and at least one backend target.

Rule name *

Pricrity * &

behavior of the routing rule. &

Target type

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: *Listener *Backend targets
[ - -
|
|
|
|
|
|
|
|
|
|
| Backend target* @
|
|
|

Backend settings * (@

Add new

16
___________________________________________________________________________ -
X
|
|
|
|
Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a :
|
|
|
| direct_rest | :
|
[ 100 ||
|
|
|
|
|
Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of Backend setfings that define the |
|
|
|
" |
@ Backend pool O Redirection |
|
| restarch_bepool ~ | :
Add new :
| direct_rest_be_settings R | :
|
|

The Backend settings configuration points the service to your Direct REST application.

The Backend port should be the port used in the specified Connection Name value when you configured your Direct
REST service application in the Jade Platform.

If your Jade Platform system is not configured to use end-to-end transport encryption, you would select HTTP for the
Backend protocol. The connection between the front-end and the Application Gateway should still use HTTPS.

C 0 1 =11 a2 . T T T T TTTTTTTTTTTTTTTTTTTTTTTT T T T T T T T T T T T I
' Add Backend setting X |
! I
! I
! I
! I
: & Discard changes and go back to routing rules :
! I
! I
: Backend settings name * | direct_rest_be_settings v | :
: Backend protocol @ HTTP O HTTPS :
! I
: Backand port * | 8282 \/ | :
! I
: Additional settings |
I
: Cookie-based affinity (@ (O Enzble (®) Disable :
I i I
: Connection draining (@ O Enzble @ Diszble |
I
: Request time-out (seconds) * (O | 20 |:
I -
| Override backend path O | | :
e - M
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If your Jade Platform system is configured to use end-to-end transport encryption, select the HTTPS value for the
Backend protocol. If your Jade Platform SSL configuration uses a self-signed or privately issued certificate, you will
also need to provide the root CA certificate to validate the certificate chain.

o 9
Backend settings name * | direct_rest_be_settings v |
Rackend protocol (O HTTP (@) HTTES
Backend port * | 443 v |

Backend server's certificate is issued by a O Vas @ No
well-known CA

Upload Root CA certificate

o You must upload the Root certificate [.CER) of the backend server to this Backend Setting, if a Private CA has issued that certificate or if it is a
self-generated one. This root certificate allows your application gateway to complete the certificate chain validation.

» To extract the backend server's Root certificate, follow the troubleshooting guide.
* You can also create your own Root CA and Server certificates. Learn more.

CER certificate * ‘rootCert.cer” |

Tags Section

There is no specific configuration required in the Tags section.
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If everything was configured correctly using the information in the topics earlier in this white paper, validation should
pass and you will be able to create your application gateway.

r——T"T""""""" " T s s T T

 Create application gateway

a Validation passed

|
|
|
|
| |
| I
| |
| |
| |
| |
| |
| |
: :
: ~ Basics " Erontends " Backends v Configuration v Tags o Review + create :
| |
| |
| |
| i |
: Basics :
| oL i |
: Subscription “private® :
: Resource group restarch_tmp_rg :
| |
: Name restarch-gw |
|
| Region Australia East |
1.
| Tier Standard_v2 :
| |
: Enable autoscaling Enabled :
: Minimum instance count ] :
| |
: Maximum instance count 10 :
: Awailability zone Zones 1,2 3 :
| |
: HTTP2 Enabled :
: Virtual network restarch-vm-vnet :
| |
: Subnet default? (10.0.2.0/24) :
: Subnet address space 10.0.2.0/24 :
| |
| |
I I
| Frontends |
| |
| ) . |
: Public IPv4 address name loadbal_ip (4.237.203.221) :
| |
| |
: :
: Tags |
|
I None |
L a1

After being created, your Application Gateway should start passing requests to the Jade Direct REST service.
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Cloud Architecture Example
An example of the cloud architecture is shown in the following diagram.

Internet

r—r—_ - - - - - - - - —_ - —_ —_ — — — — — — — — — — — — — — — 1
| |
| |
| |
I L J /] |
| Internet Internet |
| client client |
| |
| |

iiiiiiiii e
| |
| |
| 1 |
| B |
| |
| el |

Application

I Gateway |
|

DS replicatior

5

Virtual Virtual
machine machine

& B & B B

B
T

n L. - -] D =D
Jade REST Jade REST Jade REST Jade REST Jade REST Jade REST  Jade REST Jade REST Jade REST Jade REST
App worker App worker App worker App worker App worker App worker App worker App worker App worker App worker
VNet VNet

In this architecture example, two virtual machines and an Application Gateway exist on different subnets in the same
Azure virtual network (VNet). The Application Gateway mediates access from the public Internet and load-balances
requests between the two virtual machines.

One of the virtual machines runs a Jade Platform system, which is replicated to the other virtual machine via the Jade
Platform’s Synchronized Database Service (SDS) technology. (Note that the REST requests must be read-only, as
the secondary database does not have write access).

Each virtual machine runs a Jade REST application, each of which is bound to an address on the VNet, and each of
the virtual machines run five web application workers on their local network.
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