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Introduction

This document is a work-in-progress, and does not yet purport to be a
comprehensive guide to all aspects of the JADECare Systems Manager and its
associated applications.

Inquiries about aspects of these products not covered in this document may be
directed to jsmsupport@jadeworld.com.

JADECare Systems Management Software

JADECare Systems Management software is a suite of JADE applications
management software written by Jade Software Corporation. It consists of three
major components, plus a number of purpose-built utility programs. The three
major components are the JADECare Systems Manager, the JADECare
Systems Agent, and the JADE Application Management Interface.

This document describes the installation and administration of the JADECare
Systems Manager and JADECare Systems Agent only. Other documents
describe additional components of the JADECare Systems Management suite.

The following diagram provides a high-level overview of the Systems
Management architecture.

JADE Systems Manager

TCP/IP Connection
LAN / WAN

JADE Systems Agent

JADE Application Management Interface Customer NT Server

Customer JADE
Application Database

7 \
/ \
Client Workstation Client \Vorkstation
/ \
JADE Application ltmagement Interface JADE*AppIication Management Interface
JADE Application JADE Application
Client Client
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JADECare Systems Manager

A single copy of this JADE application runs at your administration centre, and is
used to remotely manage all servers that are running JADE applications. Some of
the functions it provides are:

¢ real-time monitoring of key system performance indicators
¢ automatic alarm generation

¢ automated deployment and installation

¢ application backup scheduling and management

¢ application restore / refresh and management

¢ application compaction scheduling and management

¢ monitoring of critical applications

¢ performance and utilisation reporting

The JADECare Systems Manager communicates with the JADECare Systems
Agent on each of the servers it is managing, via TCP/IP connection using port
12097.

JADECare Systems Agent

A copy of this JADE application resides on each managed server (host). It is
responsible for the following activities:

. monitoring the performance of the host machine

. raising alarms to the JADECare Systems Manager when pre-set thresholds
are exceeded, or when exception conditions occur.

. reporting of performance and utilisation data to JADECare Systems
Manager

. control of backup, restore / refresh, compaction and deployment

(installation) processes

. communications with the JADE Application Management Interface of
each managed JADE application running on the server (host).

. monitoring of critical JADE applications within each JADE environment

JADE Application Management Interface

All applications that are to be managed by the JADECare Systems Manager
must inherit this interface, known as JADECare Start, and its associated
functionality. Details of some of this functionality is defined in the CardSchema
Class Library. This library is provided free of charge by JADE Software
Corporation to its customers, and contains support for application management
functions plus a variety of classes and methods of general use to application
developers.

The main functions of this library that are pertinent to application management
are:

. connects to JADECare Systems Agent at application startup
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. monitors and reports client startup and shutdown
. application version control and deployment

. critical application monitoring

. capture of application performance data

. SDS service monitoring

For more information about this class library, please refer to the CardSchema
Class Library User Guide.

Installation and Configuration

This chapter describes initial installation and configuration of the JADECare
Systems Manager (JSM) and JADECare Systems Agents (JSA).

Hardware Requirements

Minimum recommended hardware configuration for the JADECare Systems
Manager database is:

Dual CPU Server (733 MHZ Pentium III or better)

1 GB Memory

Fast SCSI disks, RAID 0 +1 recommended, with separate disk subsystems for
logs and database.

Network Interface Card(s)

Software Requirements

Windows 2008 R2
JADE version and related software - refer JSM release documentation for current
information.

If automatic report printing to PDF is required, then the Amyuni PDF Converter is
required for the JSM database server.

TCP Ports
In general, sites should avoid use of ports 12090 thru 12099.
The JADECare Systems Agent uses port 12097 to communicate with JSM.

The JADECare Systems Agent also uses ports 12090, 12091, 12093, 12094 and
12095, 12098 for localhost communication with other management processes

CNWCommander requires ports 50054, 50055, and 50056 (see
CNWCommander.doc for details).

Managed applications use ports 12095 and 12098 to interface to JSA and may
require additional ports, as defined by the developer or your IT Operations staff.

Naming & Directory Standards

The JADECare Systems Management environment is designed based on a
number of naming standards. These standards must be observed in order for
correct functioning of the software.
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Customer Id

The JADECare Systems Manager is designed to support JADE systems
managed for multiple customers. Customers are defined in the Customer class in
the JSM database. The primary key to collections of customers is the three-
character customer id.

Environment Id

Each managed JADE database is referred to as a JADE Environment, i.c. an
instance of an Environment, running on a server. An environment may exist on
more than one machine i.e. the same JADE application software may be running
in multiple databases on multiple hosts. The environment identifier must be
formed according to the following standards:

e 3 characters customer id
e Up to 17 characters free format
e Max 20 characters

Suggested standard CCCPXXXXX, where
CCC = Customer Id
P = Production, U = UAT, D = Development, T = Test
XXXXXXXXXXXXXXXXX = Application identifier
Examples : TESUEXAMPLE, TESPEXAMPLE
NOTE

The 20 character maximum is only available for environments using CardSchema
4.0.02 or later. Earlier releases will only allow a 9 character name.

Environment id must include the string “joss” for JSM and “karma” for JSA.

Application Directories

The JSM / JSA and CardSchema management functions rely heavily on the
observance of standard directory naming conventions. These standards are as
follows.

Base Directory (<env>)
The base directory (referred to hereafter as <env>) takes the form of
<drive letter>:\<environment id>
e.g.
F:\SKIUCASTL
Logs Directory

Normally all logs are placed in <env>\logs. For servers that house the JADE
database, this should be on a different physical drive from the database itself, e.g.

Z:\SKIUCASTL\LOGS

Normally, most application-related logs will be written to this directory, with
database transaction logs written to the CURRENT subdirectory e.g.

Z:\SKIUCASTL\LOGS\CURRENT

Caution
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We strongly advise against the use of networked (mapped) drives for database
files or transaction logs.

Database Server Directories

The following set of directories is described as the current directory set. These
directories can be created automatically using the JADECare Systems Manager.
The directories are as follows:

<env>\SERVER\C BIN
<env>\SERVER\C SYSTEM
<env>\SERVER\C_MISC

<env>\CLIENT\C BIN
<env>\CLIENT\C_SCHEMA
<env>\CLIENT\C MISC
<env>\ALTOS

If JADE thin clients are in use, then the following additional directories are
required:

<env>\CLIENT\THINCLIENT\C_BIN
<env>\CLIENT\THINCLIENT\C_BIN\DOWNLOAD
<env>\CLIENT\THINCLIENT\C_MISC
<env>\CLIENT\THINCLIENT\C_MISC\DOWNLOAD

All the above directory structures are replicated to provide equivalent next and old
directories, e.g.

<env>\SERVER\N_BIN
<env>\SERVER\O_BIN
<env\SERVER\N SYSTEM etc etc

Application Server Directories

If the JADE application server is running on the same machine as the database
server, then it will use the same directories (binaries and misc) as the database
server.

If the application server is running on a different host from the database server
then the following current directory structure applies:

<env>/C_BIN

<env>/C_MISC

<env>/ALTOS<env>/THINCLIENT/C_BIN

<env>/THINCLIENT/C_ BIN/DOWNLOAD

<env>/THINCLIENT/C_MISC

<env>/THINCLIENT/C MISC/C_MISC
The next directory structure is subtly different:

<env>/N_BIN

<env>/N_MISC<env>/THINCLIENT/N_BIN

<env>/THINCLIENT/N_BIN/DOWNLOAD

<env>/THINCLIENT/N_MISC

<env>/THINCLIENT/N_MISC/DOWNLOAD
No old directory structure is required.

JADE Initialization File

In the JSM managed environment, the jade.ini file must always be renamed to
<environment id>.ini, and be located in the ¢_bin directory. Any Windows
shortcuts for JADE applications need to include an ini= argument in the command
line.
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Installing the JADECare Systems Manager

Prior to installing JADECare Systems Manager, install and register a copy of the
required version of JADE on the platform to be used for JADECare Systems
Management.

System Load
Load supplied CardSchema schema files
Load supplied JSM schema files

Add the sections from the jsm.ini file (supplied with release) to your standard
jade.ini file, rename it according to the above standards, and update entries
(e.g.paths, TCP ports etc) to reflect your host environment.

Starting the System

Normally, the JSM database and any associated application server(s) will be
started by JAWS via operator command using CNWCommander/ComClient. This
procedure assumes that Commander and JAWS have already been installed, and
that JSM has been installed as a Windows service.

The primary background application that must be running for JSM is
JossCommsMgr and is launched at startup of any other JSM application.

All JSM background applications are run as individual nodes as defined in the
JAWS control file.

For an example of the JSM JAWS control file see Appendix 1.

JossCommsMgr, when run as a server application, starts JossSnmpMgr which is
required to receive traps from the SNMP daemon.

Starting the user interface to the JADECare Systems Manager requires a Windows
shortcut that runs jade.exe with arguments schema=Joss app=Joss (exact setup
varies according to use of fat or thin client).

Initial Configuration

This subject covers steps that need to be performed before JSM is ready for
general use.

Initializing JSM

Place the jsm_menu_extract.txt file from the JSM release into the
<env>\server\c_misc directory (database server).

Bring up the development environment in Single User mode and execute
JadeScript::initializeJSM.

This will create the root object singleton, a raft of required objects for several
classes and force a load of the JSM and Tracker menu items from the file
jsm_menu_extract.txt above. This is indicated by a pop-up of how many menu
items were read and loaded ‘<xxx> menu items have been successfully loaded.’.

First User Logon

Once the database is running and JossCommsMgr is running, start a JSM
foreground client (app=Joss). When the log on screen is displayed press LogOn
and follow prompts. Your user id will be assigned SUPERUSER status. The user
id must have the same customer id prefix as the MasterCustomerld defined in
your ini file. Once you have entered your password, log off and log on again.
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Loading JADE Skins

Copy the file JadeSkin_JSMDefault from the JSM release to disk on your
workstation.

From the JSM menu select File then Import Skin File, and select the file you
have just copied to disk.

Loading the MIB Tree
Copy file MibData.bin from the JSM release to your hard disk.

From the JADE Development Environment, select JadeScript::mibTreeLoad
and follow instructions.

Installing the SNMP Trap Daemon
See Joss Alerts doc.

From release 3.5.02, the trap daemon service can be specified as being required or
not and, if required, the service name needs to be specified and will be started and
stopped when the JossSnmpMgr application starts and stops.

If the SNMP Trap Daemon is not required, this will avoid the generation of alerts
as follows:

Emergency Alert for JADECare Systems Manager on <computer name>

SNMP trap daemon 'snmptrapd.exe' is not running/responding on the
JSM server.
No traps can be received while this is out-of-service.

This introduces two new ini file options under the [JadeSystemsManager]| section:

SNMPTrapDaemonRequired=<true | false>
- this item is mandatory.

SNMPTrapDaemonService=<service name>
- required if SNMPTrapDaemonRequired=true

At JossSmmpMgr start up, if the ini file option [JadeSystemsManager]
SNMPTrapDaemonRequired has not been specified then an alert will be
generated

SNMP TrapDaemon Required not specified

Inifile option [JadeSystemsManager] SNMPTrapDaemonRequired value
not explicitly specified, set up error

If the service is specified as being required, then the service name must be provided.
If it is not defined then an alert is generated:

SNMP TrapDaemon Service Name not specified

Inifile option [JadeSystemsManager] SNMPTrapDaemonService has not
been specified but SNMPTrapDaemonRequired=true, set up error

If the SNMP Trap Daemon service name is provided it is validated at JossSnmpMgr
start up and if not valid an alert will be generated.

SNMP TrapDaemon Service Name is not a valid service

Inifile option [JadeSystemsManager] SNMPTrapDaemonService <service
name> was specified but is not a valid service name, set up error
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Installing the JADECare Systems Agent (JSA)

A copy of JSA must reside on each managed host. JSA is a JADE database with
the CardSchema and Joss schemas loaded.

Windows Hosts

For Windows, you can create a master JSA on a suitable host, and then replicate it
to all managed hosts. Install a new JADE environment with the standard
JADECare directory structures and load CardSchema, JossModel and JossControl
schemas. Tailor the ini file as required. This entire system (binaries and database
files) can then be copied to each managed host. Minor changes may be required to
each ini file, and JAWS setup will be required.

Linux Hosts

The generation and installation of JSA on Linux hosts is semi-automated. For
current information, please contact jsmsupport@jadeworld.com.

Installing the JADECare Systems Manager Thin-Client

Some users have both a JSM and Tracker thin-client application running on their
desktop and, by default, these show up in the task bar using the same icon. With
this release, the thin-client user can define the application icon they wish to use by
placing an icon file (suffixed .ico) into the thin-client binaries directory and
defining this name in the thin-client ini file [JSM] Applicationlcon=<icon file
name>.

Note that the path should not be defined.
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JADE Initialization File

Overview

The initialization file for the JADECare Systems Manager (JSM) and JADECare
Systems Agent (JSA) must reside in the ¢_bin directory and is to be be titled
<environment>.ini where <environment> is the environment name.

The following descriptions only cover those initialization file options that are
unique to JSM and JSA. JSM and JSA also use many of the standard CardSchema
options that apply to all applications that run as subschemas of CardSchema. For
information about CardSchema initialization file options, please refer to the
Appendix in the CardSchema User Guide.

You will see the terms KARMA and JOSS used in various places. These were
code names used during JSM development. JOSS was an acronym for JADE
Operations Support System, and KARMA an acronym for Kernel And Remote
Management Agent.

[cnwrefresh_<env name>_<server name>] section

This section is primarily used for the CNWRefresh tool, a JADECare 24
Operations specific utility, but has impact when using the JSM host environment
Restore function.

PartitionRetention_<mapfile>
Default : -1

This keyword can be repeated any number of times with a new mapfile name. and
specifies the number of partitions that are to be restored.

Where this is specified, then the most recent number of partitions for the mapfile
named will be restored.

The following example would mean that partitioned mapfile Documents would
only restore the most recent 5 of its partitions.

PartitionRetention Documents=5

The following example would mean that partitioned mapfile Images would not
restore any of its partitions.

PartitionRetention Images=0

The following example would mean that partitioned mapfile Events would restore
all of its partitions that were in the backup.

PartitionRetention Events=-1

PartitionVolume_<mapfile>

Default : Uses the database directory specified for this structure in the backupInfo
file created by the database backup. If this database directory is empty, then the
default system path defined for this host environment will be used.

This keyword can be repeated any number of times with a new mapfile name. and
allows a volume id to be specified creating a directory location
:<volume>:\<env>\server\c_system
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Where this is specified, then any partitions restored, the partition control file
(<mapfile>.dat) and partition index file (<mapfile ndx>.dat) will all be located on
the volume specified

The following example would mean that partitioned mapfile Documents, its index
file and any partitions restored will reside on volume T in directory
t:\<env>\server\c_system

PartitionVolume Documents=T

[JadeServer] section

ServerApplication1

For JSM database nodes, this option should be specified as

ServerApplicationl=Joss, JossCommsMgr

For JSA database nodes, this option should be specified as

ServerApplicationl=Joss, KarmaCommsMgr

For JADECare managed database nodes, this option should be specified as

ServerApplicationl=CardSchema, KCCMgr

Note that for SDS secondary and RPS nodes using deployment regime 2, this
statement is mandatory, i.e. KCCMgr must be the first server application
launched.

[AppEnvironment] Section

KarmaFileAccessUserld

Note that this option is placed in the ini file belonging to the managed
environment, not the JSA’s ini file. It defines the userid and password to be used
for connection to JSM’s FTP server when downloading deployment files.

KarmaFileAccessUserld=<userid>/<password>
Default value = anonymous

Note that any password supplied is suffixed by JSA with a secret character string
to prevent use of the password by someone who obtains unauthorised access to the
.ini file definition. This character string will be advised upon request from need-
to-know users (i.e. the administrator who sets up the FTP server accounts.)

VerifyDatabaseJournals

Boolean value, true or false, default value = true

When this value is true, then each time a database journal is switched an
application called KCVerifyJournal is started to verify the integrity of the journal.

If the verification of the journal fails, an alert will be generated to JSM with short
description EMERGENCY ALERT : Database journal verification failed on

<host> for <env> and a long description describing the error and that the system
should be shut down immediately and an offline backup taken.
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NOTE: That if this value is true, then the PersistentDb section
JournalCloseAction must be one of

" none
" copy
* copyandcompress
Any other value will cause an alert to be generated with a short description of
Disallowed JournalCloseAction ini file setting for environment <env> on
<host>.
DefeatDownLoadParameterUpdate

During deployments that include thin client files, JSA normally updates the
download parameters in the [JadeAppServer] section of the ini file
(DownLoadVersion, DownlLoadDirectory, DownLoadDirectory2). These
updates can be defeated by including the entry

[AppEnvironment]
DefeatDownloadParameterUpdate=true

This option defaults to a value of false.

[Jade] Section

ShowUserinterrupt

Needs to be defined as false for all presentation clients (thin- and fat- clients) to
prevent the JADE User Interrupt from displaying on the desk top. The User
Interrupt allows:

e Break Application - Interrupt method execution
e Start / stop /reset of profiler

e Trace methods

e Terminate Application

None of the above should be visible for a production application.

[JadeClient] Section

AutomaticCacheCoherency
String value :True, false or serverdefault
Default False.

This value must be set to true for 3.0 and later releases of JSM, JSA and Tracker.

TerminateProcessOnDisconnect
String value, true or false

This value should be set to true for JSM RAP and JADE.EXE programs that are
spawned by the RAP (e.g. JossReportRunner). Setting this option to true ensures
that these fat clients close down when the RAP is shut down by JAWS.
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[JadeServer] Section

AutomaticCacheCoherency
String value :True or false
Default False.

This value must be set to true as the 3.0 and later releases of JISM, JSA and
Tracker.

[JadeRps] Section

JSMDeploymentAlterScriptOverride

This ini file controls whether the deployment engine is allowed to update the alter
script related ini file settings to true unconditionally.

The alter script related items are:

[JadeRps]

AutoRunReorgDropScript
AutoBulkLoadHistoricalTables
DropHistoricalTableOnAddExisting

[JadeSystemsManager] Section

AllowCrossCustomerDeploys
Default = false, optional

This option is only to be used where deployments are allowed to use JARIs from
environments from more than one customer. It is NOT to be used by JADECare
24.

Allows JARIs from all customer environments to be visible for selection when
building a JARL

See also AllowJariSelectNotCompleted.

AllowJariSelectNotCompleted
Default = false, optional

This option, when true, allows the selection of JARIs from other host
environments that are syntactically complete and are not logically deleted and
have yet to be authorised, distributed or actually deployed.

When this option is false, then only JARIs that have been successfully deployed
are available for selection by other environments. See also option
AllowCrossCustomerDeploys.

Applicationlcon
Default = null, optional

This is applicable only to thin-client initialization files and allows the user to
define a specific icon for each JSM and/or Tracker thin-client session and is
primarily intended to be able to differentiate between the two applications on the
task bar.

AutoDeployProductionOverride
Defunct — as of 3.8.02
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AutodeployRequiresAuthorization
Default = false, optional

Be default, an autodeployment is automatically authorized and the deployment
will proceed to completion.

Setting AutodeployRequiresAuthorization will halt the auto deployment at the

authorization stage of the deployment. Manual authorization is then required to

complete the deployment. Note that the deployment then needs to be approved or

cancelled before a new deployment can be attempted.
CentralRepositoryDirectory

Default = <null>, required

Read Location : Database Server

Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where development groups can lodge
deployment files for the JSM deployment engine to use when building the
deployment package.

Refer to section under Deployment titled Optional Deployment File Source for
further details.

The current value of this directory can be viewed via the System Global Options
form on the Product Registration sheet under caption Central Repository

To modify this value within a running JSM, the application

JossGeneralEventMgr will need to be cycled.
ComClientUsesAES128Encryption

Default : true, optional

Read Location : thin-client

The latest releases of CnwComClient default to using AES 128-bit encryption.

However, in some cases, file copies have used significant amounts of CPU and
have incurred significantly longer file copy times. With this option set to false
CnwComClient is executed with —¢ argument set reverting to the RC5 encryption
used before the introduction of AES 128-nit.

ComClientUsesPort50056
Default : false, optional

Read Location : Database Server

This option allows the CnwComClient process to be started using Port 50056 in
those cases where the thin-client is started outside of the same domain and without
AES Encryption specified. This starts the CnwComClient process with the —d
argument.

CsvExtractSuppressCriteria
Default : false

Read Location : Thin-client workstation

This option, if true, will cause the selection criteria that prepends the csv extract
file to be suppressed.
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DisableXCFLogMonitoringDuringDeployment
Default = false
Type : Boolean

This option can be used to allow JSM to advise Commander to stop or start
monitoring JSM’s internal deployment staging area. When one or more
deployments are in the assembly phase, conflicts with Commander can occur
should the directory be one of the XCF parameters. This ini file option, if true,
allows the first deployment to cause monitoring of said directory to stop and for
the last deployment terminating to re-start the monitoring.

DisasterRecoveryDirectory
Default = <null>, optional.

This is a required item for JADECare Software Corporation only.

This directory defines the location where SLA details deemed critical in a disaster
is contained. These details are periodically extracted from JSM if the Tracker
module has been implemented and the Weekly Extract scheduled item is enabled
in the System Global Options form on the Scheduling sheet

The current value of this directory can be viewed via the System Global Options
form on the Misc sheet under caption Disaster Recovery Directory

To modify this value within a running JSM, the application
JossGeneralEventMgr will need to be cycled.
HandleCountAlertThreshold
Default 500,000
Applies to JSA ini file. This value defaults to 500,000, however should be set to
about 58,000 for Windows NT 4.0 operating systems as the maximum handles
allowed for that OS is about 62000.
IgnoreSavedWindows
Default false

If this option is true, then any GUI session that starts will ignore the saved
windows information from the previous session. This means that only the MDI
form will be presented and any windows that were open when the last session was
closed will NOT be opened.

JadeMasterTerminalRootDirectory
Default = null.

This defines the root directory to be used when doing a ‘Build and Register’ of a
JMT product release (base or consolidated) and provides a starting point from
where the user can select the directory where the JADE Master Terminal release is
to be uplifted from.

JSMDeploymentDirectory
Default = <null>, Required

Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the staging area where the JSM deployment engine builds
the deployment package.
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The current value of this directory can be viewed via the System Global Options
form on the Product Registration sheet under caption JSM deployment
repository

To modify this value within a running JSM, the application

JossGeneralEventMgr will need to be cycled.
MasterEnvironmentDirectory

Default = <null>, Required

Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where the latest version, thinclient files and
other data related to each Master Environment is located. This area is used
regularly when managed environments are launched, when thinclient checks are
done and other internal management functions occur.

The current value of this directory can be viewed via the System Global Options
form on the Environment sheet under caption Master Environment Directory

To modify this value within a running JSM, the application

JossGeneralEventMgr will need to be cycled.
OperatorAliasPrefix

Default : ‘none’, optional

This value is prepended to the JSM log on used after having been validated against
the NT domain and must match an operator definition within JSM.

This option may have different values for each application server. It must be 3
characters in length and these 3 characters must equate to a valid customer
declared in JSM.

OperationsRoleld

Default : CNWCSI, required

This option is used to define the role (user id) to which automatically raised
JADECare Tracker faults are to be sent, and to identify the assignee (user id)
when the Response Threshold Monitoring generates a Tracker fault (if Tracker has
been implemented).

For correct system functioning, this option must be correctly set up for all JSM ini
files (app servers and RAP) when the JADECare Tracker module is in use.

OSPatchHistoryDirectory
Defines the repository where JSM can find the OS Patch Maintenance files, used
by application JossOSPatchMgr
ProductJADECareFilesDirectory
Default = <null>, required.
Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where JADECare supplied files are located
which are used as part of the product registration process.

The current value of this directory can be viewed via the System Global Options
form on the Deployment sheet under caption JADECare Files Directory
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To modify this value within a running JSM, the application

JossGeneralEventMgr will need to be cycled.
ProductRegistrationDirectory

Default = <null>, required

Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where JADE supplied files are located which
are used as part of the product registration process.

The current value of this directory can be viewed via the System Global Options
form on the Deployment sheet under caption CD media and zipped files.

To modify this value within a running JSM, the application

JossGeneralEventMgr will need to be cycled.
ProductRepositoryDirectory

Default = <null>, required

Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where registered products and their hot-fixes
are located which are used as part of the deployment process when upgrading
JADE, CardSchema or JADE Master Terminal.

The current value of this directory can be viewed via the System Global Options
form on the Deployment sheet under caption Product repository.

To modify this value within a running JSM, the application
JossGeneralEventMgr will need to be cycled.

Note : Hot Fixes require a sub-directory for each product as all products can now
register hot fixes.
ReportOutputDirectory
Default = <null>, required
Required item, generates alert if not specified when JossGeneralEventMgr starts.

This directory defines the location where background scheduled report output is to
be located.

The current value of this directory can be viewed via the System Global Options
form on the Reporting sheet under caption OQutput directory for PDF and CSV
files.

To modify this value within a running JSM, the application
JossGeneralEventMgr will need to be cycled
SNMPTrapDaemonRequired
Default = <null>, Required
Required item, generated alert if not specified when JossSnmpMgr starts.
If false, this suppresses:
» The validation and start up of the SNMP Trap Daemon

* The repeated alerts if the SNMP Trap Daemon service is not active.
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SNMPTrapDaemonService
Default = <null>, optional

Required if keyword SNMPTrapDaemonRequired=true.

If deemed to be required and item has not been specified, then an alert is
generated.

Service name provided is validated when JossSnmpMegr application starts up and
will generate an alert if the service is not valid.

The service name specified is started and stopped as application JossSnmpMgr
starts and stops.

SuppressinterimDeploymentEmail
Default : false
When this option is specified as true, then the interim email usually issued by a
deployment is suppressed.
WindowsAuthenticationOnly
Default : false, optional

When this option is specified as true, then the user id and password entered in the
logon form is authenticated against the Windows domain and must match for JSM
or Tracker logon to be achieved.

When this option is false, then the derived user id (see OperatorAliasPrefix earlier
in this section) and password is validated against the Windows domain. If this
fails, then the userid and password are validated against the values stored within
JSM’s database.

[JSMDatabaseBackup] Section

The options in this section are used by JSA, but must be in the managed
application’s ini file.
BackupDirectoryPermissions

This defines how and if the backup directory for the host environment will be
implemented. Refer to the discussion in the section Managed Backups for further
information on implementation of permissions on the backup directory.

Default = Replace

Valid entries are:

None No changes to permissions
Edit Add permissions below to existing permissions
Replace Replace any permissions defined with those below.

If the entry does not exist or is not one of the above, the default action of Replace
is used.

If permissions are added or replaced then the following permissions will be set:
SYSTEM Full Control
Administrators Full Control
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<environment> Full Control
<environment> G Read access
<environment> M Read access

Warning: If None is used, then it is imperative that the permissions defined on
the final backup directory for the host environment contain the following as a
minimum. Any other setting will cause the backup to fail.

SYSTEM Full Control
Administrators Full Control

<environment> Full Control

BackupUsesMountPoints

This option allows the specification of the backup directory structure to be defined
via a script (which will allow one or more directories to use mount points to
another volume). This option being set to true means:

e that the backup and deployment will NOT perform any free space checks
before initiating the backups

e cxpects either a script titled buildBackupDirectoryStructure.cmd or
buildBackupDirectoryStructure.ps1 to be resident in the <env
root>\server\c_misc\cardinal directory.

Refer to section “Managed Backups” sub-section “Backup Uses Mount Points” for
more detail.

DisableArchivalRecoveryAlerts

Valid values for this are true and false. Normally, JSA or JSM will raise alerts if
ini file option EnableArchivalRecovery in [PersistentDb] is found to be false. The
DisableArchivalRecoveryAlerts option allows you to defeat this alert mechanism.

Default = false.

ExpectedElapsedTimeFactor

Each backup’s expected elapsed time is calculated from the average of the last
five successful backups (kept by online and offline) and incremented by the
ExpectedElapsedTimeFactor.

An integer value is expected. Should the item not be present or not be a valid
integer then the internal default of 50% is assumed.

OmitPrelnstaliIDbBackupCrcCheck

Valid values for this are true and false. If this option is set to true prior to a pre-
installation backup (during deployment) then JSA will not perform a
VerifyCheckSums operation on the backed up database. Normally it is highly
desirable to perform this safety check, however in can be defeated using this
option. JSA always returns the value of the option to the default once it has been
referenced.

Default = false

OmitPostinstallDbBackupCrcCheck

Valid values for this are true and false. If this option is set to true prior to a post-
installation backup (during deployment) then JSA will not perform a
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VerifyCheckSums operation on the backed up database. Normally it is highly
desirable to perform this safety check, however in can be defeated using this
option. JSA always returns the value of the option to the default once it has been
referenced.

Default = false

OnLineBackupResponseinterval

The backup manager process expects responses from the target system’s online
backup application (KCOnLineBackup) within a specified elapsed time. Failure to
obtain a response within this timeframe causes the backup process to consider that
there is a problem with the target system and issue an alert. If the condition
persists, then repeat alerts will be generated. Should a response subsequently be
received, then any alert generated will be marked as cleared.

The time between these responses is dependent on:
e CPU and I/O media speeds
o the size of the map file being backed up

¢ in the case of online backups, when the backup can obtain the database
resources.

The current internal default is set to 180 seconds and for some systems has been
shown to be insufficient time.
This new option allows this interval to be set specific to the system being backed
up.
The value must be an integer value and must by more than 9 seconds. If the value

is not present, not an integer or less than 10 seconds, the default value of 180
seconds is used.

ODBCBackupCompressionPercent

This optional parameter is used by JSA to obtain the compression factor to be used
when calculating the expected backup space required for an ODBC backup.

This parameter is applied to ALL ODBC databases being backed up by JSA
regardless of the ODBC Instance.

The value must be greater than 10 and less than 100 for the value to be used.

CommitCoherentBackupMaxTries
Type : Integer (1+)
Default : 3 (times)

This optional parameter applies to a scheduled backup of an SDS Native database
intended for restore to an RPS node.

A requirement for this purpose is that the backup captures a quiet point on the
Primary database after backing up the database files. Because the request for a
quiet point can timeout, this setting provides the option to retry the backup commit
(and quiet point request).

If all attempts fail then the backup will complete with a standard commit, meaning
that the backup is suitable for restore to itself, but not an RPS node.

See also commitCoherentBackupRetryInterval (next).

Note: When taking an ad-hoc backup of an SDS Secondary native database, it is
possible to specify that the backup must be suitable for RPS restore. In such a
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case, the backup will attempt completion indefinitely (or until the backup is
aborted).
CommitCoherentBackupRetryinterval
Type : Integer (1+)
Default : 5 (minutes)
This setting works in unison with commitCoherentBackupMaxTries (see above).

This optional parameter applies to a scheduled backup of an SDS Native database
intended for restore to an RPS node. When a quite point cannot be achieved on
backup commit, this setting specifies the time in minutes between backup commit
retry attempts.

[JSMDatabaseCompact] Section
The options in this section are used by JSA, but must be in the managed
application’s ini file.

OnlineCompactResponselnterval

This parameter specifies some number of minutes within which JSA expects
feedback from a managed compact operation (application KCOnLineCompact).

Failure to obtain a response within this timeframe causes the compact process to
consider that there is a problem with the target system and issue an alert. If the
condition persists, then repeat alerts will be generated. Should a response
subsequently be received, then any alert generated will be marked as cleared.

The current internal default is set to three minutes and for some systems this has
been shown to be insufficient time.

To avoid unnecessary alerts, set this parameter to the time (in minutes) required to
compact the largest database file.

[JSMDeployment] Section

This area is related to application environment deployments.

CreateConfiguration
Type : Boolean
Default value : false
Added 4.0.03 (hot fix 4.0.02.014)

If the database environment is not SDS capable and there are no remote fat-clients
associated with the database, then setting this option will cause deployments to
execute JadeAdmin with argument ‘createConfiguration’ rather than
‘updateConfiguration’

The ‘updateConfiguration’ requires access to Domain Controller and Active
Directory to gather group membership and other details which is done per file and,
on some sites, leads to lengthy processing delays.

NOTE: Do NOT use this option if there are or may be remote fat-clients for this
environment.

[JSMDeployment]
CreateConfigurtion=true
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DeployUseJadloadbinterface
Boolean value : true or false.
Default value false.

This option can be specific in the JSM ini file and will force the schema load
interface to use jadloadb rather than using KCCMgr and the
RootSchema,JadeSchemaloader application.

The only exception to this will be if there is one or more Jade Environments
detected that are defined as Single User Application Servers.

ExcludeFile<n>
String value of <directory>,<true|false>,<file mask>
No default value.

This definition is expected in the ini file for the environment being deployed to
and is NOT used if within the JSM 1ini file.

The exclude file options can be validated by executing JSA’s
KarmaBatchlInterface action=validateIniFile.

The <directory> may specify a specific directory node or the next level below the
node. A specific directory node example is d:\example\server\c_misc\apps. To
specify the nodes below as the starting point an example is
d:\example\server\c_misc\apps\*.

The <truelfalse> part of the string defines whether to parse all sub-directories.
True indicates all sub-directories are to be parsed

The <file mask> can define any valid mask that can be applied to a JADE
FileFolder instance. Examples are:

e *json
e appsettings.json
Example:

An example is where a Jade Environment has .Net applications (running under
one or more sub-directories in \server\c_misc\apps) and one or more requires a
new configuration file named ‘appsettings.json’. The ini file settings below would
ensure that the appsettings.json in the active directories are not overwritten
accidentally by a deployment. See also RemoveFile below.

[JSMDeployment]
ExcludeFilel=d:\example\server\c_misc\apps\*,false,appsettings.json

The “ExcludeFilel’ definition would ensure that any files named
‘appsettings.json’ found in the first level of sub-directories in
d:\example\server\c_misc\apps are not propagated by JadeAdmin to any SDS
and/or remote environments.

The example will insert an entry in the [plugin.excludeFiles] for each file in any
sub-directory of d:\example\server\c _misc\apps. So if the following structure
existed:

:\example\server\c_misc\apps
:\example\server\c_misc\apps\Example

:\example\server\c misc\apps\Example\an example.txt
:\example\server\c misc\apps\Example\appsettings.json
:\example\server\c misc\apps\Example\z anotherfile.html
:\example\server\c_misc\apps\Express

0 0 0 Ao
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d:\example\server\c misc\apps\Express\an example.txt
d:\example\server\c misc\apps\Express\appsettings.json
d:\example\server\c misc\apps\Express\z anotherfile.html

Then the following entries would be defined in the Jade Admin.cfg file:

[plugin.excludeFiles]
d:\example\server\c misc\apps\Example\appsettings.json
d:\example\server\c misc\apps\Express\appsettings.json

Include_doCopyAltosFileFromStagingDir_MiscApps
String value of <true|false>
Default value false.
Added 4.1.02 (hotfix 4.1.01.006).
This ini file setting is only valid for environment’s flagged as regime 3.

If the ini file item is not explicitly defined in the environment’s ini file, the next
deployment will ensure that it is explicitly defined with a value of false.

When the value obtained is true, then this will cause any ‘createConfiguration’ or
‘updateConfiguration’ (via KarmaBatchInterface) or deployment to ensure that the
following is defined in the JadeAdmin configuration file:

[plugin.doCopyAltosFileFromStagingDir]
keyl=misc\Apps
JariEnhancedVersionCheck
String value of <true|false>
Default value : false
Added 4.1.02 (hot fix 4.1.01.009)
This is only valid for those JARIs which need to be manually authorized.

When this option specifies false or is not defined then the existing paradigm
continues which will cause the JARI authorisation to fail should the JADE and
CardSchema versions for registered environments not match those when the JARI
was built (ie as the result of a restore).

When this option is true then enhanced version checks are performed as follows:
1. verify that the JARI is not deploying more than one major JADE release ahead

2. Check that if JADE releases differ and there is no JADE upgrade defined that
there are no JADE hotfixes in this JARI as these would be incompatible with
the JADE version being run.

3. Check that if JADE releases differ and there is no JADE upgrade defined that
there are no CardSchema changes in this JARI as any binaries would be
incompatible with the JADE version being run.

MigrationVolume
Character value.
Default value : the current database volume

This option may be used where a database migration, for example from JADE
6.3.12 to JADE 7.0.10, has insufficient free space for the existing database and the
new database created as a result of the migration.
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When this option is used, the value differs from the database volument and JSA
3.7.05 has been implemented, the database files are copied to <migration
volume>:\<env>\server\c_system<nn> where nn is 63 or 70 depending on the
environment’s current JADE release. The migration process will use this
migration database path as input.

NOTE: The use of this option will have a significant impact on the deployment
outage as the copy is single-threaded.

RemoveFile<n>
String value of <directory>,<true|false>,<file mask>
No default value

The remove file options can be validated by executing JSA’s
KarmaBatchInterface action=validatelniFile.

The <directory> may specify a specific directory node or the next level below the
node. A specific directory node example is d:\example\server\c_misc\apps. To
specify the nodes below as the starting point an example is
d:\example\server\c_misc\apps\*.

The <truelfalse> part of the string defines whether to parse all sub-directories.
True indicates all sub-directories are to be parsed

The <file mask> can define any valid mask that can be applied to a JADE
FileFolder instance. Examples are:

e *json
e appsettings.json
Example:

An example is where a Jade Environment has .Net applications (running under
one or more sub-directories in \server\c_misc\apps) and one or more requires a
new configuration file named ‘appsettings.json’. The ini file settings below would
ensure that the appsettings.json in the active directories are not overwritten
accidentally by a deployment.

[JSMDeployment]

RemoveFilel=d:\example\altos\ansi\server\x64-msoft-win64\misc\apps\*,false,appsettings.json

The “RemoveFilel’ definition would ensure that any files named
‘appsettings.json’ found in the first level of sub-directories in
d:\example\altos\ansi\server\x64-msoft-win64\misc\apps are removed and not
propagated by deployment into the active ¢_misc director or by JadeAdmin to any
SDS and/or remote environments.

SDSCheckTimerDefaultDelay
Integer Value (in seconds).
Default value is 5 seconds.

This value is used by the JSA deployment module on an SDS Secondary and
defines the wait period between SDS tracking halt checks. When the deployment
is at transition then the default value is doubled (ie if default is 5 secsonds then the
wait period at transition is 10 seconds).

UseReplayableReorg

String value of true or false
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Default value = false

If the system is an SDS primary, then this value will be set to true (if not already)
as this is a mandatory requirement of SDS Primary.

This value is used to:
= execute jadloadb with replayablereorg option set appropriately

» during a deploy when a reorg is detected, this option being true will allow
an online post-deploy backup to be taken, otherwise the post-deploy
backup will be offline.

[JSMStats] Section

This area is also related to application environments set up for statistics gathering.

ClientTranStats

Default value true

Identifies whether or not client transaction statistics is to be gathered for this
application.

This item is obtained from the application server’s initialisation file. If the value is

explicitly set to false, then the thin-client initialisation file is checked.
LoglLogicalTransactions

Default value false

When true, each logical transaction encountered has pertinent information written

to a log (title format <application name> Itl <ccyymmdd>.log)
SystemTranStats

Default value 0

When set to 2, this will cause client transaction statistics to be gathered and
forwarded to JSM.

[Karma] Section

ClassesUsingLDAP

No longer used as from 3.1 release

ClientShutDownDelay

Integer value

Default value = 45

Time value in seconds waiting for clients to shut down before starting to ‘kill’

outstanding processes and advising KCCMgr to terminate itself.
CommanderUsingNamedPipes

Possible values true or false.

Default=true

Defines whether JSA connections to CNWCommander will use named pipes or
TCP/IP connections.
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DeployOnlineForceTransitionError
Possible values — name of specific JADE Environment (case-insensitive)
Default : null

If a value is defined then every online deployment will check whether the name
matches the JADE Environment being deployed to. If a match, then error state is
forced with error message ‘<env name> force error in online deploy transition
([Karma] DeployOnlineForceTransitionError)’.

DeriveLocallpAddress
Possible values : true or false.
Default : false
Used by JSA only and is only valid with Windows 2008 or later O/S. Allows the

local IP address (IPV4 only) to be derived for the best route for the destination
address Also refer to setting UseLocallpAddress.

If the O/S is Windows 2008 or later and this keyword has not been defined before,
it is created with a value of true.

JossIPAddress
String value.
Default : null value
This entry is required in JSA’s ini file. Note that the IP address is required rather
than the host name, because the host name may not necessarily be correctly
resolved if the host running JSA does not have access to the same domain name
server (DNS) as JSM.

KarmaControl
Possible values : True or False

Default = False

Required to be True for each JADE managed system and also for JSA and JSM as
they are also JADE managed systems.

Note that the above value is derived from the ini file on the application server host
if using a JADE thin-client.
KarmaFileAccessMode
Possible values : FTP, HTTP, HTTPS
Default = FTP
Required by:JSA only.

Identifies the type of file copy mechanism that is to be used for file transfers from
JSM during application deployments.
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MasterCustomerid

This is a three-character identifier for the master customer i.e. the system
manager.

A value must be specified.

MasterCustomerName

This is a descriptive value used to identify the master customer in a number of
displayed messages, reports etc. Maximum 30 characters.

Default=JADE Direct

MasterDomainName

This value defines the internet domain to which hosts of the master customer (i.e.
system manager) belong.

Default = cnw.co.nz
NOTE : The first level of the MasterDomainName must be the same as the
MasterCustomerld.

MasterNTDomains

This value defines the Windows NT domains that belong to the master customer.
If more than one domain is listed, they must be separated by commas, e.g.

MasterNTDomains=DOMAIN1, DOMAIN2, DOMAIN3
Default = CNW

The Master NT Domain entities are used to identify whether the server concerned
is in a JADECare managed domain or a customer domain when defining the
content and distribution of the global parameters.

If the server’s domain is in the defined JADECare managed domains then all JSM
details are provided in the global parameter files. If the server is NOT in the
defined JADECare managed domains then the data contained is restricted to the
customer relevant data for the customer that the server is associated with (the first
3 characters of the server name).

ProcessMonitoring
Possible values :True or False

Default = True

This identifies whether the host concerned is to have its environment resource
utilisation monitored via ProcNotify.exe and ProcMonitor.sys. Normally
ProcNotify runs as a service, and JSA or JSM will raise repeated alerts if this is
not present. To defeat such alerting when ProcNotify is not in use, set the value of
ProcessMonitoring to false.

SystemBusySentinelFile
String value.

Default value = <environment>\server\c_misc\cardinal\system busy.ctl

The presence of this file will prevent backups and deployments from stopping this
system and causes the backup to terminate immediately and return a status of
failed, or a deployment to return to hold state.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 36




JADECare Systems Manager Installation & Administration Guide

SystemType
Possible values : JSM, JSA otherwise ignored
Default : <null>
This value is always derived from the database server application (the jadrap.exe).

Explicitly identifies whether the application is JADECare Systems Manager or
JADECare Systems Agent. If the item is not found, the value is null or other than
JSM or JSA, then the database path is interrogated to identify if the system is
JSM or JSA (ie. if the path contains either the names ‘joss’ or ‘karma’).

TestMode
Possible values : 0 to Max_Integer

Default: 0

This keyword is intended for JSM/JSA development and qualification use and for
test versions of JSM/JSA.

For production systems, the TestMode value should not be declared and will then
default to zero.

For UAT systems, the test mode level suggested is 1.

Any value greater than zero will cause the system to be a test system, invokes
several diagnostic functions and inserts the characters [TEST] into the MDI frame
caption. Some of the diagnostics may be dependent on the test mode level
declared.

Any value other than zero will enable the use of various sentinel files, for further
information on these contact the JSM development group.

If the above option is greater than zero and an icon file titled JSM_ Test.ico is

resident in the database server’s server/c_misc directory, then this icon will be

displayed on the task bar rather than the default JSM icon.
UpdateReorgWorkDirectory

Possible values : true or false.

Default : true

When this keyword is set to true, the following environment ini file settings are

written at the start of a compact or deploy operation:

[JadeReorg]
ReorgWorkDirectory=<filepath>
ReorgBackupDirectory=<filepath>

This results in work and backup files being created at the database file location (as
opposed to invoking copy operations to and from the system directory).

The UpdateReorgWorkDirectory setting is provided so that you may specify your
own paths for work and backup directories that will not be overwritten (by setting
UpdateReorgWorkDirectory=false).

UseLDAPService
Possible values : true or false.

Default : false
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Identifies if applications are to use the LDAP service to refresh common
information about staff and roles.

If true, then the LDAP section should also be defined, see below.

UselLocallpAddress
Possible values : <ip address> or null.
Default : null

Used by JSA only and with Windows 2008 or later O/S. Allows a specific local IP
address (IPV4 only) to be specified when the first interface on the adaptor is not
the desired one. Also refer to setting DeriveLocallpAddress

[LDAP] Section

LDAPServer

String value identifying the DNS name of the LDAP service. If the Karma section
has UseLDAPService set to true and the applications attempt to use the LDAP
Service, this entry is mandatory. If not provided, then any application that
attempts to use the LDAP Service will cause an exception.

Default value : null.

[ODBCMonitoring] Section

LogLevel
Integer value. Default — do not define.

Used for additional diagnostics in the cnwsql.dll and logs into the
cnwsql.<timestamp>.log

For diagnostics and debugging set this to 4.
[PagingGateway] Section

PagerServer

Identifies the server hosting the Paging Gateway system. This is required for any
paging activity implemented by JSM and/or Tracker.

The default value is @pager.cnw.co.nz.

[SMTPServer] Section

EMailDomain
Identifies the email domain.

If using LDAP defined roles, then this item is required as the domain is appended
to the role UID to facilitate paging.

The default value is @jadeworld.com
[JadeExecuteFlags] Section

Joss_Discovery_DisplayFullBuffer
Joss_Discovery DisplayFullBuffer=<true | false>
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The Joss_Discovery DisplayFullBuffer option can be used in JSM and/or JSA.

In JSA it will force the logging of the entire discovery buffer returned from the
karma.dll entrypoints. Note that this will NOT include the buffer extensions added
by JSA for .Net Services from the config file or the web application jadehttp.ini
extensions .

In JSM it will log the entire buffer content received from JSA (including the JSA
extensions).

Joss_Discovery_lgnoreLastBuffer
Joss_Discovery IgnoreLastBuffer=<true | false>

The Joss_Discovery IgnoreLastBuffer option is only applicable to JSA and only
when [Karma] TestMode=<greater than zero) has been specified.

When false then if the discovery buffer is identical to the last request of this type
then no data is passed back to JSM.

When true then the value of the last discovery buffer is ignored and the buffer
content is unconditionally sent to JSM
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JSM User Interface

Log On

The following form is the log on form required to access JSM.

Mon i___l

Izerid !example

PaSSWDrd I::::::::::l

LogOn

==z Deployment

teliability

JADECare Systems Manager

JADE SYSTEMS AND PLATFORM MANAGEMENT

i

The above log on can be varied with the use of various initialization file settings
(see below).

With the default initialization file settings, the above user id and password is
authenticated against the Windows domain. If that fails then a match is tried to
Operator entities defined with the JSM database.

Note that no attempt is made by JSM to check for the length and/or ‘strength’ of
the password provided.

The application server’s ini file option [JadeSystemsManager]|
OperatorAliasPrefix may be used to prefix the user id above before Windows or
internal JSM authentication is attempted.

Example. If the OperatorAliasPrefix is LMH and the user id entered above is
myname then the actual derived user id is LMHmyname and this is what is used
for authentication.

The application server’s ini file option [JadeSystemsManager]
WindowAuthenticateOnly may be used to authenticate against the Windows
domain only and does not attempt to authenticate against the internal JSM
operator entity. This logon type uses the user id entered in the logon form,
regardless of the OperatorAliasPrefix setting. This means that the length and/or
‘strength’ of supplied passwords or the aging of passwords as defined by domain
policy settings is enforced.

Hot Keys

Several menu items are used repeatedly and have been assigned the following hot
key values:

F2 - System View
F3 - Alarms Monitor
F4 - Backup Schedule
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F5 - Unclaimed Alerts

F6 - JADE Environment Maintenance
F7 - List JARI's

CTRLA+D — View SLA Documentation

Tool Bar Icons

Many of the most used JSM functions have icons on the tool bar which can be
used instead of menu items

=

=] System View

——ﬂ Environment Version Status

e 7 Deployment Control

=) Deployment Summary

JTI1F' Backup Schedule

@' Monitoring Processes

LUl Monitor System Stats

—'-.C!-:' Alerts for <logged on user>
L - Unclaimed Alerts

‘rv Alert Set Maintenance

) Alert Definition Maintenance
& Toggle Navigation Panel visibility

Production vs Test

With users having connection to production and UAT copies of the JADECare
Systems Manager, being able to differentiate between these on the desktop’s task
bar and on the various forms is desirable to avoid updating the wrong system. The
ability to set a test mode option has been added to the initialization file and to
allow the icon appearing on the desktop’s task bar to be changed.

If the initialization file section [Karma] contains a keyword TestMode and the
value is greater than zero, then the characters [TEST] will be inserted into the
MDI frame caption.

If the above option is set and an icon file titled JSM_ Test.ico is resident in the
database server’s server/c_misc directory, then this icon will be displayed on the
task bar rather than the default JSM icon.
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Setting Up For JADECare Environment
Management

Introduction

This chapter describes administration functions required to set up the JADECare
Systems Manager

System Global Options

The system global options form now has several sheets covering different areas
required to be setup. A copy of each of these sheets is shown below:

AWS Sheet
Pl System Global Options E]

\I Misc N Reporting b Scheduling N Time Zone
N Data Retention N Product Registration N Deployment N Environment

Snapshot retention days

Retrieve all snapshots for the past number of days
Backup timeout (seconds)
Run inventory interval (minutes)

| oK
Settings have been updated, not yet saved

Snapshot retention days Default value for snapshot retention days
when no value is specified.

Retrieve all snapshots for the past Limit the number of existing snapshots
number of days retrieved from AWS when performing the
inventory process.

Backup timeout Backup timeout before giving up.

Run inventory interval (minutes) Conducts an inventory of AWS snapshots
every <number of minutes> specified.
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Backup Sheet
n Systemn Global Options |E| [=]
| Host Monitoring \‘l Misc \| Reporting \‘l Scheduling \| Time Zone

aws  {TTTBEde L DataRetention

Product Registration \|

Deployment \1 Environment

Backup Failure Alert Threshald

Continue badkup process after misc file copy failures [ |

Exdusions

JADE | MSSQL

MySQL

L

Settings have been updated,; not yet saved

Ok

Backup Failure Alert Threshold

Continue backup process after

misc file copy failures

Backup Exclusions
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Allows users to define the number of
successive backup failures that may occur
before JSM will generate a separate alert
that this many successive backups have
failed (Multiple successive backup failures
for <env>)

Setting this option allows the backup to
continue to completion even if files under
the <emv>/server/c_misc directory did not
successfully copy. Regardless of this setting
an alert will be generated advising of the
files where the copy failed.

This identifies directories, files or
directory/file masks that are to be excluded
globally across all JSM Managed Backups
differentiated by the database type (JADE,
MSSQL).

The name entered is automatically prefixed
with the drive letter / mount point and the
managed environment root name.
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Data Retention

IF System Global Options | = L=
| Host Monitoring Misc \l Reporting \l Scheduling \l Time Zone
AWS \| Backup \ Product Registration \| Deployment \| Environment

Default retention days for host & environment stats III

Audit log retention days IIl

Retention days for completed or cancelled JARIs IIl

Fetention days for miscellaneous logs {deployment, backup etc) IIl
Retention days for O5 patch management data El

Retention days for System Disk Usage & Mapfile Disk Usage stats El
Retention days for Serverhost Connection History El

Retention days for Host Environment Patches El

Retention days for Master Environment History El

Retention days for Managed Environment logs IIl
Retention days for IIS logs IIl

Retention days for Web Site AppPoal logs IIl
Retention Days for Unused 551 Certificates IIl
Retention Days for 15M Alerts IIl

Retention Days for Discovered Items I:l

OK

Settings have been updated, not yet saved

Default retention days for host &
environment stats

Audit log retention days

Retention days for completed or
cancelled JARIs

Retention days for miscellaneous
logs (deployment, backup etc)

Retention days for OS patch
management data

Retention days for System Disk
Usage & Mapfile Disk Usage stats
Retention days for Serverhost
Connection History

Retention days for Host

Environment Patches

Retention days for Master
Environment History
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This is the value that new server host and
new host environments will default to when
they are created.

Period of time (days) for which audit log
details, as viewed via menu View | Audit
Log, are retained for.

Period of time (days) for which JARIs
which are completed or cancelled and do
not have the Retain option specified are to
be held for.

Period of time (days) for which summary
logs (backup, compaction, installation,
restores, etc) are to be held for.

Period of time (days) for which O./S patch
data is to be held for.

Period of time (days) for which System
Disk statistics and Mapfile Disk Usage
statistics are to be held for.

Period of time (days) for which to retain the
connection history for each serverhost

Period of time (days) for which to retain the
host environment patch history (schema,
ddbfile, methods, classes etc)

Period of time (days) for which to retain the

master environment history.
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Retention days for Managed Inherited by following when entities
Environment logs defined ‘log days’ is zero:

- JADE Environments

- ODBC Environments

- Net Services

Retention days for IIS logs Period of time (days) for which to retain
Web Site logs. Inherited by websites when
defined ‘IIS Log Retention’ period is zero.

Retention days for Web Site Period of time (days) for which to retain
AppPool logs Web AppPool logs. Inherited when ‘log
days’ for web apppool is zero.
Retention Days for Unused SSL Period of time (days) for which to retain
Certificates SSL certificates. For JADE App Server
certificates this is the date last used.
Retention Days for Discovered Period of time (days) for which to retain
Items discovered items (such as web sites and

certificates). The period is relative to the
entity logical deletion date.
Product Registration

lﬂSystem Global Options |i =

| Host Monitoring \‘l Misc \| Reporting \‘l Scheduling \| Time Zone
AWS \‘l Backup \| Data Retention \1 Product Heqistration ‘J\ Deployment \1 Environment

 Repository Options
Max J5M file transfer sessions |I|

15M deployment repository  s:\JADECareSystemsManager\DeploymentRepository
Product repesitory  s:\JADECareSystemsManager\products

Central repository  s:\JADECareSystemsManager\CentralDeploymentRepository

Auto-maintain Central repository |:|

rProduct Registration Zip Staging Area Paths
CD media and zipped files s:\JADECareSystemsManager \ProductRegistration\StagingArea

JADECare files directory  s:\JADECareSystemsManager \ProductRegistration\JADECareFiles

oK

Settings have been updated, not yet saved

Auto-maintain Central repository Setting this option will:

- initiate application
JossSetupCentralDeployRepos to
define the appropriate sub-directories
for every master environment defined in
JSM and declare appropriate
permissions for every developer with
access to each master environment.
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Central repository

Deployment Copy Message

JSM deployment repository

Max JSM file transfer sessions

Product repository

CD media and zipped files

JADE Care files directory
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- Cause any changes to master
environments to be reflected in the
Central Repository structures

- Cause any changes in access to a master
environment by development staff to be
automatically maintained as
permissions in the Central Repository
structures.

This shows the pre-deployment repository
where a developer may place files prior to
starting the JARI build. The intent here is to
avoid having to send files to the local PC of
the person doing the JARI build and then
pulling these files from that PC back to the
JSM host (i.e. NZ to UK back to NZ- see
section “Optional Deployment File Source”
for further details).

The files pre-deployed here will be included
when the check box ‘Include file from
Central Deployment Repository’ on the
JARI build form is ticked.

Define the default deployment copy
message which is to be used as the default if
no specific message is entered in the
deployment form.

Shows the work area where deployment
files are to be staged when building a JADE
Managed System release.

Defines the number of concurrent
deployment distributions that may be active
at any one time.

Shows the directory definition from where
CardSchema and JADE releases (including
hot fixes) are to be obtained from when
requested in a JARI.

Shows the directory definition where new
JADE releases (from CD media) /
CardSchema releases and ParSys
downloaded hotfixes are located for the
product registration process.

The directory definition where mainly static
files provided by JADECare Tool Sets are
held for the product registration process.
This includes scripts, cnwplugin.dll etc.
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Deployment
& System Global Options [s = EE
| Misc \1 Reporting \| Scheduling \‘| Time Zone \| Tracker \l Windows Updates
AWS \‘l Backup \| Data Retention \1 Product Registration \‘lDeplovment‘J\ Environment \1 Host Monitoring
rShutdown Defaults
Online Offline

() Immediately perform transition to new version
(®) Wait for operator input before transition

() Wait until spedified time before transition

(@) Immediate shutdown
() Wait for operator input before shutdown

() Wait until specified installation time before shutdown

Deployment copy message

JARI Multi-Approval Staging Interval (mins) 16

[] Grant CSR. Full Access

[ ] Allow JARI auto-nitiste via Batch Interface

Ready

Allows :

e site specific Shut Down options to be specified for online / offline deployments

e definition of a Deployment Copy message

o Fore JADECare 24 only, allows the definition of the staging interval for the JARI

multi-approval feature.

e Allow or disallow the JARI auto-initiate command line feature

Environment
PR System Global Options
[ Host Menitoring b Misc i Reporting q Scheduling M
avis Backup B Data Retention Product Registration | Deployment i

Master Environment Directory  s:\JADECareSystemsManager \MasterEnvironments

rPing Value Defaults
Jos=CommsMgr Delay before starting ping timers {secs)
JADE Defaults

JADE Env Ping Interval {secs)

JADE Env Ping Response Wait Time |I| {secs)

r Mode Monitoring Defaults
Node Monitor Active [

Check Interval |I|{mins)
Threshold Percent |I|

Maximum Local Processes |I|

Settings have been updated,; not yet saved

Ok

Master Environment Directory
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The directory where all miscellaneous files
reside for each Master Environment (version
files, thinclient files, some specific deployed
files.
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JossCommsMgr Delay before
starting ping timers

JADE Env Ping Interval

JADE Env Ping Response Wait
Time

JOOB Env Ping Interval

JOOB Env Ping Response Wait
Time

Node Monitor Active

the number of seconds to wait after start of
JossCommsMgr before activating pinging of
JADE managed systems (where pinging has
been requested

when a new JADE Managed System is
defined (either by ‘discovery’ or via JADE
Environment screen) the value provided
here is used to define the JADE Managed
System’s Ping Interval

If the JADE Managed System’s ping
interval is reset to zero, the next time the
system changes to active it will set its ping
interval to this default value

When a new JADE Managed System is
defined, this value is used to define the wait
interval for the ping response before an alert
is generated.

If the JADE Managed System’s ping
interval is reset to zero, the next time the
system changes to active it will set its wait
for ping response interval to this default
value.

when a new JOOB Managed System is
defined the value provided here is used to
define the JOOB Managed System’s Ping
Interval

If the JOOB Managed System’s ping
interval is reset to zero, the next time the
system changes to active it will set its ping
interval to this default value

When a new JOOB Managed System is
defined, this value is used to define the wait
interval for the ping response before an alert
is generated.

If the JOOB Managed System’s ping
interval is reset to zero, the next time the
system changes to active it will set its wait
for ping response interval to this default
value.

This turns node monitoring on or off for all
JADE environments in JSM.

The following items are inherited as new JADE Environment entities are

created.
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Check Interval

Threshold Percent

Maximum Local Processes

The default check interval value - inherited
by any newly created host environments.

The default threshold percent value -
inherited by any newly created host
environments.

The default number of local processes value
- inherited by any newly created host

environments.
Host Monitoring
B System Giobal Options =n S
| Host Monitoring \| Misc \| Reparting \‘l Scheduling \| Time Zone

aws | Bacup | DataRetention Y

Product Registration \| Deployment \1 Environment

Default Service Check Interval IIl

Settings have been updated, not yet saved

oK
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Default Service Check Interval

defines default timer interval to be used as a
default when setting up new hosts and
services on those hosts. If server host is
defined with a zero service check interval,
the default value specified here is used.
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Misc
IF System Global Options | = L=
| Host Monitoring \‘| Misc \l Reporting \| Scheduling \l Time Zone
AWS \i Backup \| Data Retention \| Product Registration \| Deployment \| Environment

Fault system name |

Send from e-mail address |

Enable 'Discovery’ []

S5L Certificate Expiry Window |I| days

Performance Counter Sample Buffer Size (KB) IIl

Settings have been updated, not yet saved

QK

Fault system name

Send from e-mail address

Disaster recovery directory

Enable Discovery

SSL Certificate Expiry Window

Performance Counter Sample
Buffer Size (KB)
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Identifies name of local fault system where
one is used. In the case of JADE Software
Corporation this is called JADECare
Tracker and is a module using the
JADECare Systems Manager database.

The email address to be used as the sender
and the reply to where automated messages
are sent by the JADECare applications (eg
deployment and Tracker system)

Shows the value of the ini file setting used
for disaster recovery data extracts. Only
used by JADE Software Corporation.

Global control to enable/disable .Net service
and Web site discovery

Period of time (in days) which will be used
to check and raise an advisory for any SSL
certificate is about to expire (value must be
>0).

Defines the default performane counter
buffer size to be used by JSA when
accessing Windows Performance Counters.
This value is inherited by each server unless
a specific value has been defined for the
server.
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Reporting
F¥ System Glokal Options | ||
| Host Monitoring \‘l Misc \| i . Reporting \| Scheduling \| Time Zone
AWS \‘l Backup \| Data Retention “| Product Registration \| Deployment \1 Environment
rBatch Reporting

Printer name | - ]

Output directory for PDF and CSV files s:\JADECareSystemsManager \ReportOutput
Output file suffix (e.g. PDF, PS) :l

Print to file {=.q. PDF or Postscript[_]

 Exceptions

Report application exceptions to Tracker [

Ok

Settings have been updated,; not yet saved

Printer name The printer name. This is selectable from
the printers visible on the JSM database
host.

Output directory for PDF and CSV ~ Shows the ini file value used where any
files PDF and / or CSV files generated by batch
reporting will to be directed.

Reports generated are placed into a sub-
directory qualified by customer id, the year
and month and year.

Output file suffix May specify PDF or PS.

Print to File Check box. Set to true if PDF or PostScript
output is always required for batch reports.

Report application exceptions to This may only be set when the Tracker

Tracker module is implemented.

All unhandled JADE exceptions from
applications will automatically create
Tracker faults. These faults default to
priority B, the priority and whether an alert
is still raised may be specified by Host
Environment application.
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Scheduling
F¥ System Glokal Options | ||
| Host Monitoring \‘l Misc \| Reporting \‘l Scheduling \| Time Zone
AWS \‘l Backup \| Data Retention \1 Product Registration \| Deployment \1 Environment
Enabled Description Frequency Time {hh:mm)
W Global Parameter Distribution Every Day
2 Janitor Every Day
v 05 Patch Reader Every Day
W Map File Usage Chedk Every Day
N Weekly Extract sunday
72 Weekly 15M Alert Deletion Sunday
2 J5A housekeeping Every Day
SSL Certificate Expiry Check Every Day
Mandatory Scheduling for Scheduled Backups Every Day 00:30
Mandatory Scheduling for Batch Reports Every Day 00:05
Mandatory Scheduling for Thindient Download Checks Every Day 00:15
oK
Settings have been updated, not yet saved

©2

The above sheet identifies the JSM and some JSA specific items that may be
(enabled / disabled) or must be (mandatory) automatically scheduled. The times at
which these events execute may be modified using the above sheet.

Notes Regarding Daylight Saving Changeovers

Events scheduled to execute during spring forward will not execute and an alert
will be generated. For example, on 27 September 2015 as daylight saving is
entered in New Zealand, New Zealand clocks move forward one hour; 2am
becomes 3am. An event scheduled for 2:30am will not execute on 27 Sept 2015.
Two strategies for dealing with this are:

1) Add a one-off schedule an hour later on the DST switchover day. E.g. add a
schedule to execute at 3:30am.

2) Avoid scheduling activities during the spring forward hour in the time zone
where the schedule executes. This strategy avoids the issue of dealing with an alert
generated for the skipped schedule.

Events scheduled during the fall back hour (3am becomes 2am in New Zealand)
will execute normally (only once even though the hour 2am-3am is repeated). No
special consideration is required.

Global Param Distribution This is an optional item and is applicable to
JSM only. This causes the global parameter
file distribution to occur on a daily basis

Janitor This is an optional item and is applicable to
JSM only. This causes the deletion process
to execute and delete old statistics, audit
entries.

If Janitor is enabled and ‘Unused/logically
deleted Certificate retention days’ value in
‘Data Retention’ greater than 0, process will
check and delete any expired SSL
certificates (expired Jade application server
or logically deleted Web site) which does
not fall in to retention period.
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Weekly Extract

JSA Housekeeping

SSL Certificate Expiry Check

Scheduling for Scheduled Backups

© 2020-2022 Jade Software Corporation Limited

This is an optional item and is applicable to
JSM only. This causes:

- the extraction of access profiles for each
user on a weekly basis.

- if Tracker instantiated and DR directory
specified, extracts all SLA contact details to
file All_Customer Contact Details.htm.

This is an optional item and applies to JSA
only. Files older than that defined by the log
days value for the JSA environment are
cleaned up (or those older than seven days
if this value is not set). Old journals are
removed from the current and archive
database directories. Temp files are
removed from the transient database
directory. Files with extensions tmp, log,
csv, zip, rar, dmp, bat, end, err and txt are
removed from the logs, cardlog, activity
log, crashlogs and processdumps
directories.

This is an optional item. When enabled
checks will occur on certificate expiry using
the period in ‘SSL Certificate Expiry
Window’ in ‘Misc’ tab. If a certificate is
found to be in the expiry window then one
of the following advisory mechanisms are
used:

o If Tracker is instantiated then a call will
be generated and assigned to
appropriate FMS assignee:

o for IIS certificate this will be
the server’s FMS assignee

o for JADE application server
this will be the JADE
environment’s FMS assignee.

o IfFMS assignee is not specified
or invalid at the time the default
assignee will be that declared as
Operations Role Id in ini file.

e If Tracker is not instantiated then a
level 7 JSM alert will be raised defining
either the web bindings and websites or
the JADE environment.

Mandatory item and applies to both JSM
and JSA.

This process is used to schedule the coming
days scheduled backups as specified for
each host environment.
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Scheduling for Batch Reports

Scheduling of Tracker reminders

OS Patch Reader

Map File Disk Usage Check

Mandatory item and applicable to JSM
only.

This process is used to schedule the coming
days report generation as specified in the
report set setup.

Only seen if Tracker module implemented.
Mandatory item and applicable to JSM
only.

This process is used to schedule Tracker
reminders for the coming day..

Scheduled time for the OS Patch Reader
application to process the ServerHost
Microsoft hot fix flat file information.

Scheduled time held in JSA to check each
of the ServerHost held Host Environments
map file sizes for reporting purposes.

Time Zone
[J | [a|[@ ]| =]
| Host Monitoring N Misc N Reporting N Scheduling N Time Zone
AWS N Backup b Data Retention N Product Registration N Deployment N Environment
Time Zone [(UTC+12:00) Auckland, Welington ~|
o |
Settings have been updated, not yet saved

Time Zone
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Defines the current timezone this JSM
installation resides in.
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Role Security Setup
BN
Aole Mame  ISUPERUSER -
MDIEntity  [MOIFrame =l
(e NemBoms _______ WeolonCoplon _____1 [Menultem Name Meru ltem Caplion =

menuFile &File
menuFisGibParamipdale | lssue Global Parameter File Update |

menuFilelmportSkin [timport Skin File |

menuFileE xportSkin [&Export Skin File —
meriuFileSkintdaint [E5kin Maintenance
menuFilelmporth enus |Import ERole Menu File
menuFileExportMenus _|Export Fikole Menu File

| menuFilsAbout |&bout
add>> menuFieLoglut tLog Out
\ " menuFileE it Edait
Bemove << 1 i (Wi
menViewSystem [ESystem View
menuVieaMaster _[EMaster Summary
menuViewEnvironment | EEnvironment Version Status
menuViewHosiEnvSummaty_|5Host Environment Summaty
meruiewS chedule |Stchedule
menuViewB ackup |EBackup Schedule
menuViewSuppiDevices | Suppressed iNetwork Devices 1)
menuiewhieilievidChas ieiwork Device Sid Chanaes =
[ v ] i Fooee |

The JADECare Systems Manager database has more than one schema view into it
and there will eventually be several MDI entities each having its own menu
structure. The menu items that are visible and may be selected is allocated by the
Role or Roles that a person has when logging into JSM or one of its views.

The above screen provides JSM Developers to allocate visibility of menu items to
each of the roles currently available.

Roles currently defined and their background are:

Admin

The highest security classification for a client. Typically a user allocated this role
may update Operator details and other customer specific information for entities
associated with his/her customer.

CSR

A customer services representative role where the person concerned looks after
the day-to-day relationship between the provider of the JADECare Systems
Managed Service and the client whose JADE systems are being managed. This
role is expected to authorise changes being made to JADE managed systems via
the JARI process.

Default
the lowest security permitted to access JSM or any of its views.

Developer
A person that does development work for a JADE Managed System and may
submit a JARIL

ITManager
Only applicable to customer staff. This role is the client equivalent of ‘CSR’
however restricted to only the customer’s environments and services.

JadeStaff
Deemed to be staff internal to the company providing the JADECare Systems
Managed Service and which is executing the JADECare Systems Manager.

Operator
Staff who man the Help Desk and monitor JADE Managed Systems. They have a
subset of the features used by SuperUsers.

May 2022 Page 55




JADECare Systems Manager Installation & Administration Guide

SuperUser
Staff who install, maintain, monitor and fix issues with JADE Managed Systems
and require access to all the features provided by JSM

The menu items displayed are derived from accessing the metaschema for the
MDI entities named. Only two MDI entities currently are declared:

MDIFrame
The form that is named as J.S.M’s application MDI Frame and which inherits all
the menu items from its parent(s).

SemMDIFrame
This form is part of the Tracker module which is released as a separately priced
module.

The Role Security above will have been pre-defined and a file containing these
will be provided as part of the JSM 2.7 release. This file can be loaded via the
menu File | Import Role Menu File. The file is to be placed in JSM’s
\server\c_misc directory on the database server host and is expected to be called
‘jsm_menu_extract.txt’.

SecurityMDIFrame
This is module yet to be implemented.
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JSM User Setup
R

Uzer |d | RGN Active sessions 1

Mame |Martinagers
Employer CHW - Corporate Metwork,

Pazzword I Perzonal Detailz ] Arccess F'ru:ufiles] TrackerDetaiIs} Dption&] Roles

M anager |Daviu:| Blair [crvwdkbl]

Miark Phone Im E stension W
Home Telephane IW
Mobile Phane [027 5400132
Pager [0275800132 | Servige |Tel=com Digial [~

E-Mail |miagers@iadewurld.cum

Abzent fram | (x| |

Termination D ate I

Mest

el
e Baehel

Reazon |

J Ok | ‘:q] LCloze | ;-,.:Ei Delete
e

NOTE : The sheets Tracker Details and Roles shown on the above form are only
visible if the JADECare Tracker module has been implemented.

Users are defined via the menu selection Set Up | Operators. The above screen is
shown and displayed details of the user currently logged on.

Existing user details can be viewed by anyone and is dictated by the role(s)
allocated and the customers defined for those roles. The extent of update
capability and what may be viewed is defined by the highest security role defined
by your logon user-id.

An existing user may be declared as ‘Disabled’ by clicking on the checkbox
shown and a reason must then be provided. This causes the log-on to be rejected
and produces a message box stating ‘User-id is disabled’.

A new user can be defined by entering a unique identifier into the field specified
‘User Id’. Note that the first 3 characters of this user-id must be the same as an
existing customer id.

The full name of the user can be entered in the ‘Name’ field and the employer
needs to be selected from the list of available customers..
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If defining a new user, then the password will be required as the user will not be
committed otherwise. This will create the skeleton user definition and open the
‘Personal Details’ folder.

If LDAP is in-use and the employer of this user has been defined in LDAP, then
all users for this employer are to be defined in LDAP. Whenever such a user is
defined, LDAP is referenced to refresh all the personal details and may not be
overwritten.

Once the ‘Personal Details’ have been defined, and if a new user and you are
logged on as a super user, then the third folder is opened ‘Access Profiles’.

i) x
Uzer |d IENWMFJ'I ﬂ Active sessions 1

Marne |Fartin Jagers

Employer CHW - Corporate MNebwork

] TrackerDetaiIs] Dptions] Ruolez

Password ] Personal D etails

Copy from | ﬂ Copy Mow
Available Rolez Selected Roles
CSR SUUPERLSER
DEFALILT
DEVELOPER
JADESTAFF

OPERATOR
SECURITYADMIM &l
Remove << |

Disable L
R o om

Reason |

J Ok | ‘ﬂi LClose | R;-,.:E} Delete
Fr]

This folder allows the definition of one or more security roles to a user. These
security roles allow or disallow access to various menu items and may also restrict
visibility to information. Refer to Role Security for details and definitions of
Role.

If no roles have yet been defined, then another user may be selected and all access

profiles for all security roles for nominated user may be copied (Copy from combo
box and Copy Now button will be enabled). Once one or more security roles have

been copied, double clicking on the security role in the Selected Roles control will
allow the access profile to be viewed and edited.

By selecting an item in Available Roles and clicking add (or double-clicking on
the item in Available Roles) a modal form is presented as follows:
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g \ === T
Customers I Enwironments I Sevices
Available Selected
J0S - J0s CHw - corporate network
K&R - AR
TES - TES

Remave <

Vi | o |

This screen is used to allocate the customers that a user may access within this
role. Once the customers have been defined, then the environments for those
customers may be allocated if the customer has ‘Explicit Security’ set (these are
highlighted in red, refer to Customer Setup below).

By default, the customer (employer) of the user is already selected and shown in
the ‘Selected’ column. Any other customers displayed can be selected. Customers
can be de-selected by selection and click ‘Remove’ or double-clinking on the
entity in the ‘Selected’ column

Clicking on the Environments tab will open that folder. The environments listed
here are dependent on the customers selected. Those customers that do not have
‘Explicit Security’ set will show all their environments in light grey in the
‘Selected’ column. Those customers with ‘Explicit Security’ set, need to have
their environments explicitly selected before details of those environments can be
viewed by the user for who this role is being set up.

To de-select an environment (which is not light-grey), either select and click
Remove or double-click on the entity in the ‘Selected’ column.

When selections have been made, click on OK to save these Role specific details
for this user.

When an environment is marked as selected or de-selected, any corresponding
Tracker service is also selected / de-selected. Note however, that if a Tracker
service is selected / de-selected, the corresponding environment (if there is one) is
NOT automatically selected / de-selected.
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O perator Majntenance

2 M artin Jagers

The Tracker Details tab is only visible if the JADECare Tracker module has been
implemented.

The first table provides details of any references to this user. Where one or more
references are shown to exist, this would preclude the user from being deleted.

The second table provides details as to which service and component entities this
user is being referenced by and the type of reference (contact, support or both).
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Operator Maintenance

artiri ager

The options sheet allows the operator to enable / disable start up options:
* the LED display showing JSM heartbeat (all is well)

= for staff defined as SLA Administrators or Updaters, whether or not to
show whether any SLA items have been changed.

These values are retained across sessions.
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Operator Maintenance - 100] x|
User |d IENWMFJ'I ﬂ Aclive sessions 2
Hame |Martin Jagers
Employer CHWw - Corporate Metwark:
Pazswiord ] Perzonal Details ] Access Profiles ] Tracker Detailz ] Optiohs [
Cuztomer | Mame
Corporate Metwark, chwsarmstest
Caorpaorate Metwark: J5k SARMS Suppart Role
Carparate Mebwark. J5K Suppart Rale
Corporate Metwark, SARMS Role
~ Dizable Uszer
Dizable [
Reazon |

o ox T Ciose

@%—} Delete
u—

The Roles sheet is only visible if the JADECare Tracker module has been
implemented. This sheet identifies the roles which this user is an occupant of.

Where the customer has been defined in LDAP (and LDAP is in use) the
information above is refreshed from LDAP whenever this user signs on or is the
target of any emails due to reminders and/or escalation and/or call assignment.
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Customer Definition

EDT /[=lalx]
Customer |d Chi -
Mame Il:orporate retiaork _vJ
Address & Secunty I Access Profile Beferences I Tracker Statistics
Address |1 Sir William Pickering Drive

Address |Bishopdale

City |Christchurch

Phone | +G4 3 365 2500

E E xplicit Security Fequired

o oK ] ﬂgose E;E} Delete

Customers can be defined by this form. To view existing customers, the selection
can be done either on the unique 3-character customer prefix or by the full name
of the customer.

The name must be a unique item and may not be empty.

The address fields (address and city) and phone are free format fields and are
optional.

The check box ‘Explicit Security’ identifies whether the environments for a
customer need to be explicitly allocated to a user before the user can see details or
if the user is implicitly allowed to view these details by being able to view the
customer entity.

If the Tracker module has been implemented then two other sheets are provided
otherwise just one additional sheet may be seen.
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Access Profile References

SEEN Jl=lm]=]
Cuztomer |d Chi -
M ame Iu:u:urpu:urate netwark, ﬂ
Addresz & Security [ Access Profile Heferences I Tracker Statistics
Uzer|d | Marne |
CHwCRP1 Clarrie Pearce
CHwrFI Martin Jagers
CHwWSAST Shirley Simpson
CMHwWSHRE1 Stephen Black

oW ﬂ Iﬁl'ase '

The sheet shown above identifies which users have been granted access to this
customer. The specific details of the type of access and which environments and
services the users above may access can be viewed via the Operator Maintenance
form, and the Access Profile Maintenance form accessible from that.
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Tracker Statistics

Customer [d chw -
I ame ||:|:|r|:u:|rate nietwork, ﬂ
Address & Security I Arccess Profile Beferences r Tracker Statistics

[ Service [ Status [ Jun03]  May03]  Api3[  Mar03]

TOTAL Opened 2 12 2 21
Clozed 8 4
Reopened 1

All Unspecified ltems Opened 1 1 9
Clozed 1
Reopened 1

cnwdummy Opened 2 11 1 12
Clozed 7 4
Reopened

[5 Frint

J Ok ‘ ﬂ;luse R;-,.:E} Delete
]

This sheet is only visible if the JADECare Tracker module has been implemented.
This provides a statistical analysis of calls for the customer by service and also
overall totals for the customer.

Opened The count of calls opened in that month. This open count does NOT
include the reopened count.

Closed The count of calls closed in that month.

Reopened  The count of calls that were reopened in that month. This count is
not a subset of the open count nor does it mean these calls are still

open.

BEWARE. Calls opened against service A could be closed against service B and
re-opened against service C.
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Location Definition

=l / (2l
Customellm -
Location Mame IAuck\and -

Address [1 Manakua Drive

Address [Manakau City

City [Auckland

J ak ::E‘ Llose 1 'Qelele

One or more locations may be defined for a customer entity.

The location name must be unique within those locations already defined for the
customer. The locations are used to provide meaningful information as to where a
machine (server host) is located.
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Environment Maintenance

JSM can be allowed to work by a process of discovery for JADE environments.

For JADE environments this occurs when a new JADE Managed System is
installed, has the KarmaControl ini file setting set to true and instantiates a
CnKarmaCntrl class of object when it is executed. This will cause JSA to detect
its presence and forward details to JSM which will create the necessary
environment details if they have not already been defined.

Environment Definition

However, the environment may also be defined before the system is actually
installed so that JSM is used to deploy the new system.

& TESTIK10 - Master Environment Maintenance = ==
Defaut \_Distributions | Deployment | History | Managed ™ Appiication " Thin Client Details | Access Profile Chidren | Binal Differences
Environmen Al TESTIK 10 ~| Create new Environment 1d []
Description [Manually created, ex TESTIK1 ]
Copy Access Profi
’V Select parent environment : -]
Type
(@) Default () Third Eye Environment
() MT Environment () Third Eye Identity Environment it
plication T Database Type
Development System
Master Environment History Retention Days - [730
poe || o
Ready

Create new Environment Id
(check box)

Description

Environment Type
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Checking this allows the user to manually
define a Master Environment

If the master environment was created by
the ‘discovery’ process, then the description
is ‘Auto-created’.

Free-format field to describe the master host
environment.

This control is only visible for JADECare
24 use. The option buttons allows the
definition of all JADE Environments
associated with this master environment to
be any one of:

default

JMT Environment
Greentree Environment
ThirdEye

ThirdEye Identity

Default — no specific handling required.a

JMT Environment — allows specific
handling for this environment type:

e access to the JADE Master
Terminal product

e allows the use of the ‘JMT
Deployment’ process.
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Copy Access Profiles

Application Type
ANSI or Unicode option
buttons

Database Types:
Development or Deployment
option buttons

Set Up Directories... button

© 2020-2022 Jade Software Corporation Limited

e Forces SDS Secondary to execute
application version registration

Greentree Environment — allows specific
handling for this environment type, future.

ThirdEye — allows specific handling for this
environment type, future

ThirdEye Identity — allows specific
handling for this environment type, future.

Allows cloning an established access profile
list from a parent environment to the
selected Environment Id (child). Once this
connection is established any entries added
to the parent will be automatically carried
over to the child.

There are some pre-requisites:

The child must have an empty access profile
list.

The parent and child must have the some
customer prefix.

The parent must have explicit security set.

Note: Access profiles associated to a parent
can be seen in the ‘Access Profile Children’
tab.

Identifies which application type applies to
the master environment. Valid options are
ANSI or Unicode. The default is ANSI.

Identifies whether the master environment
has the development suite of files and can
be used for development or if deployment
only

After displaying a caution form of what is
about to be done, this will cause the
necessary directories and version control
files to be defined on the JSM server host
for this master host environment.
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Application Maintenance

EEZ N

/ [==1

Environment Definition i Access Profile Childien Application Mantenance | Distributions ‘ Historg | Thin Client Details
Schema Name App Name Host Env Mame Maching FADN Machine &lias tonitored Last Logon
CardSchema AppServertdonitar] ttubd chwmlijva.chv co.nz crwmfjva v 26/08/1017.38:56
CadSchema AppServertdonitar] ttuBd chwmfjva.cniwco.nz crwmfjva.chw, co.nz i 2040310 23:03:45
CardSchema AppServertdonitor] batuBd chwmfjvb.cnwco.nz crwmfjvb 2 31 /08/10 00:12:56
CardSchema AppServetdonitor] tetufd criwmfjvb.crvwco.nz crwmfjvb.cruw, co.nz 72 20/09/10 23:03:45
CardSchema KCDummy tetufid crwmfjva.crw,co.nz crwmfjva (] 25/08/10 16:16:14
CardSchema KCDummy tstufid crwmfjva.crw co.nz crwmfjva.crvw co.nz - 15/09/1022:31:01
CardSchema KECOnLineBackup tstufd crwmfjvb.crvw co.nz chwmfjvb [ 25/08/10 22:52.54
CardSchema KCOnLineBackup tstuBd crwmbjvb.cnw co.nz crwmfjvb.criw. co.nz 3 16/09/10 04:15:52
CardSchema FCOnLineBackup\worker tstubd crwmbjvb.crw co.nz crwmfjvb ] 25/08/10 22:52:56
CardSchema FCOnLineBackupia/ orker tstubd chiwmfivb.cnw.co.nz chiwmfjvb.crv, co.nz ] 16/09/10 04:15:55
CardSchema FCWerifwl ounal ttubd crwmljvb.chiw co.nz crwmfjvb (m] 3140810 00:12:56
CardSchema KCWerifwl oumnal ttubd chwmlfjvb.chw co.nz crwmfijvb. chw, co.nz [ ] 20/09/10 23,03:45
TestJK. BatchT ask txtubd chwmlfjvb.cnw co.nz crwmfjvb. chw, co.nz i 1540910 23:09.07

ﬂlnspac_l‘ ] @ Dilete

Feady

The Application Maintenance sheet not only defines the JADECare managed
applications that have registered with JSM and provides pertinent details of each.

The sheet also provides right-click and menu options (below):

*  to stop monitoring those applications that are marked as being monitored

= the deletion of inactive and non-monitored applications

Deployment

&L TSTIKG020 - Master Environment Maintenance

= = >

Default | Distrbutions ... Depk

£ _istory | ManagedEnvironments | ApplcationMaintenance Y Thin ClientDetals |  Access Profie Chidren | Binary Differences

Last Successful Deployment : 26/07/22 09:35
Auto

Deployment Regime [3

Save JARIs []

[Start Time | Sponsor

Allow JART auto-initiate via Batch Interface []

EMail Address

Check Methods In-Error |
After Last Load

Fail Deploy Methads
InEnor After Last Load

rMNotfication Email

Email Address 1

Email Address 2

D Defaults

Use Defaults

Assemble Immediately

[ Quick Start Deployment

Critical Release

ettt oy
Install Shutdown Day [Monday -

[ Post-Deploy Journaled Backup Default

Install Start Time: 15:00

Instal Shutdown Time [14:00

Shutdown Mode

Secondary Pre-Deplay Backup

[ secondary Post-Deploy Backup

505 Secondary Transition On Operator Tnput

Spedal Instruction:

[wait untl Specified Time -

[ secondary Post-Deploy Backup Journalled

Ready

Inspect

Delete

Auto Deployment Definitions

Multiple auto-deployment definitions can

be maintained and are listed in the table.

Right-clicking in the table will provide add,
change and delete menu with the add and
change displaying an Auto-Deployment
Maintenance form, see below.

Double-clicking on a row will cause the
Change dialog to be displayed.
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Deployment Regime

Save JARIs for repeat
deployment

Allow JARI auto-initiate via
Batch Interface

Post-Deploy Journaled Backup
Default

SDS Secondary ‘Transition on
Opeator Input’

Notifications

Use Defaults

Assemble Immediately

Critical Release

Quick Start Deployment

Install Start Day

Install Start Time

Install Shutdown Day

Install Shutdown Time

© 2020-2022 Jade Software Corporation Limited

Defines which deployment regime is to be
used. The default value is currently 2 and
may not be less than 2.

Any JARI’s used in the deployment process
will be retained for future use and will be
exempt from janitor process deletion.

Allow JARISs to be created via JossBatch
application request startJariBatchBuild

Specifies the default backup paradigm to be
used for post-deployment backups (if the
pre-requisites have been met)

Defines the default setting for all SDS
Secondaries ‘Transition on Operator Input’
when authorising JARIL

Up o two email address notifications can be
pre-defined. These will append and auto-fill
the JARI notifications if not already
defined.

When this option is turned on, then
deployments will use the defaults defined
here. Any of these defaults can be
overridden at runtime by the JARI
authorisation forms.

When true causes the Assemble
Immediately to be defined.

This value is ignored for JARI Multi-
Approval.

When true causes the Critical Release
checkbox to be defined

When true causes the Quick Start check box
to be defined.

Defines the preferred day of the week for
when the installation sequence is to start
and if pre-deploy back is not defeated, this
will also be the backup start date.

Defines the preferred time for the install to
start.

Defines the preferred day of the week for
when the system shutdown is to start.

Defines the preferred time of the day for the
system shutdown to start.
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Post-Deploy Journaled Backup  If the environment is capable of Journaled
Default Backup, then when this is true, the Post-
Deploy Journaled Backup will be set.

Secondary Pre-Deploy Backup ~ When true,
Backup.

Secondary Post-Deploy Backup  When true,
Backup.

sets the Secondary Pre-Deploy

sets the Secondary Post-Deploy

Secondary Post-Deploy Backup  If the environment is capable of Journaled
Journaled Backup, then when this is true, the
Secondary Post-Deploy Journaled Backup

will be set.

SDS Secondary ‘Transitionon ~ When true,

sets the Secondary ‘Transition

Operator Input’ on Operator Input’

Special Instructions When defined this will automatically be
added to any new JARI and, when
displayed, will be merged with any
Developer Instructions.

Distributions

& TSTSIMT - Master Environment Maintenance

= ==

Default Y. DSGbubens. | w_Deployment | Hstory Y Managed Environments Y Appication

™ ThinCientDetals | Access Profie Chidren |% Binary Differences

Database Distribution

Distrbution Name Cunent
6 4-msoft-winEd L
E8E-msaft-wind2

Next Deploy
2

=

Client Distributions

Distrbution Mame Current
88 msoft-nin3z +
64 msoftwinEd «

Next Deploy ~
~
WV

v

Ready

The ‘Distributions’ tab allows the user to associate distributions to be included in
the next deployment. Only the distributions valid for the environment are shown.

The ‘Current’ column is read only and displays the current distributions the

environment is using in deployment.

Distributions can be added or removed by manipulating the ‘Next Deploy’

column.
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History

Environment Definition { Accass Prafile Childien | Application Maintenance \ Distributions Thin Client Details
Drate/Time Mame Server Type Description Details More |
01201013 |rstkB020  [CMNWMFJ1A  [SDS Secondary  |Reaister Yersion Change CardSchema 3.5.01.002 - wasz 3.5.00.001
MA2A010:06 [tstkB0Zr  |CNWHMFJ1E 1505 Seconday | Renister Yersion Change CardSchema 3.5.01 002 - waz 3.5.01.001
MA2H1010:02 |tstikB020  |ChwHFJ1E  [SDS Primary Fiegister Yersion Change CardSchema 3.5.01.002 - waz 3.5.00.001
25/1/10 16:24 |tstikB02r  [EWNWHMFJIE  |SDS Secondary  JARI #2 [C5 changes] Offline standard deployment more
2510 16:22 |tstkBD20  [CHMwWHFJ1E  [SDS Primary JARI #2 [C5 changes| Offline standard deployment more
2510 16:22 [tstiB020  |ChwWMF1A  |5DS Secondary  |JARI #2 [C5 changes| Offline standard deplopment more:
25/11410 10:06 |kstkB02r  [CMNWMFJTE  |SDS Primary Databaze role changed "Was SDS prmary, now SDS secondary
251110 09:37 |betikB02r  [CMWMFJTE  |SDS Seconday  |[Database ole changed ‘wWas SD5 secondary, now SDS primary more
1511410 16:22 |rstib02r  |CMWMFJTE  [SDS Secondary AR #1 [Upgrade JADE B.3.07 + C5 3.5.01]  [Offline standard deployment more:
151110 16:22 |bstkB02r  |[CNwWMFEJTE  1SDS Secondar  |Reaister Yersion Charge JADE 6307 - was 62719 more
154111016115 [tetkBO20 [CHwWFJ14  |SDS Secondaw  JARI #1 [Upgrade JADE E3.07 + C3 3.501] | Offine standard deployment more
15A1/10 16:15 |tstikB020° [CNWMFJ14  |SDS Secondary  |Register Yersion Change: JADE B.307 -was £.2.19 more
1541110 16:13 [kstkB020 [CHwWMFJE  [SDS Primary JARI #1 [Upgrade JADE 6.3.07 + CS 35.01]  |Offline standard deplapment more
151110 15:57 |tetikB020  [ChwHFJ1E  [SDS Frimany Fiegister Wergion Change JADE B.307 - waz 62,19 more
1511210 14:54 [tstkB020  |[CHWMFJ1A  15DS Secondary | Reaister Wersion Change JADE 6,219 -was 6.3.07 more
151110 14:51 |kstkB02r  [CMWMETE  |SDS Secondsny  |Register Yersion Change JADE 6219 - was 6.3.07 more
15/11/10 14:48 |tstkB020  [CHWMFJ1E  [SDS Primary Register Yersion Change JADE 6,219 - was B.3.07 more
1511410 1413 |rstkB020  [CNWMFJTE  [SDS Primary Envwironment restored Size restored 2.214MB
151101412 |tstikB020  [CMwWMFJ1A  |SDS Seconday  |Environment iestored Size restored 2,21 4B
26/10/10 18:02 |tstikB02r  [CMWMFITE  |SDS Secondary  |JARI #2 [Upgrade to B.3.07 + C5 35.01) Offline standard deplopment more | v
T oo MK
Ready

The History sheet provides a detailed history of significant events that have
occurred for any of the host environments associated with the Master
Environment.

Events such as :

Deployments (and the content)

JADE version changes

CardSchema version changes

Restores

Cluster Failover

SDS Takeover

Host Environment enabled / disabled

Host Environment deleted

Host Environment created

This history is subject to archival as specified by the global retention period
defined in the System Global Options

Thin Client Details

H=EAN
Environment D efinition I Access Profile Children | Application Maintenance | Distributions ‘ History Thitr Clignt D etails
Current ] Next i Differerces

Directory Mame Wersion Last Modified -
IBBE-mzoft-win32 bin client. pem 13/08/10 05:01:44
IEBB-msoft-wind2/bin fresimage. dil 3.13.0,0 13/08/10 04:59:42
IE8E-maoft-win32 hin adcnet. di E.2.07.00 13/08/100312:14
IBBE-msoft-win32/hin addinst.exe £.3.07.001 13/08/10 09:12:02
IBBE-rgoft-win32/bin ade exe £.3.07.001 13/08/10 0%:12:02 =
IBBE-roft-wind2/bin adeactivexthin. di £.3.07.0M i
IBE-mzoft-win32 hin adedit. dil E.2.07.0M
IBBE-mzoft-win32 bin adedotnetdesignerloader. dil E.3.07.001
IE8E-meoft-win32 Ahin adedotnetthin.di E.2.07.00 13/08/10 031216
IBBE-mzoft-win32 bin adepg.exe E.3.07.001 13/08/10 09:12:04
IE8E-meoft-win32 /hin adevspf.di E.2.07.001 13/08/10 031218
IBBE-mzoft-win32 bin admsas. eng 13/08/10 02:16:38
IB8E-meoft-win32 hin adodbe_c.dll E.2.07.00 13/08/100312:20
IB8E-mzoft-win32 hin jadprht. dil E.2.07.001 13/08/10 031 2:20
IB8E-mzoft-win32 hin avagui di E.3.07.00 13/08/1003.12:22
IB8E-maoft-win32 hin jormdi. ol E.2.07.00 13/08/10 0312:26 =
COC b ccin LI BT FEW Tl AUOA A ARARAR

- - —
ﬁ Inspact @ Delete |
Feady
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The above sheet Current defines the thin-client files required for the master
environment. This list is part of the regime 3 deployment and is maintained
primarily by the deployment process.

The Next and Differences sheet are used when a JARI has been created and the
assembly created but has not yet been installed. These sheets are especially useful
when the JARI regime 3 option Thinclient Download Expected has been set
incorrectly causing the deployment assembly to fail.

The Next sheet shows all the thin-client files required as a result of the pending
deployment.

The Differences sheet highlights what, if any, differences there are between the
Current and Next (pending deployment) thin-client file sets.

The button Retrieve Thin-Client Files is required to be used before defining the
deployment regime 3 or, only if required, to resynchronize JSM’s master
environment files with those actually deployed where these have changed for
some reason (outside of JSM’s control such as a manual restore).

Managed Environments

= 1 \ TSTJKE020 - Master Environment Maintenance
Environment D efinition i Access Profile Children | Application Maintenance | Distributions | Histary | Thir Clisrt Details Managed Environments
Mame | Server Type | Dizabled 5D5 Environment
TSTJKEO20 |CMwMFI 1A Secondary | tztikBO20
TSTJKEO20 CHWIMEITE Primary tztik G020
TSTJKEOZR CHwMFITE RPS tetikBO20
TSTJKEO20 CHwMEIVE MNon-5D5 T

ﬁ .inspaci. | O Dilete @Q{( ‘

Feady |

The sheet shown above lists details of the managed environments (instances of the
Master Environment) associated with this Master Environment.

Double-clicking on a row pertaining to one of the managed environments will
cause the appropriate maintenance form to be opened (JADE Environment
Maintenance or JOOB Environment Maintenance).
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Auto Deployment Maintenance

_ Auto-Deployment Maintenance - Change

Start Time 15:10

Sponsor |CNWMFJI (Martin Jagers) -

Sponsor EMail Address |mjagers@jadeu\'0rld. com

Check metheds in error after last load

[ Fail deploy if methods in error after last load

Start Time Defined in format hh:mm.
NOTE : There must be two hours between
each auto-deployment definition.

Sponsor Must be a valid Operator entry

Sponsor Email Address Can be used to override the default email
address auto-filled on selection of sponsor
above.

Check Methods in error after Causes the deployment to check after the

last load last schema entity has been loaded if there

are any methods in error.

Fail deploy if methods in error ~ If this option is checked then if there are

after last load any methods in error after the last schema
entity has been loaded, then the deployment
will fail otherwise the deployment will go
to Hold state asking for operator input.

This option is only valid if the Check
Methods option above is set.

SNMP Tracker Interface

First implemented in release 3.8.06.

This interface requires the Tracker module to have been instantiated and
JADECare utility cnwtrap.exe to be available.

The interface allows for SNMP traps to directly open and/or update Tracker calls
and is designed to eliminate a large number of alerts requesting the Help Desk
staff to open Tracker calls.

JADECare reserves specific trap numbers 900 to 999 for enterprise
1.3.6.1.4.1.2553, generic trap number 6 for use by JADECare Systems Manager’s
SNMP Interface.

At this juncture the following trap numbers are allocated :

e 900 — Tracker service for server host
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e 901 — Tracker service for JADE database or remote

e 902 — Tracker service for ODBC database

Server Host — 900

The command line syntax is:

cnwtrap.exe 900 <server> <priority> <create|update> <alert > <short text > <long
text> <assignee>

JADE Environment — 901

The command line syntax is:

cnwtrap.exe 901 <server> <env name> <priority> <create|update> <alert > <short text
> <long text> <assignee>

ODBC Environment — 902

The command line syntax is:

cnwtrap.exe 902 <server> <env hame> <instance name> <priority> <create|update>
<alert > <short text > <long text> <assignee>

Parameters

Where arguments have embedded spaces they must be bounded by double quotes
(“‘) for these to be successfully handled.

The following explains the arguments required to correctly implement the SNMP
Tracker interface:

e <server> can be:
o Fully qualified name - cnwxyzla.cnw.co.nz
o Simple server name — cnwxyzla

o IPv4 address — 131.21.21.131 — will use reverse lookup to resolve
to DNS name

o IPv6 address — 2029:8f71:85€2::7a61:71f9 — will use reverse
lookup to resolve to DN'S name

e <env name> - this is the name of the JADE Environment or ODBC
Environment

e <instance name> - the name of the ODBC Instance which contains the
ODBC Environment specified in <env name>

e <priority>
o must be valid Tracker priority A, B, C or |

o Ifthe ‘update’ option is used and the assignee is specified then
this may change the defined priority for the Tracker call which
will affect escalation.

e <create|lupdate>:
o Use ‘create’ to always create a new Tracker call

o Use ‘update’ to update the most recent Tracker call for the server
where the Tracker call description matches the short text. Note
that the Tracker call status must be ‘open’. If the status is ‘closed’
then a new Tracker call will be created.
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<alert>

o Use ‘true’ to force an alert to be generated as well as open or
update of a Tracker call

o Use ‘false’ to suppress an alert and only open or update a Tracker
call

e  <short text>
o free format short text, maximum allowed is 120 bytes

o when ‘update’ option is used, this short text must match the
Tracker call description (case-insensitive) so as to locate an
existing open Tracker call

e <long text> - no limitation except what can be placed on the command
line
e <assignee>

o The assignee may define a valid user or security role or may be
the literal ‘default’. If the ‘default’ literal is used this will:

= use entity’s FMS Assignee if defined

= Ifentity’s FMS Assignee is not defined will default to the
ini file specified value for [JadeSystemsManager]
OperationsRoleld.

o Ifthe ‘update’ option is used and the assignee is specified then
this may change the defined assignee for the Tracker call.

Validation

When a SNMP Tracker trap is received, if any of the validation rules are violated,
no Tracker will be created, rather a level 7 alert will be generated for each
violation with short text ‘SNMP Tracker Interface Error’ and the long text will:

o Identify the nature of the error
e Provide details of each argument received

Example:

SNMP Tracker Interface 901 Error
CNWMFJ1D.cnw.co.nz 30 March 2017, 17:16:24

SNMP Tracker interface 901 expects minimum of 7 arguments

Number of trap variables = 6

- 1. server=no_such_server

- 2. env name=no_Jade_env

- 3. priority=C

- 4. create or update=Create

- 5. alert=false

- 6. shorttext=Too few arguments

Tracker plus Alert

If an alert is required as well as the creation or update of a Tracker call then the
<alert> option should be set to true. In this case an alert will be generated for each
trap that creates / updates a Tracker call where the alert will have short text
‘SNMP Tracker Interface Alert’ and will detail:

e Identify the entity:

© 2020-2022 Jade Software Corporation Limited May 2022 Page 76




JADECare Systems Manager

Installation & Administration Guide

o <server name>

o <JADE env name> on <server>

o <ODBC Env> in <ODBC Instance> on <ODBC Host>

o The Tracker call reference (created or updated)

e The ‘short text’ received in the trap

e The ‘long

Example:

text’ received in the trap

SNMP Tracker Interface 901 Error
CNWMFJ1D.cnw.co.nz 30 March 2017, 17:19:16
Error resolving IP Address '2002:8f60:83f9::8f60:83f9' to FQDN : The requested name is

valid, but no data of

the requested type was found.

Number of trap variables =7
- 1. server=2002:8f60:83f9::8f60:83f9
- 2. env name=tst1unicd

- 3. priority=C

- 4. create or update=Update

- 5. alert=false

- 6. shorttext=Create new Tracker - short text
- 7. longtext=IPv6 address

Traps & MIBs

In order for JSM to decode SNMP traps (e.g. from managed servers, network
devices or other hardware devices) and to raise JSM alerts, trap definitions need to
be set up, and MIB files (Management Information Base) must be loaded into JSM

using these forms.

==

s

Enterprize

Generic Trap Mumber

Short [ escription

Long Diescription

$E  Enterprize name
$e  Enterprize object

i~ Substitution 5equences

AT
MIB
1.361.41.2553 { Select | Maintain |
Specific Trap Number i -
2 [link. down)
Level - 1 [low] to 9 (high) !3 5:
MergeTraps [

Application Alert - $1 ;I
$2 =]

$5  Specific trap number fn Mame and walue of n'th vanable

identifier 3% Mame and value of all vaniables $+n

$&  Source device [agent] FODOM 38 Mumber of varables
3G Geheric trap humber Fn Walue of n'th wvariable

Hame and walue of n'th varisble

Joo | doee | oo |

B Load
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E \" i = T /::' G IE

Full Dbject |dentifier |
= internet(1]

— directa(1]
—iF mamt[2]

—# experimental(3]

—L-['i_‘ErivateH] SubId

= enterprises(1]
— prateon(1]
— ibm(2] Desciription _J._!
i cmub|B(3]

i cizzo[9]

—* hp(11]

|+ [16]

i (23]

i dec[36]

— Hubs2[43]

— synoptics(45]

1 cheyenne(d6]

— ibmB250(49]

—# [197]

T Compag[232)

1 snmp(311)

i apc[318]

I intel[343]

i dmtf(412)

I dell[574]

—+ adaptec(795)

i brc(1031]

i csil1039)

i symbioz(1123)

1 wertazsoftware(1302)
|+ biesil1588)

1 dpt(1597) LI
— Managex[2427]

1 cardinal(2553)

| & TREND(3055) =l

Name |

v | e | damow | e | Bl |

When initializing an empty JSM database, a default MIB tree can be loaded from
an extract taken from another system (e.g. JADE Software Corp's own JSM). The
following two JadeScripts in the Joss schema can be used to achieve this, via the
JADE development environment:

:mibTreeUnload  Extracts an existing MIB tree into a flat file

::mibTreeLoad Clears any existing MIB data from the database and
loads a MIB tree extract file.

The above JSM form can then be used to load additional MIB files supplied by
your hardware suppliers.

TCPI/IP Address Handling

IPv6 support was introduced with the release of JADE 7. JSM and JSA support
the increased IPv6 address size requirement and will display IPv6 information if
available.

Note that the JADECare Systems Manager & JADECare Systems Agent products
are not using IPv6 and will continue to use IPv4 however management of IPv6
enabled JADE environments is now possible.

For example in SystemView :
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=101 %]

JADE Process Id:
Proceszs Distrbution ;
Operating Syster PIC
Machine FODM :
Machine &lias
Froceszs Start Time

CardScherna, KCHodeCantral /7
wBd-mzaft-winGd AMSI

2036

criwzhcz 15 chwconz [143.96.134.15]
chwchcz2 15 criv.conz

16 February 2012, 15:27:12

Application Yersion:  3.6.01.001
Client Type: Fat Client
[P Addresz IVE]:  feBl:483e: 830812 e10R

Client Persistent Cache : 3.0 MB

Client Tranzient Cache © 2.0ME

Server Persistent Cache: 3.0 MB

Server Transient Cache © 2.0ME

Server Bemote Transient Cache: 3.0 MEB

El'l_jﬁ't Frirt
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Machine

Maintenance Summary

To view a summary of all machines click the ‘View’ menu item followed by

‘Machine Maintenance Summary’

Lo8 Machine Maintenance Summary [=[o|E
Host Mame | - i

: o i L Madime FOON | Al | IEAddeess fi= st Locarun;
o, cw 0.1z (o ta,c.co.ne omfta, s co.ne |36 129,167
@wmfj‘la.mw.co.nz Eqwmfjle.mw.co‘nz ___mwmfjle.mw.co.nz |143.96.131.249 [
q'lwrcg_la.cnw.co.nz éq'lwrcg_la.mw.m‘nz _:mwrcg__l_.a.mw.co.nz | _143.96.129.180 | L
enwreg 12, cnn.co.nz fewreg 1a.cr.co.nz lenvrimi2.cm.co.nz |143.86.128.180 |
_crlwrcg‘la.crl'.n'.cu.nz |cnwrim1a,cnw.co.nz cnwrjm 13, cnw. co.nz 143.96.129.147

Edtinfo | [ Btractesy | [ pint |

Selected 5 Machines. (elapsed time 13ms)

Show All Hosts | Checking this will automatically show all machines.

Host Name Selecting a host name will auto-uncheck the ‘Show All
Hosts’ checkbox and only show machines relevent to the
selected host name.

The bright yellow row denotes the current machine definition assigned to that
host. Double clicking a row will bring up the machine maintenance form so the
definition can be edited :

C Client Machine Maintenance =|[o]pe
Server Host Name | salligssg =g e iyry v]
Machine FQDN |mwrr:g1a.mw.co.nz v]

Alias ||:nwr|:g la.w.co.nz |

Ip Address [143.26.129. 180 |

Customer | - ]

Location | - i

© 2020-2022 Jade Software Corporation Limited May 2022 Page 80




JADECare Systems Manager Installation & Administration Guide

Changes made here will be reflected in the ‘“Machine Maintenance Summary’
form automatically.

Net Device Summary

To view a summary of all net devices click the ‘Setup/Traps and NIB’ menu item
then the sub ‘Network Devices’ menu item’.

& Net Device Summary ==
Display Name Device Address Source Address FODM Shares FQDN | SNMP Status
| 1143.96,129. 167 crwwmfjla:cow. co.nz |
143,95.129,180 143,96, 129, 180 | | narmal
lcnwreg 1a. cnw.co.nz 127.0.0.1 cnwreg 1a.onw.co.nz normal
locahost 127.0.0.1 cnwrogla.cnw.co.nz normal
Editinfo | | Extract CSV | | Print
Selected 4 Net Devices, {elapsed tme = 18ms)

If the net device contains a ‘Relay Address’ then it is a relayed net device
otherwise this is considered a direct net device.
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This table contains a popup menu item which allows the addition, editing, deletion
of a net device but also the display of any SNMP historical information.

L ETE P

Edit
Delete

SMMP History

‘Add’ will display ‘Network Device Maintenance’ with all fields initialised :

C Network Device Maintenance =[]
 Device
Connection
’V ® Direct () Relayed
TCP/IP Address | |
Device TCP/IP Address | |
Display Mame | |
FQDN | |
Shares FQDH ||
r SMMP Status
® Mormal () Test () Faulty () Ignored
| Inspect | | Clear Fields | | Confirm FQDN | | oK |
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D2 1%

Add

Delete E!

SMMP History

‘Edit’ or double clicking the selected entry will display ‘Network Device
Maintenance’ with the selected entry information :

C MNetwork Device Maintenance E@'
 Device
Connection
’V OF ' ) Relayed
TCP/IP Address |143.36.123.167 |
Device TCP/IP Address | |
Display Mame [143.96.129,167 |
FQDM |mwmfj‘la.mw.m.nz |
Shares FQDM ||
r SMMP Status
® Mormal () Test () Faulty (" Ignored
| Inspect | | Clear Fields | |C::rr1ﬁrm FQDM | | oK |

An already established network device cannot have the IP address information

altered.

Display Name A unique name that will be shown on forms to identify this
device.

Device TCP/IP Address The actual address of the device that generates SNMP
traps.

Relay TCP/IP Address The address of an intermediary device that forwards
SNMP traps.

FQDN Optional. Fully qualified domain name of either the device
IP address or relayed IP address. If relayed IP address is
defined then the FQDN should be the relayed IP address
domain name.

Shares FQDN Some FQDNs can have multiple IP addresses. If this
definition fulls into that category then tick this box.

SNMP Status Defines monitoring behaviour for SNMP traps generated
by this network device.
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Confirm FQDN

Performs a DNS reverse lookup on either the device IP
address or relay IP address specified. If successful the
FQDN is automatically filled in. Note that if both a device
IP address and relay IP address are specified then the relay
IP address is preferenced for the FQDN lookup.

183,00 1534, 1 4

Add
Edit

SMMP History

‘Delete’ on the selected entry will display a confirmation dialog :

Please Confirm ' =

I-el You're about to delete net device ‘onwchcs215.cnw. counz’, do you

' wish to continue?

Yes | Mo I

‘No’ will cancel the request. Upon clicking ‘Yes’ some validation checks are
performed to make sure the net device has no dependencies preventing it being
deleted. If such dependencies exist the user will be notified and additional options

will be presented.

EeL L Py P L R

Add
Edit
Delete

‘SNMP History’ displays historical changes made to the SNMP status for the

selected network device :
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* SNMP Status Change History I ] 4
Network Device - [crwches215.crmconz -]
Date/Time Changed By Status Comment
21 February 2012, 05:32:40 JCDRCG1 test my test comment
21 Februyary 2012, 05:32:59 JCORCGT faulty could be faulty
21 Februamy 2012, 05:33:10 JCDRCG1 ignored zhould be ignored
21 February 2012, 05:33:21 JCDRCGT niormal na, lets put it back to normal

This information contains the change timestamp, operator who made the change,
the status set during the change and any comment the operator made.
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Server Definition

Server objects are normally automatically created (discovered) by JSM when the
managed host’s JSA connects to JSM. These objects may also be manually
defined.

The fully qualified domain names of the server need to be appropriately defined in
DNS so that JSM and JSA can correctly resolve the server name from the IP
Address.

However some properties need to be set up manually, using the form shown
below.

Fully Qualified Domain Name

Each server is known in JSM and JSA by a fully qualified name that is expected
to be of the following format:

<computer name>.<domain name>

Where the first 3 characters of the computer name matches the Master Customer
Id (as defined in the ini file) then the fully qualified name is made up as follows:

<computer name>.<Master Customer Domain Name from ini file>

Where the first 3 characters of the computer name does NOT match the Master
Customer Id (as defined in the in I file) then the fully qualified name is made up as
follows:

<computer name>.<first 3 chars of computername>.<Master Customer
Domain Name from ini file>

Examples:
Master Customer Id : XYZ

Master Customer Domain Name : xyz.com.aa

Computer Name: xyzmarsl

The IP address would be expected to resolve this to xyzmars1.xyz.com.aa

Computer Name: abcmars]

The IP address would be expected to resolve this to abemarsl.abe.xyz.com.aa
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Creating or Updating Host

= Server Host Maintenance =(af x|
Host FQDN [ ] v] creats new Server Host
HostSetup | HardwareDetals | Custer | OSPaichStabus | ConnedtionMistory | Managed Enwromments | Swipts | Tesks | Discovery
[~ Host Parameter Manitoring Start Comclient
= Skart ComClien
Custamer 1d Manitared Services
Location [Head Office Chiw =] [CMWCommander Remte Desktop
IP Address [193.96.131,249 | Prochiotify
windows Time Global Parameters
FM5 fssignes [ ]
Dormain CRb {Domain) Log Heitenarce |
Time Zone Id. Mew Zealand Standard Tims add Reriove alert Histary
|NT J All Services
Operating system -
R (W ommander (Defaul) =]
Default Log Drive [ | Prochiotify (Defaul)
Securlty Repart E-Mall [ ] SHMP (Defaul) -
windows Time:
Registry Shared Section [ ] lcnwCommander -
Password Mester T Service Check Interval {seconds) [ 300
AR Deskiop Check Interval (secands)

WsUSs Level [MRD_PROD ]

Disk LUsage Check Interval {mindtes)
System Performancs Stats Sampls Tnkerval (seconds)

Interssted Parties Emalls  [avalidoo@emnail address;miager s@jadeworld. corm;miagd

Disabled I~ 05 is 64-bit capabls
System Performance Stats Retention Period (days)
Discover: ~ Alert Set Sampling Connection Speed
Enable Discavery [ Ignare Discovery Errors [ Alert Set | crfile jadapp alertset - On C Low
Last Update |NET Services : none Windews Performance Counker Sampling buffer sias (k8] [ 0| © Hiedum
Web Infa : 05/07/16 15:09 ¥ High
Inspect | Delete

Alert History Button

Clicking on this button will bring up the Alert History form prefilled with alert
history details generated in the last 24 hours for the machines associated with this
server.

Disabled Checkbox

Setting the disabled flag will cause the server host entry to be visible on the
System View form only if the System View form has specified ‘Show Disabled
Entities’.

If the server host has been marked as disabled, then if a JSA connection is
established with that server host, then the disabled flag is reset.

Management Connection Speed:

This item is currently used by the deployment distribution facility and is used to
determine the size of the blocks written to JSA.:

Slow 16,000 bytes
Medium 32,000 bytes
High 47,500 bytes

The default setting for a new host is High. The appropriate value is determined by
the implementor of the tool set. The type of connection being used, the number of
concurrent distributions (also affected by Max File Transfer Sessions in
Deployment sheet of System Global Options), the impact on the JSM host, the
usage of the target host and the distance need to be considered when changing this
value.

Disk Usage Check Interval:

The value entered here determines the interval at which JSA will sample the
percentage of used disk space for each physical drive on the specified ServerHost.
Collection of these statistics is used for the ‘Host Disk Usage’ report located under
the System Reporting criteria.
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Hardware Details

-

Host FQDN ‘cnwmﬁ 1a.cw.co.nz

Host Setup

Computer Maker* ‘De\l Inc. vj

Computer Model*
Computer Function
Usage

BIOS Name™

BIOS Version™
Serial Number=

Rack Location

[optiPlex 755

=]

-1

\Phoemx ROM BIOS PLUS Version 1,10 A1l

[pELL -15

[FmHavis

Server Host Maintenance =T
il l Create new Server Host I:l

Cluster OSPatchStatus | ConnectionHistory | Managed Environments. | Scipts | Tasks | Discovery

A ) —
Service Contract Ref I:l

CPUs : 4, Speed : 2400MHz, Memory : B062MB

|
|
Asset Number | |
|

Customer Host Ref |

(*) the values for these items are normally automatically discovered by the system

=l

(o Server Host Maintenance =T
Host FQDN ‘G‘IWEXmSLU‘IW.EUmz - l Create new Server Host [
HostSetup |  Hardware Details OSPatch Status | Connection History | Managed Environments Scipts | Tasks | Discovery
Cluster Host : CNWEXMC1
(Cluster Group Possible Hosts
example_groupl CWEXMS1,CW.C0.NZ
MWEXMS2, cNW.Co.NZ
cnwexms3, cnw.co.nz
lexample_group2 nWexms3, cnw.co.nz
MWexms4. cnw.co.nz
cnwexms5, cw.co.nz
lexample_group3 CNWeXms2, cnw, co.nz
MWEXMS3. cnw.Co.NZ
wexmsS, cw.co.nz
[ mmspect [ | pote [[ ok |

If a server host is part of a cluster the sheet Cluster will be enabled and populated
with cluser details such as the group names that this host belongs to and all the

possible hosts that the group can use.
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OS Patch Status
A history of Microsot patches is provided on the sheet OS Patch Status.

E== 7 =
EEZ\ /== =]7

Host FQDN Create new Server Host [

Host Setup | Hardware Details ] Cluster 05 Patch Status | Connection Hiztony \| Managed Ervironments | Scripts ] Tasks
r Current Status

Servert ame CHwWMEI1A, =

05 Server 2003, Standard Edition SP1

15 115 6.0 —

IE IE 7.00

MDAC  Mdac 2.8

MET Met Framework 1.1 5F1 2.0, 3.0

WORD  MAA

SOL A

The following Required hotfizes are marked az MOT installed:

1 MS05-039 :- [Plug and Play Remote Code Execute /£ Privilege Elevation kB833555] =
 Patch Historp

Time Hot Fix Detail Patch 1d Comment |«

08/10/07 22:18:48 M5_KB338135 Unknown M5 for KB938135 KE938135

081007 22153 M5_KB338135 Unknown M5 for KB938135 KB938135

04/09/07 121511 M5_KB335840 Unknown M5 for KBI35840 KB935840

04/09/07 12:15.00 M5_KB330178 Unknown M5 for KBS30178 KB930178

04/09/07 12:18:47 M5_KBS925902 Unknown M5 for KBI25302 KB925302

04/09/07 12:158:28 M5 _KEBII3566 Unknown M5 for KB933566 KB333566 IE?

04/09/07 12:16:14 M5_KB926122 Unknown M5 for KBI26122 KB92E122

04/09/07 12:16:02 MS_KBS29969 Unknown M5 for KB929989 KB929965

04/09/07 12:14:24 M5_KB932168 Unknown M5 for KB932168 KB932168

04/09/07 12:1413 M5_KB335839 Unknown M5 for KBI35833 KB935839

2EUNSMNT 190649 kS KRIIIIEN |k mcwaun bAS for KB93IIR0 KRYIIAN Z

Emmﬂ | Qs | Qo | Qx|
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Connection History

The history of the connectivity from JSM to JSA running on the host is shown

below.

& Server Host Maintenance

Le

=] create new server Host []

Host FQDN  [cnwmfj 1f.cow.co.nz

o eEs)

™ HardwareDetsils | Cluster | 05 Patch Status

Host Setup

Managed Environments ]

Sapts | Tasks Y

Discovery

s

IPeriod 353 days 19 hours 43 mins : 132 discomnections; connected 89%
Up
[
up
L
Up

| Down
|Up-

| Down
|Up-

| Down
Up
[
up
[
Up

| Down
|Up-

| Down
|Up-

| Down
Up
[
up
[
Up
[

06/01/21
|0so1/1

Server Tme

_Disconnect Periad

P o
e
5days 17:32:01

los:03:08

l00:00:17

1day 00:45:57
loo:01:19
lo0:00:24
100:00:45
l00:00: 14

00:21:30

Ready

Inspect Delete

The first row will display:

e The period covered by the history displayed
e The number of disconnections for the period
e The percentage of time connected

© 2020-2022 Jade Software Corporation Limited May 2022

Page 90




JADECare Systems Manager Installation & Administration Guide

Managed Environments

A complete list of the managed environments defined for this server host are listed
with some status information. This includes any managed environments that are

disabled.
FEEN
Host FODN |EE ey Create new Server Host [
Host Setup | Hardware Details ] Cluzster | 05 Patch Status ] Connection Histary Managed Enviranments | Scripts ] Tasks
tanaged Env Type |Db # Remote|Master FODM | Disabled |M anaged D atabase Fole JADE Version|CadS chema Yersion Application Yersion
criwkarma JADE |Database Non-S05 E312 3.7.04.000 3.7.04.000
[ system [ instance2 | ODBC|MSSOL i ODELC Enviranment
odbeEryT est [ instance? | {ODBC{MSSOL ODBL Environment
_spstem [ instanced | [ODBC|{MSSOL i ODBL Enviranment
testk1 JADE |Remote CHwMFJT4 Mon-5D5
testik2 JADE |Database Non-505 7.0.09 3r0zmz
testka JADE |Database i Mon-505 +.0.08 3.7.01.000 1111
testikd JADE |Database Mon-5D5 7.0.08 3.7.03.002
testk528 JADE |Database Mon-5D5 E.3.10 3.5.04.001 9.9.99
tst] ansi JADE Remaote CHwFITA Non-SD5
tst unicd JADE |Database Non-505 7.0.03 3r0zmz 9.9.99
tst2unicd JADE |Database Non-505 Z.0.09 3702mz2
tstikBO20 JADE |Database 505 Primary 7003 3702mz2 1.02.003
tstikBOZr JADE |Databasze SDS Secondary Relational 7.0.09 3.7.02002 1.02.003
tstik 70 JADE |Database Mon-5D5 7.0.03 3.7.04.000
tstshexam JADE |Remate CHWMFITA Non-5D5
RELY_COMTROLT. ) ODBCMSSEL ODBC Environment | 9.00.5057.00

Double-clicking on a managed environment row will cause the appropriate
maintenance form for the entity to be opened.

ODBC environments that are monitored by this server host but not managed by it
will be appended to the bottom of the table. If the ODBC environment is managed
then the server host FQDN for the managed server will be displayed.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 91




JADECare Systems Manager Installation & Administration Guide

Scripts

This sheet provides a list of all Task scripts being used by this server.

Double-clicking on a script entity will bring up the Script Maintenance form for
this script.

Host FADN [cnwmfile.crw.co.nz ~] Create new Server Host [

Tasks

Host Setup ] Hardware Details ] Cluster ] 05 Patch Status ] Connection Histary W Managed Environments E

Crurmnmy Script #1
Houzekesping
MSS0L
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Tasks

This sheet provides a list of all tasks associated with this server.

Double-clicking on a task will bring up the Task Maintenance form for this task.

B2 ¥ s
Host FADN |anmfi1 £.CHW.CONZ ﬂ Create new Server Host [|
Hozt Setup ] Hardware Details ] Cluster ] 05 Patch Status ] Connection History ] M anaged Environments ‘ Seripts [
Target Type Tazk Item
ODEC Environment ODEC housekeeping
Jade Ervironment Task for JADE env #2
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Discovery

This sheet provides a list of all discovered Websites, Application Pools, .NET
Services and Certificates associated with this server.

Double-clicking on an entry will bring up the appropriate form for the selection.

-

Host Setup
Websites

Host FQDN

Hardware Details

Server Host Maintenance

w | Create new Server Host I:l

Cluster 05 Patch Status
Application Pools

| Connection History
MET Services

BE] |

Managed Environments | Scipts | Tasks Discovery

Certificates

_v wexm_webC1*
@ cwexm_webNC2

Ly cnwpexm1_appPool
& crwpexm?2_appPool

et Example_Service 1%

—/. & *.jadeworld, com
Expires: 28 Nowember 2017, 12:53:59

{*) preferred host

(e | [ | |

oK
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JADE Environment Maintenance

This form is accessible to most users but will be disabled for non-operational staff.
It has 4 major sheets, some or all of which will be visible. Each of these major
sheets, see below, also have multiple sheets, each being for a specific area /
function

The major and minor sheets are listed below with an in-depth definition of each
being provided later in this section:

= Update Items
o Basic
o Alarms & Exceptions
o Application Monitoring
o Database Structures
o Statistics, Retention, Restrictions
= Activities
o Backups
o Compact
o Restore
o Relocate
= Cluster & SDS

=  Thinclient

Basic sheet

Lo Jade Environment Maintenance [=Im]Be
JADE Envitorment Narne [ Create New Jade Environment
Master Enviionment TSTSHEXAM [ Exclude 354 [ Excude Remotes
[ Exdude Secondaries [ Excude RPS
Update Items Activities | Tasks Discovery
Basic Alarms &Exceptions Application Monitoring Database Structures Statistics, Retention
~General [~ Additional Option: Summary Start ComClient
Environment Drive Letter [ D | Is Database Server JADE Version : 7. 1.05 (Unicode) I&‘
Master Server Host Non-managed Environment [_] Cardschema Version : 3.8.01.000 Beele Dok
Database Log Path [c:/tstshexam/logs New En e Application Version : Global Parameters
Database Log I :
stabase Log Days [ 0| Database Distribution : x64-msoft-wing4 et
IslogDays [ 0| Multi O/5 : false
JADE Version Info
UswebsiteMame [ ] SDS Type : Nan-5D5
Set Up Host Dirs
Developer Email Address [ ] SDS Primary Production Mode : false
FMsAssgnes [ ] SDS Seconda Deployment Regime : 2
TCPPort [0 ] SDS Secondary RPS Encryption Enabled : false
Disabled | Encryption Master Key ; Mot Verified
SDE Environment ID
Name (from Command Line) cwmfila
[ Database Volumes Allowed
d: (default)
A Environment Stats : 0
Transaction Stats : 0
Tracker Calls : 0
SLADetals : 0

Create New Jade Environment  Check this item to manually create a new Jade
environment entity.

Exclude JSA If this checkbox is ticked, then the JADE
Environment Name combobox will NOT show
any JADE Systems Agents (JSA).
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Environment Drive Letter

Master Server Host

Database Log Path

Database Log Days

IIS Log Days

IIS Web Site Name

E-Mail Address

FMS Assignee

TCP Port

Disabled (check box)

Database Volumes Allowed

Uncheck this box to be able to select and show
JSA managed environment details.

identifies the disk drive where the system’s
directories, binaries, database (if this is the
database server) and files are to reside.

the host where the database server (database host
environment) resides.

the root path for the database logs. This location
is also used for the jommsg logs and the CnLogs
that are provided by CardSchema.

identifies how long the log files are to be
retained for. The backup housekeeping process
will remove any logs older than the number of
days specified.

If log days is zero, no housekeeping of log files
will take place.

Not currently used by JSM, exported into Global
Parameter files.

Not currently used by JSM, exported into Global
Parameter files.

Not currently used by JSM, exported into Global
Parameter files.

Not currently used by JSM, exported into Global
Parameter files.

Not currently used by JSM, exported into Global
Parameter files.

Disables the host environment. This action
leaves all statistical data and other parameters for
the host environment intact, but removes it from
display as a valid environment for the sleected
host.. If the host environment is restarted then
this flag is automatically reset.

This table contains a list of the valid volumes on which database structures may
exist. If any database structures exist on any volume other than those defined then
an alert will be generated for each such structure whenever the database details are
reported to JSM. The reporting of database details to JSM occurs:

= Approx 15 secs after KCCMgr start up

= Each backup

= Each online compaction

* Daily — at the time that KCCMgr was started.

This sheet also provides the ability to create a new host environment entity
manually, database or remote using the check box ‘Create New Host Environment
Object’” which then causes the controls in the New Environment group box to be

enabled.

The Summary pane lists summary data about the existing host environment.
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Buttons for various key functions are provided as follows:

starts up a cnwcomclient connection to the
server where this host environment is resident

= Start Commander

starts up a Remote Desktop session to the server
where this host environment is resident.

= Remote Desktop

* Global Parameters pops-up the Global Parameter File Maintenance

form for this host environment

pops-up the Log Deletion form for this host
environment.

= Log Maintenance

» Set Up Host Dirs initiates the process to create host environment
directories, if not available, and to propagate the
version and initial dummy rar files to the

respective directories.

= JADE Version Info pops-up a form listing all the binaries and
libraries currently deployed for this host
environment (as at the time KCCMgr was

started).

=  SLA Detail pops-up the SLA Documentation form relevant

for this host environment’s service.

Alarms & Exceptions sheet

L o Jade Environment Maintenance EE.
JADE Environment Name |TSTSHEXAM on CNWMF1A (Non-5D5) hd I D Create New Jade Environment
Master Enviionment TSTSHEXAM [ Exclude 354 [ Excude Remotes
[ Exdude Secondaries [ Excude RPS
Update Items Activities Tasks Discovery
Basic Alarms &Exceptions Application Monitoring Database Structures Statistics, Retention
[ Alarms Application Exception Handling
Response Time Monitoring [ Schema Name Appication Name Tracker Call Priority Raise Alert
Ping |[Cardschema \AppServerMonitor 2 |
i Erbled [ [Cardschema \AppServerMonitor 3 [m]
biing (cardschema |appserverMonitord E
Ping Interval |cardSchema KCCMgr B
Ping Response Wait Time
Create Alert if Not Ready [v]
[~ Node Monitor
Check Interval (minutes) [ 5 ]
Threshold Percent
Max Local Processes
[ suppress e-mail on create of new Tracker call
[ Suppress e-mail on update of existing Tracker call Close exception cals after [n] Months [ 0]
Settings have changed, OK to save

Alarms

Enables / disables response time monitoring
module. This may only be set if the
transaction statistics gathering interval
(JOM / Tran stats Interval (secs)) is other
than zero

Response Time Monitoring

Ping
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Pinging Enabled (check box)

Ping Interval

Ping Response Wait Time

Create Alert if Not Ready

Node Monitor

If reset then initialises all the pinging values
for the host environment.

If set updates the pinging values from these
screen items.

Defines the period (in seconds) to wait
between checks that the host environment is
active and answering.

If set to zero, then the default value defined
in System Global Options is used. This
also changes the Ping Response Wait Time
to the default value.

The time elapsed in seconds that JSA is to
wait for a response from the application
before issuing an alert and/or audible alarm
(depending on settings of Audible Alarm if
Not Ready and Create Alert if Not Ready)

If set then should the host environment not
respond to a ping within the specified Ping
Response Wait Time then an alert is created
in JSM

The values below are inherited from the global options when a new host
environment is created and is only activated for the host environment when the
global option Node Monitor Active has been set and all values below are greater

than zero.

Check Interval (minutes)

Threshold Percent

Max Local Processes

Application Exception Handling

The time interval between checks (in
minutes)

The percentage threshold of max local
processes (as determined for the node)
above which to alert.

This is the default value to use if the fat-
client ini file setting doesn’t have
MaxLocalProcesses defined

Applications using CardSchema 3.0 or later will now create or update JADECare
Tracker faults if JADECare Tracker has been implemented and the System Global
Options ‘Report application exceptions to Tracker’ check box is set.

Unhandled exceptions in applications no longer generate an alert. Rather this
causes an exception advice to be sent to JSM.

A new call will be created if no open call already exists for this exception type for
this application. When a new call is created, the priority will be B, this initial

priority may be defined above.
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An alert may be generated for action by the Central Help Desk, if an alert is
specifically requested for this application. The default action is NOT to generate
an alert.

Application Monitoring Sheet

In order for an application to be monitored, it must have been executed at least
once and registered by activating Karma Control for it to be known to JSM,
otherwise it will not appear in the table above.

Application monitoring is only defined on the database server host environment
entity. The MinCopies setting applies to the total number of copies of a running
application regardless of whether it is running local to the database server (on the
same server host as the database node) or remotely.

Defining values on one or more of the known applications will cause the relevant
JSA system to start monitoring, the specified applications and ensure they have
the expected number of copies running and optionally, check that the applications
are responding,.

If the specified number of copies are not running then an alert will be generated
with level 9 with heading ‘Critical process <schema>,<application> of <env
name> on <server> has insufficient copies’ and will provide details of how many
copies are running.

Further, if the ‘Ping Required’ check box is set, each matching application
instance that is running will be ‘pinged’ and a response expected within the ‘Ping
Wait Time’ interval. If a response is not returned in the specified ‘Ping Wait
Time’ then a level 7 alert with heading ‘Critical process <schema>,<application>
of <env name> on <server> not responding’.

Notes:

If the application monitoring is turned off, any ‘Insufficient Copies’ and ‘Not
Responding’ alerts for the application concerned will be automatically cleared
with update ‘Application monitoring stopped’.

If the application monitoring is interval is changed, any ‘Insufficient Copies’ and
‘Not Responding’ alerts for the application concerned will be automatically
cleared with update ‘Application monitoring interval changed’.

If the JADE Environment for the applications being monitored terminates, any
‘Insufficient Copies’ and ‘Not Responding’ alerts for all of the applications of the
JADE Environment will be automatically cleared with update ‘Outstanding alert
cleared due to database termination’.

If the JSA managing the JADE Environments terminates, any ‘Insufficient
Copies’ and ‘Not Responding’ alerts for any of the JADE Environments will be
automatically cleared with update ‘Outstanding alert cleared due to JSA
termination’.

If an application terminates that is being monitored and has ‘Ping Required’ set,
any ‘Not Responding’ alerts will be automatically cleared with ‘Process
terminated’.
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Non-SDS Jade Environment
=l

JADE Erwironment Name: | 1-5D5) »| T create New Jade Environment
Master Environment TEST1 18 ¥ Exclude J5A I Exclude Remates
I Exdude Secondaries I Exdlude RPS
Update Ttems Activities. | Tasks. ] Thinclient | App Server Certificates
Basic | Alarms & Exceptions Application Nonitoring ] Database Structures | Miscellaneous
Schema Name App Name Version Min Copies Ping Wait Time

(Cardschema KCOnLineBackup 13.8.01.001 0 o
|CardSchema KCOnLineBackupworker 3.8.01.001 [} 0 0 r 0
(CardSchema KCOnLinePar titisnWorker 3.8.01.001 [m] 1] 0 r 0
|CardSchema KCVerifyJournal |3.8.01.001 (] a 0 r o
UserSchema UserApplication cd i &0 ~ 30 A

et | g

The above applies whether the host environment is clustered or not.
For monitoring to be active, ensure a tick is visible in the Monitored check box.

Specify ‘Min Copies’, the ‘Monitor Interval’ in seconds , if ‘Ping Required’ is to
be set and the ‘Ping Wait Time’.

Note:
e the minimum Ping Response Wait Time is 5 seconds.

e The monitor interval must be more than 3 seconds greater than the Ping
Wait Time.

Once your changes have been made, click on the OK button to effect this change
and any other informational items shown on this form.

SDS Jade Environment

For an SDS environment the application monitoring sheet looks like this
g

JADE Environment Name | ] =] T Create Hew Jade Environment
Master Environment TSTIKs020 % Exclude 154 I™ Exclude Remates
™ Exclude Secondaries [~ Exclude RPS
Update Items \ Activities il Cluster & 505 | Tasks | App Server Certificates Discovery
Basic | Alarms & Exceptions Application Maritoring | Dakabase Structures Il Statistics, Retention
505 Primary. D5 Secondary
Schema Name App Name Wersion | Monkored | Min Copies | Monkor Inkerval | PingRequired | PingWalk Tme | Monkored | Min Copies | Monitor Interval | PingRequired | Ping Walt Time
Cardschema  |AppServerMonitor ] 36.05.000 2 2 [ i 15 & [i] ] r 0
(Cardschema _|AppServerMonitar2 3.6.05.000 [ ] 0 o 0 o 0
Cardschema  KCDatobaseBackuphuli |3.5.04.005 | [ 0 o [ [ [
Cardschema  KCDummy 3.7.02.012 [ 0 0 [ o C 0 0 r 0
(Cardschema KCOnLineBackup 3.5.05.000 L] o i [ 0 i i
CardSchema  KCOrLineBackuptorker  3.8.05.000 I o 0 o [1 0 |} 0
Cardschema  KCOnLinePartitiontorker  |3.5.05.000 ol [ (] L] [ C [ Q | (]
Cardschema  KCVerFyJournal 3.8.05.000 [ [1] 0 | o r i i | ]
TestiK. ShortTrans =] 1] 0 | o [1 0 0
TestIKview Inquirer 2 1 60 2 15 0 [ r (]
Testvisw TestIkiw L.02.003 |mi o [1 | o 1 1 o
TestPT TestPT ] 1 1 u o [1 o 1

Inspect | pelete
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The form above shows both the SDS Primary and SDS Secondary values for the
CURRENT host environment on the one form. This allows you to define different
monitoring settings depending on the SDS role this host environment is currently
defined as. JSA will automatically switch to the appropriate monitoring settings as
the role changes.

The green signifies the current role held by the target environment.
The gray signifies monitoring is currently disabled.

When an application is running the application ‘App Name’ entry is highlighted
by bright yellow.

Should a data entry error occur the values that failed to validate are highlighted in
pale pink.

These colour codes and their meanings can be viewed by a popup menu item on
the table

Jade Environment Maintenance

b ] D Create Mew Jade Environment

Exclude 154 [ ] Exclude Remotes
[ | Exdude Secondaries [] Exdude RPS
Activities Tasks
Application Monitoring Database Struch
(I Version [ Munihq_red [ Min Copies
3.8.01.000 " T =
3.3.01.000 1 W l (=] Display Legend
3.8.01.000 | & eprint
o Application Monitoring Legend -
C_ulnu[ Meaning Desn:riptiu:_:nn
| Running . .Highlighted regardless of monitoring status.
| 5D5 Role _ Signifies the current role for the selected enviranmer
| Data Entry Error _ The highlighted section is incorrect,
Monitoring Disabled Muonitoring has been turned off for this application,

Clustered Jade Environment

For a clustered environment the ‘Application Monitoring’ sheet looks the same as
that of a non-SDS JADE environment or SDS JADE Environment (if SDS
enabled).

The application monitoring values declared for a cluster are defined for the
environment on the ‘database server’ only. This is a new feature introduced in
JSM 3.5.01 as previously each cluster node may have had to have separate
application monitoring defined.

In JSM 3.5.01 or later, one set of application monitoring definitions will ‘follow’
the cluster i.e.: if a cluster fail-over occurs the application monitoring will
automatically switch to the new server where the database is running.
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One of the important aspects of this change involves the ‘Min Copies’ value. This
value no longer determines the number of copies running on a specific server but
the number of copies running in total for the host environment.

If the number of applications running is less than that defined for ‘Min Copies’
and alert will be raised and, in the case of a clustered environment, the alert will
contain information about where the “missing” application was last running. For
example
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Database Structures sheet

When the host environment is running on CardSchema 3.5.01 or later then the
database structure details below will be shown.

Note that the UDR structures column is only visible when CardSchema 3.5.02 or
later has been deployed.

= Jade Environment Maintenance -lo
JADE Environment Name [TESTIKLO on CNWMFILA (Non-SDS) =] I Greate New Jade Environment
Master Envitonment TESTIKID ¥ Excluds 354 T Exclude Remates
™ Exclude Secondaries ™ Exclude RPS
Update Ttems | Activities | Tasks | Thinclient: | App Serwer Certificates 1 Discovery
Basic | Alarms & Exceptions 1 #pplication Maritoring batabase Stichires | Miscellaneous
Updated - 29/10/18 16:27:22 [ Total [ Gnline: [ Offline | Frozen F.c Encrypted N
IStructurs | 24 24| | ] 13|
size 33,3 MB| 33,3 MB| | || 31,8 M|
=
Structure Name Gfffine: Frozen Sice Encrypted UDR, Size DR Structures Current Location ckup Drive
|_maritor 392.0KE
| rootdeF 1920 KB o
sindexdefs 72.0KE
| sindexes 76.0KE
| userde 354.0 KB o
usergui 2,3 ME: o
|_userint 256.0 KB o
| usersem 17.7MB o
usersrf 9.1 ME: o

|Cardiap

1360 KB

pending

I _Joss

720 KB

l_LDAP

TZOKE

[k_LockTarget

1360 KB

I_Procs

136.0 KB

l_smrp

TZOKE

lominous

192.0 KB

pending

IT_Testjk

256.0 KB/

L4

Also from JADE 6.3.07 and CardSchema 3.5.02, the ability to distribute database
structures over multiple volumes is supported, as well as the ability to backup the
database over multiple volumes.

The specification of the volumes to which a backup is to be directed if other than
the standard or pre-deploy volume is specified on this form and is by database
structure. Note that any volume specified will be suffixed with the <backup
directory>\<env>\server\c_system directory name.

The location and physical relocation of a database structure can be achieved using
JADE logic or use of jdbadmin.exe and should be organized with your JADECare
Operations representative. Any new volume used should also be added to the

Database Volumes Allowed table provided in the Basic sheet so as to avoid alerts
advising of structures using invalid volumes.

The columns regarding encryption will only be visible when the Jade Environment
has upgraded to CardSchema 3.9.03 or later.
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Miscellaneous sheet

& Jade Environment Maintenance = =
JADE Environment Mame [TESTIK10 on CNWMFI1F (Non-SDS) +] [ create New Jade Environment.
Master Environment TESTIK10 Exclude 154 [ Exclude Remotes
[[] Exclude Secondaries [ Exclude RPS.
Update Ttems. b Activities el Tasks ot App Server Certificates Bl Discovery
Basic il Alarms & Exception: B Application Monitoring 3 Database Structures N Tl ETaRestE
[StetisticsLogging———] [ Purchased /Rented Licence: [ JADECare rocesses |
JOM { Tran Stats Interval (secs) Purchased Processes [ 30 ] Billng Licences Defined [ 0]
Process Stats Interval (secs) Date of Purchase 10/05/18
Disk Usage Check Interval mins) Max Processes 3 Masx Processes 8
Disk Usage Check Excuded Drives [ | Max Process Tmestamp 31/03f21 11:35 Max Process Tmestamp 31/03/21 11:35
Process sampling statistics Rented Processes None Billing Licences Exceeded

Gathe sampling statistics

MapFie growth statisties []

[~ Data Retention Setting [-Process Licences Remaining [ JADECare rocesses Used
Month Remaining Timestamp Month Remaiing Tmestamp
Stalskc et o) Apr 2020 E 15/04/20 18:01:30 Apr 2020
May 2020 35 1281 May 2020
Host Environment Patch retention (days) fis = S
3ul 2020 ES) : 0 2020
Aug 2020 E :00:54 Aug 2020
Reorg free space factor Sep 2020 94 01/09/20 18:00:09 Sep 2020
Oct 2020 93 05/10/20 18:00:56 Oct 2020
Nov 2020 93 [01/11/20 18:00:31 Nov 2020
Dec 2020 B 01f12/20 18:01:04 Dec 2020
Jan 2021 Jan 2021
Feb 2021 o3 25/02/21 18:01:05 Feb 2021
Var 2021 52 31/03/21 11:35:55 Mar 2021 8 31/03/21 11:35:12

Tnspect Delete

Statistics Logging

JOM / Tran Stats Interval (secs) Defines the transaction sampling frequency
in seconds. If zero, then no transaction
sampling is done.

Process Stats Interval (secs) Define the process sampling frequency in
seconds

Disk Usage Check Interval Define the frequency of disk usage checks.

(min) Note that this starts a separate application

KarmaDiskUsageChecker per host
environment where the interval is not zero.

Process Sampling Statistics Indicates whether or not process sampling
statistics are to be collected for this
environment

Cache Sampling Statistics Indicates whether or not node sampling

statistics are required. This requires that the
ini file setting has not specified Defeat Node
Sampling

Mapfile Growth Statistics Indicates whether or not the mapfile sizes
for the host environment are to be captured.

Data Retention Settings

Statistics Retention (days) Defines the number of days that statistics
will be retained for this host environment
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Host Environment History Defines the number of days that history
retention (days) details will be retained for this host
environment

Reorg Free Space Factor

This field is only displayed for JSM installations having the tracker module. If
drive available space is less than reorg free space factor multiplied by the database
size, then a tracker will be created.

The factor value specified is between zero and 99.9. The default value of 2.3 is set
for all JADE environments (excluding JSM and JSAs) during the migration to
JSM 3.8.10. For new environments, the value needs to be explicitly set in the Jade
Environment Maintenance form.

If a value of zero is specified (or the JSM installation does not contain the tracker
module), then the check will not be performed.

The check is performed only once per fortnight and is triggered when JSA receives
database file information (database file sizes and locations) from the managed
environment. I.e. when the environment is started and when the environment is
backed up.

For environments that span multiple drives (i.e. have map files with explicit file
paths), the check is performed for each drive.

Purchased / Rented Licence

This allows a customer to arrange with JADECare 24 for the purchase of extra
licences that may or may not be used. However, if any extra licences are used
within the last month then this will be invoiced at a premium rate for the whole of

the month.

Purchased Licences Defines the number of licences that the
customer is paying for

Date of Purchase The date that the licences (plus extra) were
purchased. Provides a record for the CSM
as to when this occurred.

Max Processes The maximum number of processes that
were used in the month.

Max Process Timestamp The date/time when the maximum number
of processes occurred.

Rented Processes The number of extra licence processes that

the user is not paying for and is to be
invoiced for the month concerned.

JADECare Management Processes

This area identifies the number of JADECare managed service processes that have
been used to date. These are the applications defined in CardSchema that are a
requirement for any Jade Environment that is managed by the JADECare Managed
Service. This includes applications such as:
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KCCMGr — the communications interface to JSA

KCLockChecks — executes when extended lock checks are defined in the
ini file

KCSDSChecks — required when performing SDS checking for journal lag
and connection status.

KCStatsCollector — when transaction statistics are being collected
KCVerifyJournal — used to verify the journal integrity whenever a journal
is released

KCOnLineBackup — the master process when perform an online of
‘offline” backup

KCOnLineBackupWorker — from 1 to <n> workers which perform the
database backup

KCOnLinePartitionWorker — from 1 to <n> workers which perform the
backup of database partitions if partitions are used

The derivation of this is obtained as each application registers / de-registers in

JSM.

Billing Licences Defined Defines the number of ‘special’ licences
included in the licencing system to allow
for JADECare Managed Service. These are
addition process licences provided that the
customer does not pay for.

Max Processes The maximum number of JADECare
processes that were used to-date this month.

Max Process Timestamp The date/time when this maximum number
of JADECare processes occurred.

Billing Licences Exceeded The number of JADECare processes that

exceed the ‘Billing Licences Defined’.

Only displayed if the ‘Billing Licences
Defined’ is other than zero.

Process Licences Remaining

The table shows the current 12 month window of the minimum process
licences.remaining and the date/time of when that minmum value was captured.

Gaps could occur in the display for the following reasons:

The information is populated from the transaction statistics retained for
the environment athe time of JSM 4.0.03 migration from 4.0.02. As the
transaction statisics retained may not cover the full 12 month window,
there may be gaps.

Transaction statistics gathering may be turned off for the environment for
a period of time.

Transaction statistics gathering may never have been turned on and so no
data is captured.

The environment may have been newly created ad so transaction statistics
will only start from the date that transaction statistics first start being
gathered.
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JADECare Management Processes Used

The table shows the current 12 month window of the JADECare management
applications maximum processes used and the date/time of when that maximum

value was captured.

The derivation of this is obtained as each application registers / de-registers in

JSM.

Backups Sheet

C

Jade Environment Maintenance

JADE Enviranment Mame: [TSTSHEXAM on CHWMFI1A (Non-S05)

+| [ create New Jade Environment

Master Enviranment TSTSHEXAM

[ Exclude 354 [_] Excude Remotes

[ Exdude Secondaries [ Excude RPS

Update Items

Achivities | Tasks

Badkups

Summary of resident scripts as at last received KCCMgr SessionOpenAdvice

Compact Restore

[=IBlEE

Discovery

Relocate

[No scripts exist for this environment.

Tnspect

Delete oK

Settings have changed, OK to save

Buttons which enable access to the backup schedule, adhoc backup initiation and
script setup are presented on this sheet.

For details regarding the buttons ‘Backup Schedule’ and ‘Backup Adhoc’ refer to
Database Backup user document. This document provides a complete description
of the backup facilities offered starting with the JADECare Systems Manager 2.7

release
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(g4 Jade Environment Maintenance EE‘-
JADE Envitonment Mame: [TSTSHEXAM an CNWMP 14 (Nen-5D5) ~] [ create New Jade Environment
Master Environment TSTSHEXAM [V Excclude 154 [ Excude Remotes
[] Exdude Secondaries [] Exclude RPS
Update Items Activities Tasks Discovery
Backups Compact Restore Relocate
WARNING : dates and times shown are local to respective host
Avaiable Selected Date Time
Mapfile Size Partitons Status 05/06/15 15:42
Get Details
Schedule
Add All
Stop After Current File
Abort Compaction Now!
Show Schedule
Tnspect Delete oK
Settings have changed, OK to save

This sheet is used to start an online compaction on selected structures and must be
done at the mapfile level. For a mapfile to be compacted, all partitions associated
with the mapfile must be online. As can be seen in the above example, there are
two mapfiles above which have at least one partition each that is offline, and
therefore these two mapfiles cannot be compacted until all subordinate structures
are online.

The online compaction requires that the ini file settings for [JadeReorg]
ReorgWorkDirectory and ReorgBackupDirectory be set to <default>. This
ensures that the compaction is done on the same volume on which the database
structure resides and avoids any downtime, and exceptions, incurred by a copy
to/from alternate volumes.

Note that where a mapfile has one or more partitions then if ini file setting
[JadeReorg] ReorgWorkerThreads is greater than 1, then these files can be
compacted concurrently.
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Reorg Info Sheet

The following sheet is intended to provide information as to whether there is
enough free space on the database volume(s) to perform a successful deployment
where a reorganization will be performed.

o
JADE Environment Name [TST1UNICD on CHWMFIIE (Non-SDS) v] [T create New Jade Environment
Master Envionment TSTIUMICD I¥ Exclude J58 I™ Exchude Remotes
™ Exclude Secondaries ™ Exclude RPS
Update Ttems Activities | Tasks 1 App Server Certificates | Discavery
Backups 1 Compact Reorg Infa | Restore | Relocate
Select one of mors structures Reorg Information
Mapfile Size]  Partitions Status |+ GetReorg. Disk. size information last updated ] 28(11/18 15:07 (local)

_userscm 28.8 MB Yolume D

_userxtf 10.3MB IDbFileTest 136.0KE

_userqui 2.3 ME [DbFileTest_par 704.0 KB
[DbFileTest_par 335.3KB

|_monitor 552.0 KB [DbFileTest_par 395.3KB
IT_Trash 448.0KB

_userdey 3B4.0KB Reorganization space required 2.0ME

_userint 320.0KB Total Disk Space 531.5GE

testjk 256.0 KB Free Disk Space (77%) 409.3 GE

T_Testjk 200.0KB Difference 409.3 GE

LockDb 192.0 KB

Cardiap 136.0KE

K_LockTarget 136.0KE

K_Procs 136.0KE

T_Transaction 136.0KE

T_Trash2 136.0KE

T_Trashd 136.0KE

_rootdef 136.0KE

demonstrates_a_schema_and_ddb_name_that_exc 136.0KE

DbFileladeBytes 72.0KB

E_Extra 72.0KB

K _Joss 72.0KB

k_LDaP 72.0KB

k_SmTP 72.0KB

T_Trash3 72.0KB

TestPartiion 72.0KB

|_sindescdefs 72.0KB

sindexes 72.0KB z

Inspect Delete oK

This sheet loads a table with known mapfiles (same data as shown in compact
sheet but sourced solely from data in JSM).

One or more of these mapfiles can be selected and when the 'Get Reorg Details'
button is clicked this will:

e work out the disk space used by volume for the mapfiles (and associated
partitions, UDR files etc)

e if server system statistics includes disk info and these exist in JSM then
this info will be used.

e The above information is displayed by volume listing:
o the date/time the disk information being used was last updated
o volume name
o database structures defined for the volume
o the disk space used for the structures on this volume
o the total disk space for the volume
o the free space for the volume

o the difference between structure space used and free space
identified

The items above are repeated if more than one volume is used for
the database.

If there is no disk info gathered or retained in JSM for the server the total disk,
free space and difference rows will not be shown and a warning dialog will be

© 2020-2022 Jade Software Corporation Limited May 2022 Page 109




JADECare Systems Manager Installation & Administration Guide

issued. The ‘Disk size information last updated’ date/time cell will display
‘Unavailable’ and have a highlighted background.

If the disk info data is more than a day old then a warning is issued and the
date/time is shown in a highlighted background.
Restore Sheet

The following sheet is shown if the target environment is managed by a JSA
4.0.01 or later.

_inix]
JADE Envitonment Name [ABCRPS on CNWCHCS203 RPS) =] I Create New Jade Environment
Master Environment ABCTEST ¥ Exdude 154 I™ Exclude Remotes
I™ Exclude secondaries. ™ Excude RPS
Update Ttems Activities | Cluster &5DS | Tasks App Server Certificates
Backups 1 smpact 1 ReorgInfo Restore ] Relocate
Confirm target environment name  [abarps |
Backup Source Directory [ABCSEC Standard Backup (e:/anwhackup/abesec) ~| | GetDetaist I
Backup & Environment Details '\ Wolume Details | Restore Control
Backup Details: Target Environment Details:
Version 7 lastlournal 34
JADE environment Name  abcsec Binaries  Restore NOT required (JADE versions match)
Server FQDN  cwichcs203.cnw.co.nz MiscFles  Restore NOT required (drectory exists)
Master Environment Name  abetest Tnifile  Inifle exists
SDSEnvironmentld  abetest
JADE Version  18.0.01
CardSchema Version  3.9.03
DatobaseRole  SDS Secondary
Database Subrole  Native
Canberestored toRPSnode  true
BackupType  Oniine
Lastlournal 404
Backup Volumes Used 1
Database Volumes Used 1
Warnings & Errors:
Warning Badkup is from different JADE enviranment : abcsec on crwiches203.aw, co.nz
Inspect

Settings saved

The above display is that after the Get Details button has been clicked and the
requested information has been obtained from the backup specified and returned
to JSM.

In this case, the form refresh was preceded by one of the pop-up dialogs, see
below, that there were 2 database structures that were offline.

= ]gli‘\ Advizory ?

1 Warning | There were 2 strictures marked as
: QFFLIME in this backup and cannot be restored,

111

Reskoring From this backup image means that some skructures will
be marked as offline and these cannok be reorganized or accessed.

The above pop-up dialog is a warning as the host environment has been marked as
Offline Structures Allowed on the Managed Environment Backup form.
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1 ] Conflict : There are 2 structures marked as
: OFFLIMNE in this backup and cannok be restared,

&5 offline database structures are not allowed For this host ensironment,
restoring using kthis backup instance will not be allowed,

o

The above pop-up dialog is an error as the host environment has not been marked
as Offline Structures Allowed on the Managed Environment Backup form.

ol
JADE Enviranment Name [ABCRPS on CNWCHCS203 (RPS) ~] T create New Jade Enviranment
Master Envitonment ABCTEST [¥ Exdude 154 I™ Exdude Remotes
[" Exdude Secondaries ™ Exdude RPS
Update Ttems Activities ‘ Cluster &SDS | Tasks ) App Server Certificates
Backups 1 Compact | Reorg Info Restare | Relocate
Confirm target environment name  [sbarps
| Backup Source Directory [ABCSEC Standard Backup (e:jawbackup/abcsec) ~] Get Details
1 Backup & Environment Details Yolime Betalk | Restore Contral
Badwp 'fenwbackup/ Database Volumes.
Current Volume [ Available | Mew Volume Current Yolume | Available ] New Volume
= - default [ | & - default | |

The Volume Details sheet allows for the macro management of volume changes
for both backup and database volumes should these be necessary.

Where the backup and/or database tables above show more than the single default
volume, the corresponding cell under heading New Volume contains a combo list
of valid alternative volumes.

Should the volume derived from the backup instance not be a valid volume on the
server, then the corresponding cell under heading Available will show ‘No’.

Once changes have been effected either by this sheet or by individual structures
using the By Structure button and form Restore Structure Info, then this detail
can be discarded by using the Reset to Default button.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 111




JADECare Systems Manager Installation & Administration Guide

Current MHew Current Mew
Structure Mame Exclude Backup | Backup |Databasze | Database

Volume | Wolume | Yolume | Yolume

_contral

_drpload

_manitor

_rootdef

_stats

_uzerdey

_uzergui

_uzerint

_LIEErEcm

_uzersrf
Cardrap
DEbFile) adeBytes
DEFileTest
DbFileTest_part0000000007 [offline) i
DbFileT est_part0000000002 t
CbFileT est_partQ000000003
DbFileT est_part0000000004
CbFileT est_part0000000005
DbFileT est_part0000000008
DEFilaTest2

CbFileT est2 part0000000001 [offline] v
DbFileT est?_part0000000002
DbFileTestspart0000000003
DbFileT est2_part0000000004
DbFileT este_part0000000005
k_dosz

K_LDAP

F._LockTarget

K_Procs

K_SMTP

ominous

testik

The above form is displayed by clicking the By Structure button.
It displays :
= every database structure, mapfile or partition
= whether it is offline or not
= the current backup volume, if different from the default backup location

* acombo box listing valid alternative volumes to the backup volume, if
required

= the current database volume, if different from the default database
location

= acombo box listing valid alternative volumes to the database volume, if
required

When the host environment is configured with JADE 6.3.09 and Offline
Structures Allowed has been set:
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- then it will be possible for the restore to exclude one or more partitions
from the restore. Any partitions that are excluded will be marked as
offline. Note that if this exclude option is used, then there is a possibility
that recovery phase using journals may fail if it attempts to access a
partition that has been excluded and is marked offline.

- [cnwrefreshparamters <env> <server>] entries from the backed up ini
file are returned and, if specified, are used to exclude all but the required
most recent partitions and/or for the volume (and directory
<vol>:\<env>\server\c_system) to be specified for all parts of the named
mapfile and sub-files (index and partitions)

[#]1ade Environment Maintenance

= B3

JADE Erwironment Mare: [TEST1E on CMWIER1B (Primary)

¥] T create New Jade Environment

Master Environment TEST1_LB

IV Exclude 154 I™ Exclude Remotes

I Exchude Secondaries I Exclude RPS

Update Items Activities B

Cluster & 505 i Tasks Sl Thincliert S App Server Certificates

Backups Compact

Reorg Info Restore B Relocate

Confirm target environment name  ftest1b

Backup Source Directory. [TESTLE Standard Backup (d:jenwibackupoffiiejtestib) -

Get Detalls

Backup & Environment Details

Y Yolume Details Bl

Restare Control

~Restare Optiare

Retain Existing Files { Directaries

Restore hinaries & system files [ Clear Fils Paths [

Restats MISC directary [ Clear 505 Role [

Number of workers [ | Define Licence Key [

Fresh Restart [

@ Recover " Restors Mo Recovery

Recover Recovery Options
| ’V I™ Recover using existing journals

Fepotes s ket paroal Ty | mme|:|‘

Start Time | Status

| End Time [ Elapsed | Gize [MB)

2040820 16:32 | Completed 0K

I 20/08/20 1534 | 00:02:03 | 2681

[0/05/20 15:32:44  Restore requested by John Rae (crwjer]) on CHWIERTA

20/05(20 15:34:11  15:3410 (J5A) Restored databass files - 1.2 GB
20f05{20 15:3416  15:34:17 (J5A) Restored ron-databass files - 1.4 GB
20f05(20 15:3448  15:3447 (15A) Restore completed successfully

Inspect

The Restore Control sheet of the Restore function provides for key attributes
regarding the restore as well as the initiation, termination and viewing the progress
of the restore.

Restore Options:

Restore binaries & system files

Restore MISC directory

Number of workers

© 2020-2022 Jade Software Corporation Limited

This check box affects whether or not the
binaries and system files (*.bin) are restored
from the backup.

This check box affects whether or not the
files in the server\c misc directory are
restored from the backup.

NOTE: As from release 3.8.08, if a
directory <env root>\server\c_misc\apps
exists, then this will ALWAYS be restored
regardless of the setting of option ‘Restore
MISC directory’.

This value specified how many restore
workers are to be running when restoring
database structures. This value is prefilled in
with the value defined for the number of
workers for an offline backup.
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Clear File Paths

Clear SDS Role

Define Licence Key

Fresh Restart

Restore No Recovery

Recover To:

Recover using existing journals

Last Journal

Date, Time

© 2020-2022 Jade Software Corporation Limited

Where database structures for the backed up
environment exist over multiple directories
and volumes, this can be reset so that all
database volumes reside in the same
directory as the control file (_control.dat).

When restoring from a SDS host
environment, the SDS database role can be
cleared by selecting this option.

This will cause a dialog to pop-up once the
Start Restore button is clicked allowing
for the entry and validation of licence key
details.

This setting only applies when a subsequent
restore is being performed after a prior
restore that failed in the non-database file
copy phase and the database was
subsequently opened (thus inadvertently
starting a new history independent of the
backup journals).

Setting Fresh Restart causes the restore to
always start at the beginning (db file copy
phase) so that roll forward recovery can be
performed with the intended journals.

If Fresh Restart is not set AND the previous
restore had failed in the non-database copy
phase then the restore will resume at the
non-database file copy phase.

When this option is selected, the Recovery
Options group box is not enabled and the
operator assumes responsibility for restoring
journals into place and performing recovery
as required.

When this check box is checked the restore
will expect and use the required journals in
the host environment
JournalRootDirectory otherwise the
expected journals will be retrieved from the
backup instance..

The number of the last journal to be
recovered to. At least one option of Last
Journal or Date/Time is required for non-
SDS or SDS Primary.

Date in format dd/mm/yy and time in format
hh:mm:ss being the date/time up to which
the database is to be restored.
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It is expected that the journals required for
this type of recovery are available in the
location specified by Restore using existing
journals.

Notes Regarding Usage of ‘Restore No Recovery’

1) When ‘Restore No Recovery’ is specified, the Recovery Options Group Box
is not enabled and the restore is performed with no recovery. If the backup
used is an online backup then recovery must be manually performed (i.e.
using jdbutilb recover command).

Particular care should be taken when restoring an SDS primary using this
method (since the journal current at the time of backup completion is required
and you may want to recover to a point in time that enables existing
secondaries to catch up).

When restoring an offline backup to a SDS Primary, a manual recovery step is
still required since the backup journal is required for a SDS Primary and the
backup is achieved as an online quiesced backup and the journal advances
during the backup.

When restoring with no recovery to a standalone environment from an offline
backup, the backup journal is only required if you wish to perform a roll
forward recovery. Putting the backup journal in place means that recovery is
necessary (again, because a quiesced backup is being restored).

2) The usual post recovery restore steps of performing an abort reorg and
unversion are skipped when restoring an online backup with no recovery
(since this opens the database and results in automatic backup recovery).

3) The operator manually performing the recovery is responsible for Restoring
journals and clearing the database role, if required.

= E t \ Jade Environment Maintenance //_ ['= [ =4
JADE Envit t Mame :|[CHWPIWC on CHWIWETS [MonSDS) L‘ E] Create New Jade Environment
Master Environment : CNWPRWE ] Exclude J5a
Updatg Items Aclivities Cluster & 505
~ Clh i ~5DS Status
Status Dizabled
‘itual Machine Mame  CMwPIWCNET Current database ks Dizabled
Piefened Server Host  CHWwWUWCTS Primary infarmation not curmently available

Cluster Hozt . chwjwee]
Cluster Group.  chwpjwogroup
Hosts in Cluster Group CHNWIWE1S
CNWw.IWETT

W e | O e

Ready |

(<]
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This sheet is visible only for those host environments that are defined as SDS
Primary, SDS Secondary Native or SDS Secondary Relational. The information

displayed on the sheet is updated periodically (based on the specified ping

interval) when pinging is enabled on the Alarms and Exceptions Sheet and when
the environment changes to active or inactive

When a host environment (database or remote) is defined as part of a cluster
resource, the pertinent cluster details and associations are shown here.

Thinclient Sheet

= @1\‘- Jade Environment Maintenance
JADE Envi t Name :[TESTJK10 on CHWMFJ14 [Non-5DS) =] [T Create New Jads Envitonment
Master Environment - TESTJEIO Exclude JSA
Update Items | Activities Thinclient

Directary Mame “Wersion L azt b odified Comment “
armedi-meott-rince50/bin adcnet.dll £.:3.11.002 15/01/13 12.06:08
armydi-msoft-winceb0/bin addinst. exe £.3.11.002 15/0113 12.06:02
arrneedi-meoft-winceS0/bin ade. ene £.3.11.002 16/01413 12:06:04
armydi-mzoft-winceS0/bin adeconfig cpl 15/0141312:06:10
armydi-mzoft-winceS0/bin adeconfig.dil £.3.11.002 15/011312.06:10
army4i-meaft-winceb07bin adethinclient.cab 15/0113 18:28:32
ammydi-mzaft-winceS04bin jadmegs.eng 15/01413 11.00:02
armdi-mzoft-winceS0/bin adprnt.dil £.3.11.002 15/01/413 12:06:18
amdi-msoft-winceb0/bin omosz. di £.3.11.002 15/01/13 12.06:28
armdi-msoft-winceS0/bin omaec.dl £.:3.11.002 1501413 12.06:32
arrneedi-msoftwinceS0/bin ornutil.dl £.3.11.002 16/1A1312.06:38
armydi-mzaft-winceS0/bin ibeay3z2. di 2B/11412 232218 o
armydi-mzoft-winceb0/bin ssleaydZ dll 26112 232216
armedi-msaft-winceS07bin xdeltad.ere 26112 232216
arrieedi-msoft-winceS0/bin libce.di 26/11412 232216
i6BE-mzoft-win324/hin client.pem 26/11412 23.24:36
1BBE-msoft-win32/bin fieeimage.dil 3.13.0.0 26112 2320:32
168E-maoft-win32/bin adcnet.dll £.:3.11.002 15/01A13 06:08:16
1BBE-msoft-win32 bin addinst.exe 6.3.11.002 15/MA30607:18
IBBE-meoft-win32/bin ade exe £.3.11.002 15/01.13 0&:07:20
1BBE-mzoft-win32/bin adeactivexthin.dil £.3.11.002 15/0113 05:08:22
168E-maoft-win32/bin adedit.dll £.3.11.002 1570113 06:08:30
IBBE-msoft-win32/bin adedothetdesigneroader. di £.3.11.002 1501413 06:08:34
1BBE-meoft-win32/bin adedatnetthin.dil £.3.11.002 15/0113 06:08:34
iBBE-maoft-win32/bin adepg exe £.3.11.002 15/01/13 05:07:30
168E-manft-win32/bin adewpf.di £.:3.11.002 15701413 06:08:50
IBBE-maoft-wind2/bin admsgs.eng 15/01/13 05:06:28
IBBE-manft-win32/bin adodbc_c.dil £.3.11.002 15/01/13 08:08:58 &
ERE a3 b, gt Il £a4i00 1501 A3 05 0904

Ready

This sheet is only visible when the master environment has been defined with

deployment regime 3.

It is available for both database and remote host environments and lists the
thinclient file details as compared to the master environment definition. The
‘Comment’ column will be highlighted in Pink when an anomaly exists with the
thinclient files declared for the master environment, the comment will identify

what that anomaly is.

The button ‘Check ThinClient Files’ can be used to refresh the above details from
the specific host environment being viewed but may take a little time to collect

from JSA.
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Task Sheet
E =+
H=E2
JADE Envi t Mame :|TST1UNICD on CNWHFIE [Nan-SD5) ﬂ I:] Create New Jade Ervironment
Master Environment : TSTIUNICD Exclude J54

Update ltems ] Activities Tasks

Task for JADE e #2

G Defete | @ ok |

Ready

This sheet lists all of the task defined for this JADE Environment.

Double-clicking on a row containing a task will bring up the Task Maintenance
form for that task.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 117




JADECare Systems Manager Installation & Administration Guide

Setting up for SDS Environments

JADECare Start 3.1 in conjunction with JSM 3.1 allows you to configure host
environments with names that are different from the master environment name.
For example:

Master environment id TEST3161

Primary host environment name TEST3161A
Secondary host environment name TEST3161B
RPS host environment name TEST3161R

Only one SDS primary for a given master environment can reside on a particular
host, however by using unique names as show in the example above, it is possible
to run any combination of primary and one or more secondaries on a single host.
Association of primaries with secondaries and their master environment is
achieved using the following two new ini file options in the managed host
environment's initialization file:

[AppEnvironment]
MasterEnvironmentId=TEST3161
SDSEnvironmentId=TEST31

SDSEnvironmentld is an arbitrary identifier used to uniquely group and identify
all databases that belong to a given SDS primary. Only one primary can use a
particular SDS environment id. The maximum length of this identifier is 30 bytes.

MasterEnvironmentld is the name of the master environment to which all the
managed environments belong. This is a string of max length 9 bytes, and is
defined on the Master Environment Maintenance screen in JSM. If the
MasterEnvironmentld is not specified, it will default to the managed environment
name.

Jade environment names are derived as in earlier releases of JSM, from the top
level directory name of the environment concerned. This will be:

(Windows) <driveLetter>:/<environment name>
(Linux) /opt/<environment name>

For more information about setting up your SDS environment, see subject Setting
Up for Auto-Updating Deployments, later in this document.

JADE Environment Definition

JadeEnvironment objects are normally automatically created (discovered) by JSM
when the managed JADE Environment connects to JSA which JSA will forward
to JSM. JADE Environments may also be manually defined.

SSL Certificates

Where an Application Server (jadapp) is executing for a JADE Environment and it
executes one or more applications that invokes CardSchema method
‘app.cnActivateKarmaControl’, then any ini file SLL certificate details for the
Application Server will be sent to JSM creating/updating an SSL Certificate
object.

These SSL certificates can be viewed via:
e Jade Environment Maintenance form’s sheet App Server Certifcates

e Certificate Summary form
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These SSL Certificates are subject to the certificate expiry check (certificate
expiry threshold period defined in the System Global Options) in the same way as
the IIS Certificates are.

Global Parameter File

The global parameters consist of multiple separate files that are to be found under
the directory c:\Cardinal\etc wherever JSM or JSA, is executing.

Note that as at release 3.8.04 that the global parameter information below will be
found in two files for each:

e Suffix .txt — JADECare key format
e Suffix json — Details are provided in JSON format
These files are titled:

glbhost
contains information global to server hosts.

glbenv
contains information specific to JADE managed environments

glbnet
contains information specific to .Net Services

glbodbc
contains information specific to ODBC monitored environments

glbvar
contains information that is globally required and not related to hosts or
environments

glbweb
contains information specific to website applications

The creation of the information provided in the global parameter files is obtained
indirectly from the data maintained internally by JSM on each:

- .Net Service

- Server Host

- Managed Environment

- Master Environment

- ODBC Managed and/or Monitored Database
- Website Application

or explicitly by the entry of user data within the global parameter definition
screens.

The above files are accessed by various scripts and tools developed by JADECare
Systems Group and JADECare 24 Operations. The global parameter files are
derived from data held in JSM and are distributed to every server where JSA is
executing.

The details that form the global parameters are defined via the following screens:
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_ Master Key Maintenance for Global Environment File i -

- File Type Source Indi
abortAndRestarelnProcess il
assemblyCompleted
GloEny GlbHost Glbiet 2ssemblyRunning
S ElEn &l e
S - | N oS
sutoInstall =l
Key IE::;E:: 2:; Source or Default Valuz Description
lenv 4 JadeEnvironment.name: Environment Id
lserwer ¥ ServerHost, FQDN Server Fully Qualified Domain Name
(CardSchema_version I JadeEnviror CardSchema Version
(ClusterNetworkHosts il JadeEnvironment.myCluster Group. alServerHosts Modes in duster (used by crwcommander).
Clusterietworkhame icd JadeEnvironment.virtualMachineName Cluster Network Name (used by crwcommander)
lenv_backup_path M JadeEnvironment.standardBackupDirectory Standard Backup Directory
lenv_backup_specs. v adeEnvironment allBadapspecs. Backup Specifications
env_characterset cd Environment.characterSet Environment Character Set A=ANSI, Li=Unicode
lenv_dient_distributions 2 Environment.myDistributionsClient Environment Client Distributions
env_database_distribution v Envirorment. myDistributiorDatabase nams Environment Database Distribution
lenv_databaserole icd adeEnvirar TThe database role
lenv_dev_email i~ JadeEnviranment. emailAddress Reporting E-Mail Address.
lenv_disabled i \JadeEnvironment.disabled Disabled
lenv_drive 2 JadeEnvironment.drivel etter Host Environment Drive Letter
env_iislog_days [cd DadeEnviranment.isLogDays 115 Log Retention {Days)
lenv_log_days icd JadeEnvironment.logDays Log Retention (Days)
lenv_log_path v JadeEnvironment.logPath LLog Path
lenv_loghackup_path v \adeEnvironment logBackupPath Loa Backup Path
lenv_master _server ca JadeEnviranment myMasterServerHost, fQDN Master Server {Database Host)
lenv_tep_port ir adeEnvironment. tepPort: ITCP Port
fme_sssigne= icd JadeEnvironment. fmsAssignes Fault Management System Assignes
Jade_flag [ Boolean \d JADE System Flag
Jade_version v adeEnvironment, softwareVersion JADE Software Version
JawsSnmpAlert o String ltrue true/false for jaws to raise an alert on app faiures
JawsSampAler tPriority | String JAWS alert, values A. B. C, I or blank
Web_Alias ~ JadeEnvironment. 1IS Web Site Mame
xyz v \JadeEnviranment backupWorkersOffine warks offine

Settings saved

Once the master definition of what is to be contained in the global parameters has

been set up (defaults are provided by JADECare Systems Group), the actual
information that will be derived can be viewed :

for each Jade environment via the Jade Environment screen button Global

Parameters:

= Glb Param File for JADE environment TESTIK1 on CHWHMFI1A I = I =]
File Type
’V GlbEny GlbHost | Ghodbe | abiet | Glbweh | ‘
Key Value Description
(CardSchema_version 3.5.04.005 CardSchema Version
(ClusterNe tworkHests. Nodes in duster (used by
I ClusterNe tworkhame. Cluster Network Name (used by
lenv ftestt Envronment 1d
lenv_backup_path t:\cmbackupitestik1 Directory.
lenv_backup_specs. [019000-V-#119000-V-#219000-V-#319000-V-#419000-V-#519000-V-#6 19000V~ Backup
lenv_characterset A Environment Character Set A=ANSI, U=Unicode
lenv_dient_distributions @rmy4-msoft-wince 50 i686-msoft-win32 [Environment Client Distributions
lenv_database_distribution i686-msoft-nin32 Environment Database Distribution
lenv_databaserole o role
lenv_dev_email Reporting E-Mail Address.
lenv_disabled n Disabled
lenv_drive 2] Letter
lenv._iislog_days 111 1S Log Retention (Days)
lenv_log_days 3 Log Retention (Days)
lenv_log_path :\esti 1ogs Log Path
lenv_logbackup_path Log Backup Path
lenv_master_server Master Server (Database Host)
lenv_tep_port o fTcP Port
[fms _assignee jsmsupport. Fault Assignee
frect_key ‘Unit test -
lade_flag JADE System Flag
de_version .3.12 JADE Software Version

iawsSrmpAlert true ‘true/false for jaws to reise an alert on app falures

iswsSrmpAler tPriority }m alert, values A. 8. C, Lor blank
server i Server Fuly Qualfied Domain Name
Web_Alias 15 Web Site Name
vz 2 |works offine

Settings saved

for each host via the Hosts screen button Global Parameters:
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- Glb Param File for host cnwmfjla.cnw.co.nz o [=1E5)
File Type
( e || ctbost Gbodbe | | abweb | |
Value Description

ICIRC 5 ICIRC Distribution Level
IDefault_Log_Drive ¥ Default Log Drive
defrag stuff iz
IDomain CNW Server Domain Name
Host_6abit_Capable dentifies f 64-bit capable
Hostname: cnwmfj1a.cnw. co.nz Server Host Fully Qualified Domain Name
05_type NT Operating System Type
Password_Master N Password Master Host
Reg_SharedSection Registry Shared Section
Securtty Report Emai [E-Mall Adcress for Security Reports
(WSUS_level Level5. [WSUS Level

Settings saved ]
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for each .Net Service via the menu item Global Parameter Maintenance on the
.Net Service Tree View form:

» Glb Param File for JNet Service jwcpower_DataReaderService on CHWIWC1S o

=10l

[ File Type
st | ewmost | | abodke | Gbhet | |
Key Value Description
e Jevel 2
[ClusterNetworkHosts Nodes in duster {used by
Jdirect_key. dummy. unit test - direct value
fndirect_key Unit test - indirect value
Jserver e L Server Fully Qualfied Domain Name
Jservice jwepower_D: Net Service name
lservice_dev_email E-tail Address.
Jservice_fins_assignee Fait Management System Assgnee
Jservice_log_days 111 Log Retention (Days)
Jservice_log_path r:Niwcpower_instance\jwcponerjogs LogPath
lservice_path r:\wepower yn exe Net Service Path
=
(L
Settings saved |

for each ODBC Database via either the ODBC Maintenance form using menu
option Global Parameters for this ODBC Database or System View form by
right clicking on an ODBC Database entry and selecting menu option ODBC

Environment Global Parameters:

=loix
| FileType
GlhEny GlbHost Glbodbc GlbMet Glbiveh ‘
Key Value Description
ldatabase TSTIKEO2R RPS ODEC Environment Name
ldatabase_type MSSQL Database Type eg MSSQL, mySQL
ldirect_key dummy Dummy item for unit test
lenv_backup_path _Ips. ‘Standard Backup Directory
lenv_badkup_specs 017000-V-# 117000-V-217000-V-2317000-V-#417000-V-2517000-V- =6 17000-V- Backup
lenv_dev_emai Developer EMail Address
lenv_drive: d ‘ODBC Environment Drive Letter
lenv_log_days 10 ODBC Environment Log Retention (days)
lenv_log_drive d ODBC Logs Drive Letter
lenv_log path d: MSSQLITSTIKEOZR RPS\ogs ODBC Environment Log Path
[fms_assignee jsmsupport Fault Management System Assignee
instance K ODEC Instance Name
Imonitaring_servers CNWMEIE Monitored by Servers
Inet_address. Network Address
Ihet_part ] Network Part
lodbcserver enwiehes2.cow.co.nz ‘ODBC Instance Server

Settings saved
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for each website application via the menu item ‘Global Parameter Maintenance’
on either the Website Tree View or AppPool Tree View forms:

- Glb Param File for Web Site Application web application /jwctest/webservices of jwepower on CHWIWCS _ofx]
File Type
’V GlbEny | GlbHost | Glhodbe | Glhiet | Glboweb ‘
Key Value Description
lapppocl jwcponer_arcenergy_mamt \Web App Pool name
l2pppocl_dey_emal JAppPool E-Mail Address
2pppodl_fins_sssigree AppPool Fault Management System Assignee
lapppocl_log_da: 222 AppPoal L (days)
(ClustarNztworkHosts Nedes in duster (used by
direct_key dummy. Uit test - direct value
|server fenwjwels. cw.co.nz Server Fully Qualified Domain Name
\jnctes vices \Website Application name.
_physical_path \incpovert Website Application physical path
website jwepower Viebsite name
Iwebsite_dev_emai Viebsite E-ail Address
website_fms_assignee [Website Fault Management System Assignee
website_fog_days 565 Wiebsite L (doys)
Iwebsite_log_path R:\arcHpower jogs \Website Log Path
website_physical_path R: \jwepower\misclidocs Website physical path
Settings saved |

for the global information via the Master Global Parameter File and clicking on
the GlbVar button.

- Master Key Maintenance for Global Var File -

[~ File Type Source Indirection
apphiame il
auditl ogRetentionDays
GloEnv | GlbtHost | Glblet | autoDeployProdOverride
= backupFailureAlertThreshold
Source chiect & cor thicateExpiry\indaw
Glbodhe | | Glbvar Glbieb | certficateRetentionDays
5 checkAlerts
chedkThindientDownloadId ;I
Key deeet Eae Source or Default Value Description
Source Type
Backup_Schedule_ RunTime I Root.scheduleBackupsRunTime Runtime for backup scheduler
[Pummy entry r iString idummy Dummy item to get Distribution to work:

e

‘ Settings saved

GIbEnv.txt and GIbODBC.txt details
env_backup_specs

The backup specifications are defined as a string with each backup specification
being delimited by the # character.
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Format for each backup specification is :

dhhmmtcvz
where:
= d the day of the week with 0 = Sun and 6 = Sat
=  hhmm the time of day
=t offline (X) or online (O)
= c compression (C ) or not (-)
=y this will always be true
=z compression requested (Z) or not (-)
Example:

02300X-V-#123000-V-#223000-V-#32300X-V-#423000-V-#523000-V-
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Services Definition

The following form can be used to define or delete Windows services that can be
monitored.

4 Service Maintenance E =

Service Mame: | | |

Sort Case Sensitive [

Basic ] Monitored By

Description |Process Matifications

Default v

ok Delete |

If the ‘Default’ check box is checked and it wasn’t previously then a dialog , as
follows, is issued to verify that all servers are to be updated.

Advisory

You are updating a service "Windows Time' that will update ALL servers,

Please respond Yes if vau wish ko cankinue,

Yes

If the ‘Defaaut’ check box is checked, then this service is added to the default list
of services to be monitored and will cause update to all existing server hosts and
will update each JSA to automatically monitor this new service.

Any new server hosts added to JSM will automatically have these services
monitored by default.

When the ‘Delete’ button is clicked, then a confirmation dialog, as follows, is
issued and will indicate the scope of the change (the number of servers affected):
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Deletion Confirmation

You have requested the deletion of Service 'Prochakify’

This will cause ALL servers to be updated.

Click es to confirm delete

Yes | Mo I

When an existing Service is displayed then the servers that have this service in the
list of monitored services will be displayed. Double-clicking on the server row

will displayed the ServerHost Maintenance form.

5 Service Maintenance

Service Name |Pr0cN0tif'f

Sort Case Sensitive [

IS[=] E3

Monitored By

criwches2,.cnw,co.nz

crivches3.cnv.co.nz

criwchics203, cnw, counz

cnwches222, cnw. co.nz

cnwdjmia, ciw,co.nz

criwjwcl a, crw, co.nz

criwjwcl s.cnw,co.nz

criwjwc 1k, crw, co.nz

crivwjwcl i, v, co,nz

cricl v, crw . co,nz

criwmfjla.cov,co.nz

crvwmnfild.crw,co.nz

crimfjle.crv.co.nz

Delete

Alert Definitions

(

Server Host FRDM Icnwmfﬂ &.CHW.CO.NZ j

Alert Set |2

Alert checking

() On ) o

(J Cycle

o |

: 5{'3]5“0535-_&’5 ]

wmfjla.cnw. conz is curently active
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Alert Set
= E t \ Alert Set Maintenance ;
Alert set IBasic Set Ll
Cormment |Basic set of counters for alert maritoring
Drefinitions Uszed By
Auvailable Inciuded
Jade task processor [Excessive processor for jade tagk)] cache - bazic [File cache excessive swap rate]

logical disk. - basic [1/0 queueing iz occurring)
logical disk space [Low disk space)

memary - bazic [Memory thrashing)

logical disk zpace c: [Low disk space c drive] processor - basic [Frocessor excessively busy]

processor - interrupts [Excessive processor intermapt rate]
process checks [process checks]

Add e

Remove <5< .

— = = |
@ ok Q Drelete

An alert set is built from one or more performance counter threshold items (see
Definition on an Alert Set below). This set can be named and be assigned to
specific hosts. Only one alert set can be assigned to a given host at any time.

An alert set can be assigned and the activation of the alert checking set on or off as
desired.

If alert checking is already turned on for a host, then changes to the alert set can be
forced out to the by using the Cycle option, this avoids having to select Off and
click OK then selecting On and clicking OK.

Any changes to the alert set or its status is communicated immediately to the
appropriate JSA when OK is clicked.

The Used By sheet provides information as to which servers have this
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Definition of an Alert Set

An alert set can be named and the performance items required selected. Existing
alert sets can be modified or deleted (except for the Basic Set shown).

The left selection box shows those items available for selection (those already
selected are shown in light grey, those not yet selected are shown in black).

= @1 N\ Alert Set Maintenance ¥4 mﬁg
Alert set |Basic Set -
Comment |Basic set of counters for alert maritoring
Drefinitions ! Uszed By
Auvailable Included
Jade task processor [Excessive processor for jade tagk)] cache - bazic [File cache excessive swap rate]

logical disk. - bazic (140 queusing iz occurring)
logical digk space [Low disk space]

memary - bazic [Memory thrashing)

logical disk space c: [Low disk zpace c drive] processor - basic [Processor excessively busy]

processor - interrupts [Excessive processor interupt rate]
Add xer

Remove (¢

process checks [process checks]

- |
@ ok, @ Drelete |

Usage of an Alert Set

The form Alert Set Maintenance form sheet Used By, shows the server hosts
where the alert set has been defined and if it is active.

= @1 N\ Alert Set Maintenance ¥4 . |'=E'ﬂ" ﬁ =
Alert set |Basic Set -
Cormment |Basic set of counters for alert maritoring
Definitions Lized By
FODM Active
crwmfild.crw, co.nz L]
crwmfjle.cnw.co.nz 74

@ ok I @ Dialets |
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Definition of Performance Items

= E 1 ‘ “Alert Definition Maintenance
Definition [d rmemary - bagic - ‘
Description [Memony trasting
Difirition 1 Used By
[Piiity £l FRequired IBD ‘Sampling |1U Repetition IEU
[{1 lowe - 9 kigh) tduration frequency frequency
[[seconds) [[seconds] [seconds]
Conditions
Obiject Ihztance Counter Test | Threshold Comment
1 4 [k emary] 822 [Pages Inputdzec) S 10 This measures amount of memory paging
2 4 [k emary] 24 [Awailable Bytes) <= 1000000 Thiz measures amount of free physical memon|
3
= g
go | gEE

One or more of the performance counters / items provided by windows can be
defined and thresholds set with the Performance entity being named. These
performance entities can then be added to one or more alert sets as required for
performance checking on managed server hosts.

Definition Id the unique name of this performance entity.
Description a description for this performance entity
Priority minimum 1, maximum 9.

Required duration time in seconds

Sampling frequency time in seconds

Repetition frequency time in seconds

Conditions

Rows can be added or deleted by right-clicking in the table. Multiple performance
counters and tests can be grouped together in this manner to create a performance

item.

Object click on this cell and a listbox of possible
performance objects is available for selection

Instance Leave empty for all instances or identify the
specific instance if this is valid

Counter click on this cell to be given a selection of
counters applicable to the performance object
selected in cell 1 of this row

Test possible operators that can be used are provided
in a list box (> greater than, >= greater or equal,
< less than, <= less than or equal)

Threshold the value the performance counter is to be tested
for.

Comment free format comment if required (optional)
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Ignore Logical Disk Volumes from Performance Alert Checks

With the 4.1.01 release, it is possible to have disk volumes ignored by the
performance checks. This is achieved by including the literal (case-insensitive)
¢ JSMlIgnore’ in the volume label.

For example, having a volume labelled ‘Page Disk jsmlgnore’ will no longer
alert if this volume has less than 6% available when there is an alert definition
defined which generates alerts when available disk on a value is less than 6%

Application Backups Setup

Refer to separate user document ‘Database Backup”.
System Configuration Management Setup

Product Master Repository

In order to deploy new JADE and CardSchema releases and hot fixes as part of the
automatic deployment features provided in the JADECare Systems Manager
(JSM), the Product Master Repository must be defined and maintained by the JSM
administrator. The activities involved are described in this section.

Defining the Product Repository Location

The Product Master Repository is defined in the JSM initialization file
[JadeSystemsManager| ProductRepositoryDirectory and may be viewed via
the Deployment sheet of the System Global Options form in JSM, accessed via
menu item Options | System Global Options.

Lo System Global Options. = =]

Backup | DataRetention | 1 {| Deployment | Environment | HostMonitoring | Misc | Reporting | Scheduling

Repository Options
Max 15M file transfer sessions IIl

Q}:ploment repository  d:'joss38031I5M_Internal_Repository
Product repository  \\cnwrog 1a\J5M_Local_Release_Repository

Central repository  V\enwreg1a'J5M_Central_Deployment_Repasitory

Auto-maintain Central repository |:|

rProduct Registration Zip Staging Area Paths
CD media and zipped files  d:\joss3803J5M_Zipped_Files

JADECare files directory  d:\joss38031)5M_Additional _JADECare_Files
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Directory Structure

The directory structure of the product master repository is as shown below. This
structure will be automatically defined by the BUILD process otherwise must be

manually defined.

As new JADE, CardSchema and JADE Master Terminal releases become

available, these releases and any hot fixes must be loaded into the appropriate
directories prior to registering the release entity via the Product Details form.

<Product Repository Top Directory>
CardSchemaReleases

3.7.04
i686-msoft-win32
Base
a bin
a system
HotFixes
a bin
a system
3.7.05
i686-msoft-win32
Base
a bin
a_system
HotFixes
a bin
a system
JadeReleases
7.0.10
i686-msoft-win32
Base
a bin
a system
a sys p
a_deploy
a dep p
a_debug
a thinbin
HotFixes
005
a _bin
a thinbin
006
a _bin

a thinbin
x64-msoft-winé64
Base
a bin
a lib
a system
a sys p
a_deploy
a dep p
a_debug
a thinbin
a_thinlib
HotFixes
005
a bin
a lib
a thinbin
a_thinlib
006
a _bin
a lib
a_thinbin
a thinlib
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JMT
8.4.02
i686-msoft-win32
Base
a _bin
a misc
a_thinbin
u _bin
u misc
u_thinbin
HotFixes
005
a bin
a misc
a thinbin
u_bin
u misc
u_thinbin
006
a _bin
a misc
a_thinbin
u _bin
u misc
u thinbin
x64-msoft-win64
Base
a _bin
a misc
a_schemafiles
a thinbin
u_bin
u misc
u_schemafiles
u_thinbin
HotFixes
005
a _bin
a misc
a schemafiles
a_thinbin
u _bin
u misc
u_schemafiles
u_thinbin
006
a _bin
a misc
a_schemafiles
a thinbin
u_bin
u misc
u_schemafiles
u thinbin

etc
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Product Registration

JSM provides the facility to automatically build the product repository. There are
two ways to instigate this setup:

e JSM can build the repository automatically
e The repository can be built manually

JSM automatic building of the product repository

-

s System Global Options. = =]k

Backup | DataRetention | Deployment | Environment | HostMonitoring | Misc | Reporting | Scheduling

Repository Options
Max J5M file transfer sessions lIl

J5M deployment repository  d:'joss3803115M_Internal_Repository
Product repository  V\enwrog1a'J5M_Local_Release_Repository
Central repository  V\enwrog1aWJ5M_Central_Deployment_Repository

Auto-maintzin Central repositary |:|

rProduct Registration Zip Staging Area Paths

[T D media and zipped files d:\joss3803\15M_Zipped_Files

» JADECare files directory  d:%joss3803\15M_Additional_JADECare_Files

CD media and Zipped Files

The directory must be defined in the JSM initialization file
[JadeSystemsManager| ProductRegistrationDirectory and must be local to the
JSM host, once this directory is defined and the ‘OK’ button is clicked the
following directory structures are created under the defined path.

CardSchemaReleases
_SchemaFiles
i686-msoft-win32
x64-msoft-win64

HotFixes
CardSchema
Jade
JMT

JadeReleases
armv4di-msoft-winceb50
armv4i-msoft-wm60
i686-msoft-win32
x64-msoft-winé64

JMTReleases
armv4di-msoft-winceb50
armv4i-msoft-wm60
i686-msoft-win32
x64-msoft-winé64
JMT Documentation
JMT HTDocs
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The distribution names are examples of the distribution naming conventions held
within the JSM database. The distribution names i.e.: 1686-msoft-win32 should
contain the entire product release.

Some examples:
e CardSchemaReleases

For a CardSchema release the .scm & .ddb file are placed under the
_SchemaFiles folder as these files are common to all distributions. The
underscore exists in the directory name so it always resides at the top for
the distributions.

CardSchema binaries are denoted with <name>.ansi or <name>.unicode,
both .ansi and .unicode versions of the binaries can reside together in this
folder and JSM will take care of the placement when building the physical
respository. If the filename contains no .ansi or .unicode extension then
the file is copied into both the a_bin and u_bin folders of the physical
repository.

e HotFixes

The folder now requires sub-directories, one for each product that can
have hot fixes or consolidated releases.

e (CardSchema
The registration process expects an archive file of the following
format and content:

o c_<hotfix / consolidated release number> SCH.rar
the schema and ddb file are expected to be at the root
level of the archive file and are the only files that will be
copied

o c¢_<hotfix / consolidated release number> BIN.rar
the files are expected to be within <distribution>
directories and, if the file is generic, these will be at the
distribution root, otherwise ANSI files are expected to be
in a_bin and Unicode in u_bin

e JADE
Hotfixes can be downloaded from PARSYS for one or more
distributions with the distribution expected to be part of the name,
format of name as follows:

o JADE <release> <distribution>-<characterset> <hotfix
version>.zip

(Example : JADE 7.1.5 1686-MICROSOFT-WIN32-
ANSI 7.1.05.003.zip is hotfix 3 for JADE 7.1.05 for
Windows 32-bit ANSI environments)

The registration process will search for and extract all hot-fixes
within the JADE hotfix staging area.

e JMT

o JadeReleases
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For JADE 7 releases the media format is provided either on DVD or via a
network share. The directory format is as follows and the registry process
is cognizant of the specific structure of JADE 7 releases. See the section
on ‘Compact JADE Notes’ for details of the directory expectations.

JADE 7.x
Ansi32
Ansi64
Compact
Unicode32
Unicode64

Compact Jade Notes

Compact Jade releases require some additional steps when placing them in the
JadeReleases staging area.

Jade 7 releases

The automatic repository building is slightly different.
JADE 7.x

Ansi32
Ansio4
Compact
Unicode32
Unicode64

These folders should be copied into the following zipped files location
distribution folders

. armvEdi-msoft-winces0

armvai-msoft-wmel
armyv4-msoft-wince42
L AnSi3] - —
F J Unicode3? <"
i686redhat-rhel3
i686-redhat-rhels
| i686-suse-slesd
i586-suse-sles 10
- oA mEoTWinGd
H L, Ansitd -em—
M}l Unicodets -
| %86_64redhat-rhels
#36_A4-suse-sles10

The compact JADE release setup requirements remain the same as
previous JADE releases.
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=y Compact
[+ c_thin
[+ I5SetupPrerequisites
= L mobile
. thinbin
E jadethindient.cab
. thinbin
% jadethindient.cab

© 2020-2022 Jade Software Corporation Limited

the contents of each distribution folder located in
the ‘Compactimobile’ directory on the OVD
media should be copied to the applicable
distribution folder in the zipped staging area.

For the example shown here:

the contents of ‘armvdi-msoft-wcebD’ should be
copied to the "armydi-msoft-wince50 folder
located under the zipped staging area.

the contents of ‘armvdi-msoft-wmB0" should be
copied to the "armvdi-msoft-wmE0’ folder located
under the zipped staging area.
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JADE 7.0.05 and later release media for ‘Compact’ JADE now have a
‘download’ folder instead of ‘thinbin’ shown above. The procedure remains
unchanged. Copy both the ‘download’ folder and ‘jadethinclient.cab’ file into
the appropiate distribution directory located in the zipped staging area.

JADE 7.x introduces a new distribution requirement, the new distribution is
called:

i686-msoft-win32 vs2005

The files required for this distribution are expected under the
1686 msoft win32\Ansi32 and
1686 msoft win32\Unicode32 distribution folders.

Providing you have copied down the Ansi32 or Unicode32 folders from
the release media there is nothing more to do.

JadeReleases
armv4i-msoft-wince 50
army4i-meoft-wmad

J armyvd-msoft-wince42

Ansiz2
a_hin
a_lib
CPCI
frameworks
i636-msoft-win32_vs2005-ansi _
| i686-msoft-win32-ansi
include
| ISSetupPrerequisites
readme
repwrir
wadl
E datal.cab
E dataZ.cab
| Unicode32
CPCI
) frameworks
i686-msoft-win32_vs2005-nicode -
i686-mzoft-win32-unicode
include
I55etupPrerequisites
readme
| repwrir
u_hin
j w_lib
wsdl
E datal.cab

You will not finda 1686 msoft win32 vs2005 auto-created
directory in the zipped staging area root directory as it is not required for
the vs2005 distribution.
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Additional JADE Care Files
Only applicable to the JADE product releases.

Like the CD Media and Zipped Files structure the Additional JADE Care Files
directory contains distribution names:

i686-msoft-win32
x64-msoft-winé64

These are files for a given ProductRelease such as:

cnwplugin.dll

cnwplugin.ddb

jade preupgrade.bat

jade preupgrade files.txt
jade upgrade.bat
JadeDevSecurity.dll.ansi
JadeDevSecurity.dll.unicode

If you’ve asked JSM to build a physical repository for ProductRelease 6.2.14 then
any files located under

<distribution name>/6.2.14 will also be added into the physical repository. If the
file contains a .ansi or .unicode extension it will be located into the appropriate
a_bin or u_bin folder. If the file extension is a .scm, .ddb, .cls or .mth then these
files will be copied into the dep_p and _sys_p folders.
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Initiating a build of the product repository

Clicking the ‘Setup / Products & Product Releases’ menu item presents the

ProductViewForm.
EIE 3 7 G
Product Rel / HotFix 5electi Di Selection D Element Inf tion
—FCARDSCHEMA Distributions jomrpe. il 118 September 2007, 13.06:52 «
—3.3.00 i Distrubutions 18 September 2007, 13:06:52
2203 iB56-msoft-win32 Uricode jomsec. di 118 September 2007, 13:06:52
Bl iornstve i 18 September 2007, 130652
_3:1 :1 0 jornzupp.dil |08 Dctober 2007, 22:25:48
L2100 jornsys.dil |08 Oetober 2007, 22:25:48
ErJADE m jornutl il 18 September 2007, 130652
[F-6.2.15 imiFeader. dl 118 September 2007, 13:06:52)
rpeodbe.di 18 September 2007, 13:06:52
034 - superseded jverinfo.exe :1 8 September 200? 1 3_:02:22
o TR libe 232 di 18 September 2007, 11:42.04
040 mod_jadehttp. s 118 September 2007, 12:56:20
041 openss.exe 118 September 2007, 11:42:04.
—E1.11 Rosel ADELink.di |18 September 2007, 13:06:52
—E.1.08 SEIVEL.pEm 118 September 2007, 11:45:42
ZE;S;SS ssleay3Z.dl |18 Sepiember 2007, 11:4204
surface.dl |03 Oetober 2007, 22:26:34
tepsmpl.dil 18 September 2007, 13:06:52

veredis].cab
Mredist.msi
zlib.dll

Libraries
nore

Schemas
_control dat
_dmpload. dat
_monitar. dat
jade.ini

118 September 2007, 11:42:40
118 September 2007, 11:42:40
118 September 2007, 11:42:04.

Timestamp

Timestamp

118 September 2007, 15:52:14
118 September 2007, 15:52:06
118 September 2007, 15:52:06)
18 September 2007, 11:51:46

-

Product Release Information

Minimum CardSchema Releasze

Recommended CardSchema Release

Upgrade Pre-Requizsite JADE Releaze [6.1.01 Feleaze Status Message |

Product Release Info

Product Release Editing

0K [ Cancel

To add a new ProductRelease, select and right mouse click on the desired product

i.e.. CARDSCHEMA or JADE

# Product Details - [PRODULC

Releasze

[=FCard5Schema
oz

b & T unavalable
—h.2.19 - unavailable
—h.2.18 - unavailable
—E.2.17 - unavailable
[+-E.2 18 - unavailable
F-F.2.15
—h.2.04 - unavailable
—F.1.07 - unavailable
[+-B.0.27

Define your release details and commit the new ProductRelease. Note that the new
ProductRelease will be marked as unavailable is it contains no registered product
elements or a product element registration has not been completed successfully.
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Now select and right mouse click on the new ProductRelease and this popup menu
will appear

'\\S - Edit

My
f.+ Delete

Fr} Register Al
r_.;-i Build And Register all

|:i Register Hok Fixes Only
Lls Build And Register Hok Fixes Only

B yalidate

- Bvailable

Select ‘Build And Register All” for a complete physical repository build of a new
release. JSM will prompt for confirmation then proceed to build the new product
repository. JSM will create all the required directory structures and copy any
JADECare additional files into place.

The ‘Build And Register All’ process can be refined further, for example, if you
only want to build a repository for Windows 32bit ANSI you can:

1. click the ProductRelease 1.e.: 6.3.01

2. select the 1686-msoft-win32 ANSI distribution and right mouse click to
bring up the popup menu item.
it AN |__§_'

-} Register Al
p}g Build And Register Al

B yalidate

3. click the ‘Build And Register All’ menu item to build the physical
repository just for the selected distribution.

Building the physical repository for a an entire ProductRelease is usually a one-off
requirement. Hot fixes however can be frequently released and need to be added to
the physical repository. For this reason there is a separate ‘Build And Register Hot
Fixes Only’ menu item.

Any hot fixes located in the HotFixes folder that match the selected
ProductRelease will be physically added to the repository. If the hot fix includes a
schema then JSM will automatically create the jade upgrade.bat script for the hot
fix also and, in addition, any readme.txt file accompanying the hot fix will be
copied to the root folder of the hot fix id. This is to allow operations to check for
any special instructions such as the loadStyle of the patch.
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Manually adding a new JADE Release to the Repository

To set up the repository for a new, full JADE release, perform the following steps:

L.

10.

11.

12.

13.

14.

15.

14.

Create directory <JADE Release Id>/Base under the <Product Repository
Top Directory>.

Copy the entire Windows directory from the installation CD to the Base
directory, so that you end up with /<Jade Release Id>/Base/Windows/a_bin
etc.

Rename the a_thin directory to be a_thinbin.

If a Linux release:
- copy directory <distribution>\download\bin as a_thinbin directory
- copy directory <distribution>\download\lib as a_thinlib directory

Create new directory a_sys_p at the same level as the a_system directory that
you have just copied from the CD.

Create new directory a_sys_p at the same level as the a_system directory that
you have just copied from the CD.

Copy the entire contents of the a_system directory EXCEPT for the
_control.dat file and jade.ini file, into the a_sys_p directory.

Create new directory a_dep_p at the same level as the a_system directory
that you have just copied from the CD.

Copy the entire contents of the a_sys p directory into the a_dep_p directory.

The JADECare Systems Management Development Centre will have
provided you with jade preupgrade.bat, jade preupgrade_files.txt
jade_upgrade.bat script file tailored for the release that you are loading (if
not then contact JADECare support at jsmsupport@jadeworld.com.) Copy
this file into the a_bin directory.

The JADECare Systems Management Development Centre will have
provided you with enwplugin library and debug file for the release that you
are loading (if not then contact JADECare support at
jsmsupport@jadeworld.com.) Copy the library file into the a_bin directory
and, if provided, copy the debug file into the a_debug directory.

Log on to JSM as a superuser and ensure that the Product Master Directory
has been defined as described earlier in Defining the Repository Location.

Use menu item Setup | Products and Product Releases to access the
Product Details Form.

Select the product JADE in the left-hand side of the displayed list box, right
mouse click and select Add.

Enter the JADE release id (e.g. 6.0.18) and complete the other fields then
press OK.

Select the release you have just added, right mouse click and select menu
Register All. JSM now parses the directory structure you have just
established and populated (including any hotfixes), and updates its database
with information about the release content. Wait until this update is
complete before proceeding.

This process also does several checks to ensure that key files that are not
released by the JADE Plant but supplied from Systems Development Group
are also present. The content of the a_thinbin and a_thinlib is checked to be
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the same as the equivalent code file in a_bin or a_lib respectively. Note that
the a_thinlib is only required for Linux releases.

15. To check the contents of the release, select the Release, then the
Distribution, the Product Release Elements will be shown in the right-most
table.

16. If everything has been registered correctly the Product Release can be
marked as ‘Available’ via the popup menu item on the Product Release.
Once the Product Release is available it can then be deployed.

Manually adding a JADE Hot Fix to the Repository

1. If directory <JADE Release Id>/<distribution>/HotFixes doesn't exist
under <Product Release Top Directory> then create it. (eg
\JADEReleases\6.3.05\i686-msoft-win32\HotFixes

2. Create new directory <hot fix number> (e.g. 007 — preceding zeros are
recommended) under the HotFixes directory.

3. Create directory a_bin and a_thinbin under the <hot fix number> directory.
If the hot fix includes schema files then also create a SchemaFiles directory
under the <hot fix number> directory.

4. Copy all binaries, debug files and any jadmsgs.eng file from the exploded
hot fix to the a_bin directory.

5. If a Linux release, copy all libraries from the exploded hot fix to the a_lib
directory.

6. Compare the contents of \base\a_thinbin and the hotfix \a_bin directory and
where the files match, copy these from the hotfix \a_bin directory to the
hotfix \a_thinbin directory

7. Ifa Linux releases then compare the contents of \base\a_thinlib and the
hotfix \a_lib directory and where the files match, copy these from the hotfix
\a_lib directory to the hotfix \a_thinlib directory

8. Obtain the hot fix and explode the archive into a temporary directory.

9. Copy any .scm and .ddb files, .cls or .mth files from the exploded hot fix
archive to the SchemaFiles directory.

10. Copy the generic hot fix jade upgrade.bat script file into the SchemaFiles
directory, and edit it to reflect the schema file(s) that are to be loaded as part
of the hot fix. The generic hot fix jade_upgrade.bat file is listed below,
with the items required to be edited underscored: Note that special characters
are not permitted in the schema file's file name. If you receive a hot fix from
JADE with a name such as HotFix#312.secm then rename the file to remove
the special character.

rem %$%%%% Batch file for JSM load of JADE hot fix 35%%%%%%
rem -- This file for JADE 5.2.08 hot fix 312

$ENV_BINPATH%$\jadloadb.exe path=%ENV_SYSTEMPATH% ini=%ENV_BINPATH$\$ENV$.ini
schemaFile=%ENV TEMP%\hotfix312.scm

// Note : the two lines above must appear on a single line

11. In the right-hand table of the Product Details form, right click on the release
to which the hot fix belongs and select menu Register Hot Fixes Only. JSM
now parses the directory structure you have just established and populated,
and updates its database with information about the hot fix content. Wait
until this update is complete before proceeding.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 142




JADECare Systems Manager

Installation & Administration Guide

12. To check the contents of the release, select the HotFix for the appropriate

Release, then the Distribution, the Product Release Elements will be
shown in the right-most table.

Manually adding a new CardSchema Release to the Repository

CardSchema (JADECare Start) updates are normally only released as full releases
i.e. hot fix consolidations and hot fixes are not normally released for this product.

1.

10.

11.

Create directory hierarchy <CardSchema Release I1d>/Base/Windows
under the <Product Repository Top Directory>.

Under the above Windows directory, create directories a_bin and a_system.

From the CardSchema release consistency, copy *.dll to the a_bin directory.
Do not rename karma.dll.ansiXX.

Copy the latest schemacp.exe (available from JADECare) to the a_bin
directory.

From the CardSchema release consistency, copy the CardSchema.scm and
.ddb files to the a_system directory.

Use menu item Setup | Products and Releases to access the Product
Details Form.

If product CARDSCHEMA is not listed in the left-hand side of the
displayed table, right-click on the table and select Product | Add. Enter the
product name "CARDSCHEMA" and description "JADECare Start", and
press OK.

Select the product CARDSCHEMA and right click. Select menu item
Release | Add. On the displayed Release Maintenance form, enter the
CardSchema release id (e.g. 3.0.05) and complete the other fields then press
OK.

In the right-hand table of the Product Details form, right click on the release
you have just added, and select menu Release | Build Element List. JSM
now parses the directory structure you have just established and populated,
and updates its database with information about the release content. Wait
until this update is complete before proceeding.

To check the contents of the release, in the right-hand table of the Product
Details form, right click on the release you have just added, and select menu
Release | View Element List.

The release can now be deployed.
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Setting Up Single User Application Server

JSM supports the use of a singleuser application server and provides all the
managed service options available for standard environments

Configuration requirements are as follows:

e  Minimum JADE requirement is JADE 2018 plus all hotfixes up to and
including 55 (or later)

e  Minimum JADECare Start requirement is 4.0.02
e JAWS control file changes (see below)

e Move any server application definitions from ini file section [JadeServer]
to [JadeAppServer] section, notably
‘ServerApplication1=CardSchema,KCCMgr’

JAWS control file changes

The following changes are required to the JAWS control file:

[JadeServer]
Launch=false

[JawsOptions]
NoKCDummy=true

[<appserver section>]
Server=singleuser
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Setting Up For ODBC Environment
Management

Introduction

JSM 3.7.01 provided the ability to monitor a MSSQL user-database from a JSA on
the same machine, or a remote JSA.

JSM 3.7.03 provided the ability to manage MSSQL databases (system and user-
databases) such that these can be backed up and monitored.

The intent is for JSM to be able to manage any database type that implements
ODBC. JSM 3.8.06 provides the ability to:

e define backup scripts applicable to (JSM) known database types.

e back up a non-managed ODBC database remotely from a Jade
System Agent by executing the backup script applicable to the
remote database type.

A Managed Server is one that has a Jade Systems Agent (JSA)

A Managed ODBC Environment resides on a a managed server and the JSA
provides the ability to backup that environment in a similar fashion to a JADE
Environment. A managed ODBC Environment can be monitored locally.

A Monitored ODBC Environment resides on a server that does not have a JSA.
A monitored environment may be:

e monitored remotely from one or more managed servers
e backed up by an appropriate Powershell script from a designated managed
server.
‘User Database’ Backup

Each user-database relates to an ODBC Environment (in JSM terminology) and
each has its own backup definition (backup directory, backup schedule,
exclusions, inclusions).

‘System Database’ Backup

In addition to user databases, each MSSQL ODBC Instance contains three system

databases
e master
e model
e msdb

System databases can be backed according to a single schedule independent of the
schedules for the user databases.

These system databases are represented by a shadow ODBC Environment named
_system, one of which automatically exists for each managed MSSQL Instance.

System databases are not displayed in the ODBC Maintenance form.
Consequently, the backup definition (backup directory, backup schedule,
exclusions, inclusions) for the system database is accessed via the ODBC instance
(see the ODBC Maintenance form below for details).
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System databases use the same directory structure as that of user databases except
that the ODBC Environment name is _system.

ODBC Environment Directory Structure

The following directory structure only applies to ODBC Environment’s that reside
on a managed server.

The root node of the ODBC Instance is derived as follows according to JADECare
Standards:

e ODBC Instance name is . (period or default) then the root node is the
database type (eg MSSQL, MYSQL etc)

e Ifthe ODBC Instance name is other than the default, then the root node is
the ODBC Instance name

Each ODBC Environment is required to have the following directory structure:

<volume>:\<ODBC Instance Name>

------- <ODBC Environment Name>

------- data - location of ODBC database files (eg .mdf)
|
——————— misc - location of backup.htm file and misc files
|
——————— scripts - location of scripts used by backup

And on the same volume or a different volume is expected the logs directory

<volume>:\<ODBC Instance Name>
------- <ODBC Environment Name>

------- logs - location of backup logs and other log files

SQL Server Security Requirements
JSA may run under any one of the following accounts:
e local JSA account
e domain JSA account
e local SYSTEM account (NT AUTHORITY\SYSTEM")
The following security attributes are required for whichever account JSA is
executing under to facilitate SQL queries and backups:

Security Role public

User Mapping (need to define for db_backupoperator
each SQL database being backed up) db_datareader
public

Securables Connect SQL — Grant
View Any Definition — Grant

NOTE : There is still an issue outstanding with SQL queries against the system
databases failing to return results using the settings above. This is under
investigation.
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Setting Up for Amazon Web Services
Backups

Introduction

JSM 4.0.2 introduces support for AWS backup and snapshot maintenance
functionality.

This feature is not dependent on JSA and relates to JSM only.

Prerequisites

AWS functions may not be available to all users and is dependent on two
additional binaries being present in the JSM installation ¢_bin folder.

e CnwSkyBound.dll
e CnwSkyBound.pdb

AWS Customer

A unique identifier using AWS provided information for accessing the Amazon
Web Services APIL.

This information can be entered by clicking the ‘Setup --> Amazon Web Services
-=> Customer Maint’ menu item.

Clicking the ‘New’ button initialises the form for new customer input.

P} AWS Credentials Maintenance N N o ™
Customer | - | Delete
rAWSSecurity
Owner Id |
Customer | |
Passphrase | |
Access id | | iz
Access key | | Save
Customer Existing customer selection. Note that

deleting a customer will also delete
everything locally associated with that
customer. Nothing will be deleted in
AWS.
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Owner id The unique owner id provided by
Amazon when you have an AWS
account.

Customer The user provided friendly name for

this customer. Any name can be used.

Passphrase A user provided passphrase to prevent

access to the access id and access key
information. The intention is that only
AWS administrators should know this
information and it is up to them to set a
passphrase to prevent editing and
viewing of it.

It is also important to note that the
passphrase can not be decrypted (one-
way encryption). The passphrase then
encrypts the access id and access key.
Any exceptions or stackdumps that
reference the access id and access key
properties will still be encrypted in the

output.

Access id Derived from setting up an AWS
account.

Access key Derived from setting up an AWS
account.

AWS Snapshot

A snapshot (backup) of a volume running on a virtualized host running in the
Amazon Web Services environment.

Scheduled backups
Adhoc backups
Snapshot tagging
Snapshot housekeeping

Synchronized inventory with AWS as the master.

AWS Snapshot Scheduling

Scheduling can be set by either selecting ‘Modify Schedule’ from the popup menu
on an existing item in the ‘AWS Snapshot Schedule’ form or by right clicking on
an instance in the ‘AWS Snapshot Summary’ form.
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Pl AWS Volume Snapshot Schedule >

Yolume: 5T - Data

Scheduled L Adhoc

Mame | |

Description | |

Biling |JSMTESTING| |

Timezone |[I.I'I'C+1I:I:I:II:I]I Canberra, Melbourne, Sydney - |

Retention days 365

Backup timeout (seconds) 3600

rSnapshot Schedule
Day Start Enabled
Sun 05:50 [+
Mon 05:50 v
Tue 05:50 v
Wed 05:50 ~
Thu 05:50 [+
Fri 05:50 v
Sat 05:50 v
Add Schedule Delete Schedule

cance

Schedule times should be entered local to the selected timezone. In the example
above, snapshots will occur everyday at 5:50am in the selected Australian
timezone but JSM will start the snapshots each day at 7:50am NZST.
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When creating a schedule you can quickly enter a weeks worth of entries or update
the whole schedule by selecting ALL from the top row

rSnapshot Schedule

Day | Start Enabled
ALL - 05:50 v

: 05:50 v
Sun

A 05:50 v
Tue 05:50 v
Wed 05:50 v
Thiu

Fri 05:50 &
Sat . 05:50 W

Add Schedule || Delete Schedule

then change the time next to that cell and finally ticking or unticking then re-ticking
the ‘Enabled’ textbox in the last cell. This will then update the entire schedule with
the starttime specified in the first row.

Snapshots can be scheduled for multiple times per day so you can continue to add
days and times as you require.

The snapshot schedule form can also be used to view adhoc one-off scheduled
snapshots, this type of backup can be canceled from this form but no editing of the
schedule is possible.

Changes to the schedule aren’t committed until the OK button is clicked.

AWS Snapshot Schedule Overview

An overview of all snapshot operations for a given customer can be viewed by clicking
the ‘Setup - Amazon Web Services -—> Snapshot Schedule’ menu item.

-
1 AWS View Snapshot Schedule oo =
Customer [Technical Support Testing ] status [al ~] DateFrom [50 ] DateTo [fomorrow | [ select |
Instance Name [ Volume Name B Volume Id Start Time | End Time I
IsT2008 ST2008 - Data \vol-0fd841ea162e8¢676 16/01/20, 10:40:00
sT ST -Data vol-005fe926632bbcbes 16/01/20, 07:50:00
lsT2008 ST2008 -Data \vol-0fd841ea162e8c676 03/01/20, 12:30:56 \
st ST -Data vol-009fe926632bbcbcS :50:00 03/01/20, 07:50:53
ST2008 - Data \vol-0fd341ea16ae8c676
ST-Data vol-009fe326632bbcbcS

ST2008 - Data vol-0fd841ea16ae8c676 01/01/20, 10:40:00 01/01/20, 10:40:25
Scheduled snapshot for 31 December 2019, 21:40:00 (TimeZone: '(UTC+00:00) Dublin, Edinburgh, Lisbon, London’)
Started creating snapshot 'snap-0bf03058142224da7 for volume 'vol-0fd841ea16ae8c676"
Tagging snapshot 'snap-0bf03058142224da7 for volume 'vol-0fd841ea16ae8¢676'...
Snapshot 'snap-0bf03058142224da7 for volume 'vol-0fd841ea16ae8c676' progress: 99%
Snapshot 'snap-0bf03058142224da7 for volume 'vol-0fd841ea16ae8c676' completed OK.

ST -Data vol-009e926632bbcbes I 01/01/20, 07:50:00 [ 01/01/20, 07:50:27 |

ST2008 -Data vol-0fd841ea162e8c676 31/12/19, 14:30:00 [ 31/12/19, 14:30:36 |
IsT2008 ST2008 - Data vol-0fd841ea16ae8c676 Completed OK | 31/12/19, 10:40:00 | 31/12/19, 10:40:39 |
lsT ST-Data v0l-009fe926632bbcbes Completed OK | 31/12/18, 07:50:00 31/12/19, 07:50:40 |
sT2008 52008 -Data vol-0fd341ea162e8c676 Completed OK | 30/12/19, 10:40:00 30/12/19, 10:40:52 |
lsT T -Data vol. 2bbcbes Completed OK | 30/12/19, 07:50:00 30/12/19, 07:50:54 |
sT2008 ST2008 - Data vol-0fdB41ea162e8c676 Completed OK | 29/12/19, 10:40:00 29/12/19, 10:40:06 |
st ST-Data vol-00fe926632bbcbcs Completed OK | 29/12/19, 07:50:00 [ 29/12/13, 07:50:08 |
IST2008 ST2008 - Data vol-0fd841ea16ae8c676 Completed OK | 28/12/19, 10:40:00 | 28/12/19, 10:40:19 \
lsT sT-Data vol 2bbcbcs Completed OK | 28/12/19, 07:50:00 28/12/19, 07:50:21
IsT2008 ST2008 - Data vol-0fdB41ea 162e8c676 Completed OK 27/1218, 12:30:00 27/12/19, 12:30:32 |
lsT ST-Data v0l-00fe926632bbcbcs Completed OK | 27/12/19, 07:50:00 [ 27/12/18, 07:50:35
IsT2008 ST2008 - Data vol-0fd841ea 16ae8c676 Completed OK 26/12/19, 10:40:00 26/12/19, 10:40:47 v

© 2020-2022 Jade Software Corporation Limited May 2022 Page 150




JADECare Systems Manager Installation & Administration Guide

From this form the popup menu items can be used to modify the schedule, cancel a
scheduled snapshot and run an immediate adhoc snapshot of the selected item using
the existing parameters of the selected item.

AWS Snapshot Summary

From this form you can manage everything to do with your AWS snapshot inventory.
This form is access by clicking the ‘Setup - Amazon Web Services - Snapshot
Summary’ menu item.

[} AWS Snapshiot Summary. el
Custorer [Femcal Sepport Tesirg =]

| = | Sormary e Fonbi Voores Y o G
: '

7 (082203 7bdac1 5208d)

Soapshat 1d Frogress [State | Encrypied
D lnap-0BciaseTicked8 | 100% | fabse ol 0fd41es S0eics s 3
ap OdofiSc7ea7677806 | 100% fale |volofdestea t6aeacers 3
map obfosa142224da7 | 100% fabe e e
) srap 0 1Ssechesiantha | 100% | | fase |31/12/13, 19:30:06 The Ripper voimde 122 s6acacn7s
D enap0fb03ITdeSY | 100% | | fake |31/12/19, 10:40:08 The Ripper [vek0rdnases 16as8c676
0 lnop0dced3e I8 1acE] | 100% fakee (vol-0fd24 ten 160876

olume 1d Roays| A

o snap Qosescetachizbas | 100% fae |29
arep 0decbosesdss08d1 | 100% fabe |
o |mepofrstiTiesist | 100% fase vo-0fd e 16088675
op 05806757 19906113 | 100% | fose ol 012036025675
0 |sap 0526210148347 | 100% fase|25/12/15, 10:40:30 The Rper vol0fd8a1es 16setcss
0BG 403226012 | 100% fase (24/13/15, 14:29:42 The Rper vol0ds 4 1es S6aeicoTs
S [snap ObocE423:68735625 | 100% | fase | 24/13/18, 10:33:44 The Ripper ol e sneice7s
5 s 00fea 1230ab 345281 foke (2312115, 10138 o015 16508675

s O2esteOObSasas | 100% Vol 08 e sesescs 76
S Bt | e e

Voume ST2008 - Data’ contaios 2% srapshats).

vol 0734103 160086 7%
ol 07ls4 12 16e8en T

The main purpose of this form is to manage everything to do with snapshots and to
bring all the disparate components of regions, instances, volumes and snapshots into
one easy to view interface.

Hovering the mouse over most items will present further information via bubble-help.

Regions

These are provided by AWS and are not user definable. When JossAWSManager
process starts a complete inventory will be retrieved from AWS for each defined
account. Regions will be populated during this process.

Instances and Volumes

In most cases volumes are attached to an instance. Instances and Volumes cannot be
created/managed or deleted through JSM and must be defined through the Amazon
Web Services admin interface.

Snapshots

Snapshots can be created, scheduled and deleted. In addition to this, existing
snapshots can have some attributes changed, such as the number of retention days.

These functions are all accessible by popup menu.

Zombie Volumes

Volumes not attached to an instance.

Zombie Snapshots

Snapshots not attached to a volume.
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Systems Management Activities
Deletion of JSM Entities

The deletion process causes all references to these items to be removed from JSM
visibility and, if not already active, spawns a background application
JanitorDeletionMgr that deletes the JSM entities.
Jade Environment
A database or remote Jade environment can be deleted by the following means:
* the Jade Environment Maintenance form by use of the Delete button.
= Deletion of the master environment
= Deletion of the server host the Jade environment is running on.

Where a database Jade environment is being deleted, all remote Jade environments
associated with the database Jade environment are also deleted.

If the database Jade environment being deleted is the only Jade environment
defined for a master environment, then the user is asked if the master environment
entity should also be deleted.

Master Environment

A master environment may be deleted by:

= Via the Master Environment Maintenance form using the Delete
button.

= Deletion of the server host the Jade environment is running on when there
is only one Jade environment declared for the master environment and the
user OK’s the deletion of the master environment.

Deleting a master environment deletes all related database Jade environments and
associated remote environments as well as JSM maintained directories used to
hold the version control files and the environments deployment staging area.

Server Host

A server host may be deleted via the Host Maintenance form by using the Delete
button.

This causes any database and remote managed environments located on the server
host to be deleted. When the deletion of a database managed environment is the
last managed environment defined for a master environment, the user is asked if
the master environment concerned should also be deleted.

If the server host is a node in a cluster host, then the user is advised and asked
whether or not the cluster host should be deleted.
Cluster Host

A cluster host may be deleted via menu item on System View form when cluster
host is selected.

This causes all nodes of the cluster to be deleted and any database and remote
managed environments located on the server host nodes to be deleted. When the
deletion of a database managed environment is the last managed environment
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defined for a master environment, the user is asked if the master environment
concerned should also be deleted.

Licence Key Validation

Any licence key details entered by JSM functions (currently JARI and Restore
functions) will be validated against a local registration database maintained
expressly for that purpose.

There will be as many registration databases maintained as there are supported
major JADE releases, these being retained under sub-directories

<JSM root>\server\reg<nn> where <nn> signifies the major JADE release (eg
<JSM root>\server\reg160 will be used to validate licence keys for a JADE 2016
environment).

The registration databases are built by the JADE release registration process.
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Managed Backups
There are three types of backup:
e Online — true online backup which allows transactions during the backup
e Offline — database is run in singleuser mode and is quiesced

e Journaled — an existing database image is required and journals are
replayed updating the database and leaving it in recovery mode.

Online and offlline JADE backups canm be specified with verify and / or
compression being selected.

ODBC environment backups are always online and the verify, compress options
are not available.

The backups can be scheduled by managed environment for specific days of the
week and any times during those days.

Managed backups are controlled by the KarmaBackupMgr application that
executes in the managing JSA. Backup of the managed environment’s database is
performed by the KCOnLineBackup application within the managed environment
itself (for this reason, an offline backup is performed as an online, quiesced
backup).

Journaled Backups

Journaled backups have been introduced to take advantage of cloud-based backup
strategies and to reduce the amount of change between backups allowing dedup
processes to function to best advantage.

Journaled backups is an option that can be specified by JADE Environment. The
option is only available if the following are all true:

e Target JADE Environment has requisite JADE release installed:
o JADE 2016 SP1 and hotfix 041 installed
o JADE 2018 and hotfix 080 installed
o JADE 2020 and hotfix 011 installed
o Release later than JADE 2020 installed

e Target Environment has requisite CardSchema release installed:

o 3.8.10.008
o 3.9.03.015
o 4.0.02.009
o 4.0.03

o Relase later than 4.0.03
e JSA version is 4.0.03 or later
For a journaled backup to be performed the following pre-requisites must exist:

e The requested backup must have specified online (if scheduled backup)
or journaled if adhoc backup request.

e An online backup image must exist in the standard backup staging area

e All journals from the last journal defined in _backup OK.htm file
through to the current abort journal must be present on disk.
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If the above pre-requisites are all true, then a journaled backup will be performed,
details below.

If the request arose from an adhoc backup, then th backup will fail with the failed
pre-requisite stated in the error message.

If the request arose from a scheduled online backup, then an alert will be
generated advising that a pre-requisite was missing and the backup will continue
as an online backup.

A journaled backup performs the following functions:
e Copies the requisite journals into the backup staging are.

o Performs a database recovery to all but the latest journal and leaves the
database in recovery mode.

e Copies changes to non-database files into backup area.

e Deletes files and/or directories from backup image that are no longer in
running environment

e Performs a ‘convertToBackup’ to:
o Perform an integrity check on the backed up database
o Create a new ‘backupinfo’ file for use in any potential restore.

e Creates anew backup OK.htm file

Defining Managed Backup Parameters
The following form is available via:

e the Jade Environment Maintenance form by clicking the Schedule button
provided on the Backups sheet.

e The ODBC Maintenance form by selecting the Instance or Environment
and selecting the menu item ‘Edit ODBC Environment <name> backup
specs’

e The System View form by selecting the Environment and selecting the
menu item ‘ODBC Environment Backup Specs’

The above form is for a JADE Environment.
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% Managed Environment Backup - TSTIKG020 on CNWMFJ1E - TSTIKED20 on CNYWMFI1E E
WARMING ¢ Days and kimes shown are local to Host CWRMFILE
rBackup Directary Management  Backup Schedule
Pre-Installation Backup Directory | | | Day Start Type
Sun 23:00 online
Standard Backup Directory |n:,l'cnwhackup | IMon 23:00 online
Tues 17121 online
Delete oldest backup if insufficient disk space [ Wed 2300 online
Thurs 23:00 online
Remove pre-deploy backup after EI days i 200 i
Compress backups [ Sak 2300 online
rInclude Cirectaries
-
- Add Backup | Delete all Backups |
rExclude Directories | Files r Backup Workers
-
Cnline Cffline
-

rMisc Journaled Backup
Database Log Backup Path | Enable Journaled Backup
Database Transaction Logging [ Online Backup Frequency Stark Date [12710/20
OFfling Structures Allowed [~ Online Backup Frequency (Days)
Secondary Mative Backup Type Average Backup Duration
Can be Restored to RPS Offline

The above form 1s for an ODBC Environment. As various elements are not
available for ODBC backups, these have been disabled or rendered not visible.

Pre-Installation Backup Directory

This defines the directory location of the backup staging area used for
pre-deployment backups and is required to be defined before a deployment can be
started.

For Windows O/S the drive letter is required. If the directory provided is
e:/cnwsave and the environment being backed up is CNWTEST then the backup
directory root for this environment will actually be e:/cnwsave/cnwtest.

For Linux O/S the directory is a single node. If the directory provided is cnwsave
and the environment being backed up is CNWTEST then the backup directory
root for this environment will actually be /opt/jsm_backup/cnwtest/cnwsave.

Standard Backup Directory

This defines the directory location of the backup staging area used for managed
backups and post-deployment backups.

For Windows O/S the drive letter is required. If the directory provided is
e:/cnwbackup and the environment being backed up is CNWTEST then the
backup directory root for this environment will actually be
e:/cnwbackup/cnwtest.

For Linux O/S the directory is a single node. If the directory provided is
cnwbackup and the environment being backed up is CNWTEST then the backup
directory root for this environment will actually be
/opt/jsm_backup/cnwtest/cnwbackup.

For ODBC environments on a managed server, the backup root directory is
derived from the backup path name specified and from the names of the instance
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and environment. If the backup path is t:\cnwbackup then the following
derivations can be made:

e Ifinstance is default name (.), the environment name is TSTIK602R RPS
and database type is MSSQL, then derived backup path is
t:cnwbackup\MSSQLATSTJK602R_RPS

o Ifinstance is testing, the environment name is SQL_102 and database type
is MSSQL, then derived backup path is t:cnwbackup\testing\SQL_102.

Delete Oldest Backup
This option is not applicable for ODBC Environments.

When a managed backup or deployment has insufficient space for a backup,
setting this option allows the oldest backup on disk to be deleted, these being held
in the ‘pre-installation backup directory’ and ‘standard backup directory’ and to
take this into account when doing disk free-space checks prior to starting the
backup or deployment.

When insufficient space exists for a backup and this option is set, then if backups
exist in the pre-installation directory and the standard backup directory and these
reside on the same disk volume then the oldest of these will be removed. Note that
the disk space check will be repeated again after such deletion to ensure adequate
disk space exists for the backup.

Remove Deploy Backup after <n> days

This setting enables specification of how long JADE pre-deploy backups are kept
before they are deleted by the daily housekeeping application.

Compress Backups

This flag identifies whether a JADE Environment backup is to be compressed or
not.

This option is not available for ODBC environments as the ODBC Script used
defines whether the backup is compressed or not, by default all ODBC backups
are compressed.

Include Directories
For a description of inclusions, see subsection “Include External Directories”
Exclude Directories / Files

For a description of exclusions, see subsection “Exclusion of Directories, Files,
File Types”.

NOTE : Backups initiated by the deployment process can have additional
exclusions defined by the use of ini file settings under section
[JSMDatabaseBackup] with verb DeployBackupExclusion<n> where n can be
from 1 to 99.

Offline Structures Allowed
This option is not applicable for ODBC Environments.

This setting will suppress the alerts that can be generated when a database
structure is detected as offline.

This is to support the CNWREFRESH process which allows an environment to
be replicated from another and may refresh only some of the partitions, keeping
the ‘refresh’ package and target environment smaller than its originator.
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Secondary Native Backup Type

JSM provides the ability to take a backup of an SDS Secondary Native database
suitable for restore to an RPS node (by utilizing this ability provided in JADE
2018). This was implemented in JSM 4.0.01.

A requirement for this purpose is that the backup captures a quiet point on the
Primary database after backing up the Secondary database files. Because the
request for a quiet point can time out, ini file settings are provided that enable the
backup commit (and quiet point request) to be retried. Refer to:

[JSMDatabaseBackup]
CommitCoherentBackupMaxTries
CommitCoherentBackupRetryInterval

...earlier in this document.

If all attempts fail then the backup will complete with a standard commit, meaning
that the backup is suitable for restore to itself, but not an RPS node. In addition,
either a tracker call is opened, or an alert is created.

Tip: When the ‘Can be Restored to RPS’ option is specified, the suitability for
RPS restore is recorded to the backup history log viewable in either the View
Backup Schedule or Activity Log forms.

In addition, when performing a restore, the backup information displays suitability
for restore to RPS along with the database role and subrole of the backup image:

Confirm target environment name  [abcrps |

Backup Source Directory |ABCSEC Standard Backup ({e:/cnwbackup/abcsec)

Backup & Environment Details ]

Backup Details:
Version 7!

JADE environment Name abesec
Server FQDM crwches203. cnw. co.nz
Master Environment Mame abctest
5DS Environment Id sbctest
JADE Version 18.0.01

L O a8

Database Raole SDS Secondary
Database Subrole Mative
Can be restored to RPS node true

Backup Type Online
Last Journal 404
Backup Volumes Used 1
Database Volumes Used i

Tip: to guarantee that an SDS Secondary Native backup is suitable for RPS
restore, perform an ad-hoc backup and specify ‘Restore to RPS Required’. When
this option is specified, the backup commit will retry until a quiet point is
achieved, or until the backup is aborted.

Note: Pre-deploy backups do not use this feature and are not suitable for restore to
an RPS node in the SDE.
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Backup Workers
This option is not applicable for ODBC Environments.

CardSchema supports multiple asynchronous backup workers running for a
database backup.

The number of backup workers can be varied for online and / or offline backups
(the default value for backup workers is 1). The number of workers affects how
many concurrent database mapfiles can be concurrently backed up into the backup
staging area.

Note that the number of workers specified here takes effect for scheduled, ad-hoc
and pre- and post-deploy backups. The only backup scenario that is not handled in
this manner is following a deploy where no-reorg was required and no JADE
version upgrade occurred.

Note that the offline backup workers specified is what is used by the deployment
restore process and is provided as the default value for a user initiated restore of a
host environment.

Journaled Backup

This group box and all controls within will be disabled until such time as all the
pre-requisites exist that allow ‘journaled backup’s to be performed.

These are:
e Target JADE Environment has requisite JADE release installed:
o JADE 2016 SP1 and hotfix <xxx> installed
o JADE 2018 and hotfix <xxx> installed
o JADE 2020 and hotfix <xxx> installed
o Release later than JADE 2020 installed

e Target Environment has requisite CardSchema release installed:

o 3.8.10.008
o 3.9.03.015
o 4.0.02.009
o 4.0.03

o Release later than 4.0.03
e JSA version is 4.0.03 or later
Enable Journaled Backup

If checked then this enables journaled backup methodology effective from the
Start Date, see next.

Those scheduled backups specified as online will default to being ‘journaled
backup’ if the pre-requisites exist (being a valid online backup is in the standard
backup area and the number of days since last online backup is not execeeded).

Online Backup Frequency Start Date
The online backup frequency defined is only to apply from this start date.
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Online Backup Frequency (Days)

This specifies the number of days that may pass before an online backup must be
performed. This is required as there is no other way, currently, of ensuring the
integrity of the online database.

Average Backup Duration.

There are 3 sets of durations matained by the backup engine. Each type of backup
will retain the last 5 durations. These are averaged and form the basis for
estimating how lomg a backup is expected to take.

For information only.

View Progress

This form can be viewed via the Schedule Backups view or from the Deploy
Control form.

The Schedule Backups form requires that you select the row pertaining to the
backup you wish to see the progress of, right click to obtain a menu and select the
‘View Progress’ menu option.

In the Deploy Control form, the progress bar will be shown when one of the
backup phases is active (yellow) by double clicking in the column concerned.

The following form is a snapshot of the progress form during the database backup
phase where the number of online workers specified was 3. The primary progress
bar indicates how far through the database backup is and the progress bars shown
in the table provide an indication of how far the backup workers are through the
map file they are currently backing up.

In the example below, worker id 31 has completed as there are no more map files
to backup whereas workers 29 and 30 are still in the process of backing up map
files trash4 and testjk respectively.

EE X '

| Active

Online backup running

Id Mapfile
30 testjk
29 trashd
3
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Backup Schedule
The Backup Schedule form can be obtained from the following sources:
e Menu item View | Backup Schedule

e System View form by clicking on Jade Environment or ODBC
Environment and selecting menu item ‘View Backup Schedule’

e From Jade Environment Maintenance form using button ‘View Sched’ on
Activities / Backups sheet.

e From ODBC Maintenance form on selected instance or environment and
selecting menu item ‘View Backup schedule <entity>’.

The following form can be used to view the backup history for a variety of
criteria:

e By JADE Master Environments — all or specific

e By server - All managed environments for all servers or for a specific
server

e By instance — All ODBC environments for all instances or for a specific
instance

The criteria can be further narrowed down as follows:
e A specific status or all statii
e Date Range
The date range can be:
e Date From
o A valid date
o The literal Yesterday

o A hyphen followed by a number indicating how many days ago
from today (-5 equals todays date minus five)

e Date To
o A valid date
o The literal Tomorrow

o A plus sign followed by a number indicating how many days ago
from today (+2 equals todays date plus two)
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FEZ \ Vicw Backup Schedule. 7 /=lal=l
WARNING - Dates ard fines shown are local o respesiive Hasts
[Selection Cri
SeaichE)
(MasterEr\wnnmenlo Server (&) ODBC Instance () ‘ Servers [ENWMEITA "v] Date From [5 ] = |
s e o o]
Master Envorment / Evpected/Adtial Expected/fctual Elepsed
ODBC Instance ‘ Environment Do ol e S i T st
TS TIRB020 [TSTIKED20 (Secondary) M1 endng orvine. /1
Inew L_system [ODBC) IWMFITA ‘ending onine
InewDb (ODEC] T/ MFI1A. ‘ending onvine 71
TSTIBNSI NonSDS) M1 ending onine, /1
TSTSHERAM [NonSDS] MHEIA
TESTJKT (Hon5D3) WMEITA /i
TSTIKEG20 (Secondan) WM&
system (ODBC] fWMFITA A
inewDb [ODEC] IWMFITA 2]
TSTSHEXAM (Non'SDS] LM 118, 2l
TESTIKT (Han5D3) M1
TSTJKBOZD (Secondary] HEIA il
spster (ODEC) WM FI1A il
|newDb (ODEC) M1 171
TSTSHERAM (NonSD5] WHEITA ;
TESTUKT (NenSDS] RWMFITA 71
TESTIKID (NorSDS) WM Completed DK il P
TSTIKBOZD (Secondary) WMEI1A ; 2954
_system (ODBC) RWMFITA 7
newDb (DDEC) BWMFITA 7
TeTaHERAM (Nen5DS) /M FITA I
{NonSDS WMEITA 7 28653
on WMEITE ntermupte orvlne 7
o MMEITA ntermpe onine. ’
o, WMEIA nterupte arvine 7
o, WMEITA Itermupte onine ;i
o MMEITA Intsimupes onine, ’

By right clicking in the table, a list of menu options is provided. If a row has been
selected (left-click and shows highlighted by a light-green background), many of
the menu options are enabled.

iEEN o Dok
SARNING © Dates and times shiown ar local to sspective Hosts
i ion Criteria
~Search B
‘ Master Envitorment () Server (&) ODBC Instance () | Servers [CNWMFITA ] Date From [5 ] 4
Status Datefof0 ]
Master Environment 7 Managed Erpectedibetual Epe
DDEC Instance Enoin: o eile e i "
TSTJKED2D TETJKE020 {Secondary] CHWMFITA i 02412413, 2330:00 0212413,
e system (ODEC] CHWMFIA 021213, 230000 021213
new newDb (ODEC] CHWHFITA
TSTSHERAM TSTSHERAM [MonSD5] CHWMFITA 02424
TESTJKT TESTIKT (Non-5D5] CHWMFI1A % 0212713,
TSTIREOZD TETJKEO20 (Seconday] CHWMFI1A L 23.30.00 [28/11713,
new system (ODEC] CHWMFI1A , 23,0000 281113,
[ newDb [0DEC) CHWMFITA , 23.00:00 2611713,
TSTGHERAM TSTSHERAM [MonSD5] CHWMFITA onine 128711713, 230000 2811713,
TESTJKT TESTIKT (HonD3) CHWMFI1A E d onine 2811413, 13.00:00 2811413,
TESTJEID TESTIKID Men5D5] CHWMFITA Compleled [, - BATAE 140632 28113,
TSTIKG020 TSTJKED20 [Secondary] CHWMFJTA Compleled| - L/OHIESS 717132, 233020 2711713,
e _system (ODBC) CHWMFITA Details 7173, 23052 2113,
[nes newDb [DEC) CHWMFITA Subtue FaledStetus 7411713, 23.00:00 2713,
TSTSHEHEM TSTSHEXEM (HonSDS) CHWMFI1A = 7143, 23,0000 2T,
TESTIED TESTIKT (HonSD5) CHWHMFITA Completed [ Carcel T3, 15,0025 ZIRFIER
TESTJKIO TESTIKIO Non5DS] CHWMFITA ntermupten |1 in Cancel F1A3,1535:19 213,
TESTJKIO TESTIKIO (Non5D5) CHWMFI14 Intermuptes —— 71173,15 2444 27113,
TESTJEID TESTIKID MonSO5) CHWMFITA Interugter  Start &dhoe Backup FA1A3 152229 21,
TESTJEID TESTIKID MenSD5) CHWMFITA Ieter oty Backup Schedis |Z211713. 151802 223,
TESTJKIO TEGTJIKIO Nan5DS) CHWMFITA ntetnupte: N G ER el 213,
Estractto C5Y
Terrinate
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Extract to CSV

The contents of the backup schedule shown will be extracted to a comma-
separated-values file on the presentation client to directory c:/temp, the file name
being displayed on completion of the extract.

View Progress

See paragraph below which discusses the View Progress option (which is also
available from the Deploy Control Form)

Details

This opens an extra row containing a mini-log of information about the backup.
Double-clicking on the row provides the same facility.

For detailed information about the backup, these details are contained in the b_log
files created for each environment backup and resident under the environment’s
log directory.

Subdue Failed Status

This allows an operator to change the red failed status to an orange state to
indicate that the backup failure has been reviewed. The details of who subdued the
failed state is logged and visible in the mini-log (see Details above).

Cancel

Clicking on Cancel causes the selected scheduled or pending backup to be
cancelled. This backup can be reinstated by using the Undo Cancel option
described next.

Undo Cancel

Selecting this option for a cancelled backup, causes the specified backup to be re-
scheduled and undoes the Cancel requested earlier.

Start Adhoc Backup

This allows the operator to start or schedule an adhoc backup for the host
environment in the selected row.

Terminate

Allows the operator to interrupt a running backup. Details of this request are
logged and the final status of such a backup is Interrupted.
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Backup Uses Mount Points

This feature is first available in the 3.9.03 release. It has only been implemented
for JADE Environment Managed Backups.

The feature is designed to allow one or more JADE Environment backups to
define the backup directory structure where either the backup root directory or one
or more sub-directories can be defined as a mount point to another volume. This
uses the MS-DOS command mountVol.

This feature is implemented when the ini file of the environment to be backed up
contains [JSMDatabaseBackup] BackupUsesMountPoints=true.

When this ini file option is set then:

e A script titled buildBackupDirectoryStructure.cmd or
buildBackupDirectoryStructure.ps1 must be resident in directory
<env root>\server\c misc\Cardinal.

e The backup and deployment engines will NOT perform any free space
checks on start up.

It is expected that the execution of the script will, at minimum, create the <backup
root> directory and ensure appropriate permissions are defined, if required. See
script examples below and notes associated with each.

If the script is not resident the backup will fail.
If the <backup root> directory has not been created then the backup will fail.
Example #1

The following script is a CMD type file and will define the entire backup root
directory as a mount point. It specifically:

e defines the backup root directory

e sets the backup root directory to a mount point (in this case volume J: or
K: depending on whether predeploy backup or not)

e creates a sub-directory of <backup root>\server\c system.

The script is soft-coded to use set variables inserted by the JSA backup engine to
cater for any JADE Environment and caters for pre-deploy backups and all other

types.
In the case below, the JSA backup engine will define the appropriate permissions.

md "%env_backuppath%"

if /I %env_backuptype% EQU predeploy goto :PREDEPLOY

rem mount interim backup directory to volume Jj:\

mountvol "$%$env_backuppath%"” \\?\Volume{71083326-e067-11e8-9d40-
002186edcd01}\

goto :DEFINE SUBDIR

: PREDEPLOY

rem mount interim backup directory to volume k:\

mountvol "$%$env_backuppath%” \\?\Volume{05d5c844-00b3-11le4-9%af6-
806e6f6e6963}\

:DEFINE SUBDIR
md "%env_backuppath%\server\c_system"

Example #2

The following script is a CMD type file and will define the backup root directory
with only the <backup root>\server\c system being defined to use a mount point.
It specifically:
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e creates a sub-directory of <backup root>\server\c system.

e sets the <backup root>\server\c_system directory to a mount point (in this
case volume J: or K: depending on whether predeploy backup or not)

e gpecifically defines the permissions for the mount point volume to ensure
that the JADE Environment backup processes can write to this volume.

The script is soft-coded to use set variables inserted by the JSA backup engine to
cater for any JADE Environment and caters for pre-deploy backups and all other

types.

In the case below, the JSA backup engine will define the appropriate permissions
for the <backup root> directory and sub-directories but the mount point volume
will need to have explicit permissions defined otherwise the database backup
processes initiated by the target environment will be unable to access the
destination path and fail.

set volume predeploy=s:\
set volumename predeploy=\\?\Volume{2837524f-ca05-11e0-b793~
00219b5db84e}\

set volume standard=r:\
set volumename standard=\\?\Volume{bd5aa080-eb61-11e8-9634-
00219b5da91b}\

md "%env_backuppath%\server\c_system"
if /I %env_backuptype% EQU predeploy goto :PREDEPLOY

rem mount interim standard backup directory to volume R:
set current volume=%volume standard$%

set current volumename=%volumename standard%

goto :DO_WORK

: PREDEPLOY

rem mount interim predeploy backup directory to volume S:
set current volume=%volume predeploy%

set current volumename=%volumename predeploy%

:DO_WORK

del /F /S /Q %current volume$

mountvol "%env backuppath$%\server\c system" %current volumename$
icacls %current volume$ /t /q /grant SYSTEM: (OI) (CI)F
Administrators: (OI) (CI)F %env%: (OI) (CI)F %env% _g: (OI) (CI)RX
senvs m: (OI) (CI)RX

ODBC Backup Script Management

Implementation of the ODBC backup feature requires the existence of a
PowerShell backup script that when executed performs the backup. In general, the
JSM script management feature enables a user to define a script by name and load
the script source from file.

In the case of ODBC backup scripts, an associated script exists for each JSM-
known database type having the same name as the database type. Note : the
default script will execute correctly but always return an error causing the backup
to be marked as failed. The default script should be overwritten with a valid script
before any backups are implemented.

ODBC backup scripts are located under script activity ODBC Backup in the Script
Maintenance form. Backup scripts are automatically distributed to Jade System
Agents that perform backups.
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As part of the migration to 3.7.03, JSM is preloaded with a script object for ODBC
database type MSSQL and are stored against preloaded activity “ODBC Backup”.
The preloaded script does not have any script source assigned. The script source is
loaded using the Script Maintenance form (refer to Script Maintenance section
later)

ODBC Backup Script Requirements

PowerShell backup scripts responsible for backing up any ODBC database are
expected to issue standard output as the backup progresses. The managing Jade
System Agent interprets, logs and processes this standard output.

A line of standard output is interpreted as a tuple of space separated words. The
first word in a line is a key value that identifies the context of the output line.
Subsequent words are interpreted as values in relation to that context.

The ODBC backup script must produce a line starting with a known key value in
order for the Jade Systems Agent to interpret it as backup advice (otherwise the
line will be logged with no further action being taken).

Current key words and example value words are:

Word 1 Word 2 Word 3 Word 4 | Usage
(key word) (value) (value) (value)
"BackupPath" <Backup Logging
Path> only
"DatabaseKey" <Host name> | <instance <server | Logging
name> name> | only
"BackupComplete" NA Logging
only
"BackupStarted" Feedback
to JSM
"PercentProgressUserData" <percent Feedback
done> to JSM
“PercentProgressSystemFile” | <System file <percent Feedback
name> done> to JSM
“SystemFileBackupComplete” | <System file Feedback
name> to JSM

Recognized ODBC Backup Script Error Codes

The user defined ODBC database backup script is executed by karma.dll on behalf
of the Jade Systems Agent managing the backup schedule. The backup script
source may define return codes (e.g. by Powershell syntax “exit <error code>")
that karma.dll passes back to the Jade Systems Agent when the script exits. The
following error codes are paired with the given error text that is then logged and
passed back to JSM.
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Return JSA error text
error
code
1 Database defined as Mirror
2 Backup Path not defined
3 Database Backup failed
4 Log Backup failed
5 Unable to find credentials
6 Decryption Error
7 SQL Error
8 Backup Cancelled

Note that recognized error conditions that prevent karma.dll from executing the
script will be logged as a negative integer in the range -1 to -16. Consult karma.dll
documentation for the meaning of each of these error codes.

Multiple Backup Volumes

It is now possible to specify individual database structures be backed up to
separate backup volumes other than the default backup volume. This is done via
the Host Environment Maintenance form on the sheet Database Structures. This is
available on Windows operating systems only.

Compaction

This facility is no longer available as part of the backup as compaction may now
be done online.

Retention of backup directory

In earlier releases, the backup directory was deleted (which may have contained a
complete and recent copy of the environment) when the backup process started.
This meant that if the current backup failed and issues were found with the ‘live’
environment, then the only recourse was to restore the environment from a tape

copy.

As from the 2.9 release, the backup directories as defined in the Host Environment
Backup form are retained until a successful backup has been taken. The backup
process (regardless of scheduled, ad-hoc or deployment) will now be taken into an
interim directory (<backup directory> temp/<env>) and when successfully
completed, will remove the previous backup directory and rename the interim
directory to the final backup directory name.

Note that permissions and shares (including cluster shares) are retained.

WARNING : Cluster File Shares defined will now be marked as offline and
online during the last phase of a backup. Care must be taken to ensure that
other cluster resources are not dependent on a File Share resource.
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Dependent on the management software installed on the machine (Compaq
Cluster monitoring for example) the act of taking the File Share offline and
bringing it Online may generate SNMP traps indicating that the state of a
ClusterGroup or Resource has changed or become degraded etc. So this will
need to be documented clearly so Operations staff do not attempt to bring the
share back online whilst JSM requires it to be offline.

Compressed Directories

As from the JSM/JSA 2.9 release, the backup process detects if the directory
nominated as the backup directory is compressed. It ensures that the interim
backup directory (<backup directory> temp/<env>) is compressed if the final
destination is defined as compressed.

If the final destination directory (if the final destination directory is not present,
then the parent root directory is checked) is compressed, then the free space check
algorithms are modified to use the compression ratio from the last successful
backup that was written to a compressed directory.

Transaction Journals

As these are copied, the source file is used to create an MDS5 hash value that is
compared against that derived from the copied file. This is to ensure the media
integrity of the transaction journal.

WARNING:

Up until JADE 6.1, the backup provided by the JSM Managed Backup Service has
been a complete and independently usable backup which can by used to restore to
a working database.

For SDS Secondary databases using SyncMode=JournalBlockWrite (available in
JADE version 6.1) an online backup will backup all but the last journal in-use at
the time of the backup. This is not an issue if the backup is to be used to restore
the SDS secondary.

It IS an issue if the backup is to be used to propagate a non-SDS database or an
SDS primary. This can be detected by the presence of sentinel file
_backup_requires_journal.htm, which contains the journal number required.

Include External Directories

External directories (directories other than the JADE system environment) may
now be specified and will be added to the files backed up.

These external directories must exist and be available for backup at the start of any
backup and deployment.

Each inclusion for an environment running on a Windows platform must declare
the drive letter and the environment name as the minimum specification. (eg
f:\sampleenv and d:\sampleenv\images indicate different directory levels to be
included in the backup). Note that cluster and file shares for included directories
will be closed at the <drive>:\<environment> level for each inclusion regardless of
the number of nodes specified in the inclusion.

The files from each included directory are copied after the database, transaction
journals and JADE system’s binaries and miscellaneous files have been
successfully copied. Any file shares open to these directories are closed
immediately before each directory is copied.
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Where an include directory is part of a backup, the backup directory will be
formatted as follows:

Windows:
<backup area>/<env id>/ drive <drive letter>/<first node of include>
example:

z:/cnwsave/cnwtest/ _drive d/ExtraFiles would be the backup directory where
environment cnwtest had specified a backup directory of z:/cnwsave and an
include directory of d:/ExtraFiles.

NOTE : When a deployment automatically restores, if any include directories
were backed up, these include directories will have file shares and cluster
resources associated taken offline, all files within the directories removed and
restored from the pre-deploy backup area.

Exclusion of Directories, Files, File Types

The following are automatically excluded from any managed backup (scheduled,
ad-hoc, deployment):

= <root>\excludefrombackup — eg d:\example\excludefrombackup

»  <system path>\backupinfo

* any file with file types of tmp or cmp in any directory being backed up
= any file with file type of dat when located in the system directory

= all files and sub-directories within the specified JournalRootDirectory

= all files and sub-directories within the specified
JournalArchiveDirectory

Exclusions may be specified globally for all managed environments or for a
specific managed environment.

Global exclusions are entered via the Options | System Global Options form in
the Backup sheet.

Specific managed environment exclusions are added via the Managed
Environment backup form. For a JADE environment, this is accessed via Setup |
JADE Environments form via the Backup sheet and clicking on the Schedule
button. For an ODBC environment, this is accessed by right clicking the database
in the ODBC Maintenance form and selecting Edit ODBC environment <name>
backup specs.

For backups of JADE Environments initiated by the deployment process, further
exclusions may be defined in the ini file under section [JSMDatabaseBackup]|
with verb DeployBackupExclusion<n> where n can be from 1 to 99.

Example:

[JSMDatabaseBackup]
DeployBackupExclusionl=server\*.txt
DeployBackupExclusion2=server\c_system\testing\*.*

Exclusions are not to include the drive letter or the environment name as these are
pre-pended at run time from JSA database values. I.e. the paths in the following
table are relative to the database root directory. The following examples provide
possible exclusion scenarios (where node is a subdirectory of the root node):
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exclude directory

exclude file type
within directory

exclude partial name

exclude partial name
of file type

exclude file name of
any file type

exclude file name for
file type

<node>\*.*

<node>\*.txt

<node>\abc*.*

<node>\abc*.txt

<node>\abcxy.*

<node>\abc.txt
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Exclude files and all
sub-directories within
specified directory

Excludes all file types of .txt
within directory specified

Any file starting with abe
within directory specified

any file starting with abc of
file type txt within directory
specified

any file of title abexy for
directory specified for any file

type

File in specified directory
named abc.txt
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Backup Sentinel Files

Several sentinel files are used during a backup and are resident under the
environment’s server/c_misc directory unless otherwise specified.

backup.htm

Used by JSM, JSA and commander to detect whether a backup is in progress. This
sentinel file is only resident under the active environment while a backup is in
progress. NOTE: if a restore is done from a JSM Managed Backup, then the
backup.htm file will need to be manually removed before commander can be
used to start up the system.

_backup_offline.htm

Same duration as for backup.htm above, but provided only when the backup
in-progress is an offline backup. This sentinel file allows non-standard batch
scripts to detect the type of backup being run.

NOTE: if a restore is done from a JSM Managed Backup, then the
_backup_offline.htm file will need to be manually removed.

__backup OK.htm

This file is created in the backup area under the server/c_misc directory when the
backup process has completed successfully.

__backup requires_journal.htm

This file is created in the backup area under the server/c_misc directory when the
backup process is online and for an SDS Secondary database. This signifies that
the backup does not have all the transaction journals required to restore the
database as other than an SDS Secondary database. The transaction journal
required is identified in the contents of this file, this being the transaction journal
number.

Successful Backup

When a backup is completed successfully, this is denoted by the creation of file
_backup_ OK.htm in the <default backup node>/<env>/server/c_misc and this
file provides the following details (being version #4) with key items delimited by
the <Tab> character:

= #4 <Tab> Backup Version <version>

= Time Completed (in format dd/mm/yy<Tab>hh:mm:ss)
»  Host Environment Name

= Server Host FQDN

=  Master Environment Name

= SDS Environment Id

=  Backup Type - Offline or Online

= Database Role

= Database Subrole

=  Commit Coherent — true (SDS Native backup can be restored to RPS) or
false

= RPS Storage Mode
* Deployment Regime
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=  JADE Version

= JADE Character Set

= CardSchema Version

= Start Journal

*»  End Journal

= Offline Structures - <number of offline structures>

= multiple entries for each database directory :
format 'Database Directory<Tab><database directory>

=  multiple entries for each backup directory :
format 'Backup Directory<Tab><backup directory>

= multiple entries for each offline database structure:
format 'Offline<Tab><structure name>

* multiple entries for each database structure:
format 'Structure<Tab><structure name><Tab><partitionID or
space><Tab><source directory><Tab><backup directory><Tab><size
(length 19 bytes with leading blanks)><Tab><size (in readable form)>

Note : Any record preceded by a colon (:) is treated as a comment entry.

Environment Shares

During an offline backup, any cluster file shares defined for the environment (and
its sub-directories) will be taken offline and any open Window file shares will be
closed. This also applies to any inclusion directories.

When the offline backup is completed, any cluster shares taken offline will be
brought back online.

NOTE: The action of taking cluster file shares offline and online may generate
SNMP traps which will shows as alerts within JSM.

Offline Backup Considerations

On a Windows platform, if the service is other than automatic and not a cluster
service then following an offline backup the service will be left offline. On a
Linux platform, if the service is not defined in any of the service run levels then
following an offline backup the service will be left offline.

A managed offline backup is achieved by performing a quiesced online backup.
When restoring an offline backup to a stand-alone system (one whose database
role is undefined), the journal in the backup is not required and recovery is not
required. If the backup journal(s) is used, then recovery is required (since in a
quiesced backup, the journal advances during backup, even though user
transactions are disallowed).

When restoring an offline backup to an SDS Primary, the journal(s) in the backup
is required and recovery is required.

Backup Directory Permissions

The interim backup directory attempts to obtain the permissions from the final
directory (if it is available).

If the final directory is not available, then the permission action is to Replace the
permissions on the interim directory (see Replace action below).
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If the final directory is available, the permissions defined there are applied to the
interim backup directory replacing any that may have been inherited from the root
node.

Then the permissions action as defined by the initialisation file is actioned. The
permissions action is specified in section JSMDatabaseBackup with keyword
BackupDirectoryPermissions. Valid actions are:

None No changes to permissions
Edit Add permissions below to existing permissions
Replace Replace any permissions defined with those below.

If permissions are added or replaced then the following permissions will be set:

SYSTEM Full Control
Administrators Full Control
<environment> Full Control

<environment> G Read access

<environment> M Read access

Backup Directory Shares
Shares defined for the directory and sub-directories are retained across a backup.

During the period where the now redundant backup is being deleted, any shares
that were in use would have been forcibly closed down and any cluster shares
defined would be taken offline
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Backup Scripts

The following backup scripts only apply to scheduled or ad-hoc backups. They are
deliberately not invoked during deployment related backups.

For these scripts to be executed, they must be resident under the environment’s
<misc>\Cardinal directory (for Windows this is <env>\server\c_misc\cardinal
and for Linux this is /opt/<env>/misc/cardinal). These scripts are retained after
execution (ie they are not renamed)

For details regarding the content of the scripts below, the variables items provided
by JSM and for examples refer to section Deployment Scripts later in this
document.

The <suffix> for the scripts in the table below is emd for Windows and sh for

Linux.
Script name Backup Description
Type

prebackup_online.<suffix> Online Executes before the database files
start being backed up

postbackup online.<suffix> | Online Executes after the last of the non-
database files are backed up and
after the JADE 5.0 media integrity
checks have been run

prebackup dbup.<suffix> Offline Executes before the database

service is terminated.

Note that this script will execute
regardless of whether the database
is online or not.

prebackup dbdown.<suffix> | Offline Executes after the database service
has been terminated and the
database is no longer active..

postbackup dbdown.<suffix> | Offline Executes after the backup has
completed and the JADE 5.0 media
integrity checks have been
performed and prior to the database
service being restored

postbackup dbup.<suffix> Offline Executes after the backup is
complete and the database service
has been restored.
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Housekeeping
JADE Environment

When the JADE environment has a log expiry days specified then the following
directories with file types listed have those files deleted if they exceed the expiry

days.

The following also applies for JSA environment housekeeping if it has been

switched on (refer to JSA Housekeeping schedule in System Global Options)

rar
Directory Use Source tmp |log [esv| / | dmp | err | txt
zip
Transient [JadeServer] v
Database TransientDbPath
Temp path <logpath>/temp Y
Current Journals | <logpath>/current
Y |'Y
Path
Archive Journal | <logpath>/archive
Y |'Y

Path
Log Path [PersistentDb]

JournalRootDirectory Y Y|y v Y Y Y
JADE Activity | [PersistentDb]
Logs ActivityLogDirectory Y Yo Y|y Y Y Y
CardSchema [CardLog]
Logs, LogPath
Stackdumps, Y | Y|Y|Y Y Y |Y
Transaction
Logs
Crash Logs [FaultHandling]

CrashLogDirectory Y Y Y|y Y Y Y
Process Dumps [FaultHandhng]. v vivyly v v v

ProcessDumpDirectory

NOTE : When JSM is backing itself up, the following addition file suffixes under
the \logs directory will also be subject to housekeeping:

= Dbat

= end
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ODBC Environment

When the ODBC environment or ODBC instance (‘system’ databases) has a log
expiry days specified then the following directories with file types listed have
those files deleted if they exceed the expiry days.

Directory Use Source tmp | log | csv | rar/zip | dmp | err

Log Path JSM logs definition | Yes | Yes | Yes | Yes Yes | Yes

Backup History

Each successful backup adds a single entry to a file ‘backup history.txt’ which is
maintained for each database environment under the environment’s root directory.

The file is a comma-separated values file which can be useful to determine trends
in growth and length of time to take backups The items recorded are as follows:

Start time

End time

Time when system was available
Elapsed.time

Backup Size

Date (CCYYMMDD format)
Database size

Non-database file size

Note that the last 2 entries are only available from when JSA 3.1 is deployed.

Versioninfo.txt

As part of each backup, the jverinfo utility is run at the start of each backup to
ensure that the versioninfo.txt file is current as at the time of last backup.

This includes pre and post-deploy backups.

Misc File Copy Errors

A system wide option to allow backups to complete normally despite having one
or more files from the Misc directory (or any of its sub-directories) fail to copy
may now be invoked.

The default behaviour if this option is not turned on is for any backup to fail and
immediately terminate whenever a file from the misc directory or any of its sub-
directories fails to be copied.

This system-wide option is available from the System Global Options form on
the Backup sheet and is a checkbox titled ‘Continue backup process after misc file
copy failures’.

Erroneous directories ignored

When the ini file specified JournalRootDirectory is on a different volume from the
database, then the following directories are ignored if found on the database
volume:

e <environment root>\logs\*.*

e <environment root>\server\c_system\journals\*.*
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Should any of the following directories be located on the same volume as the
database when the journal volume specified in the ini file is different, an alert is
generated advising of the erroneous directory:

e <environment root>\logs\current
e <environment root>\logs\archive
e <environment root>\server\c_system\journals\current

e <environment root>\server\c_system\journals\archive

Successive Backup Failures
When 7 or more successive backups have failed to complete, an alert is now
issued as shown in the following example

JSM Alert : Backup for tstx64 on cnwmfjvb.cnw.co.nz - multiple
successive failures

14/03/11 15:56:43 Backups for host environment TSTX64 of
CNWMFJVB has failed for the last <n> successive attempts.
Please investigate.
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Managed Restores

This restore facility is provided both as a standalone restore mechanism and is also
utilized by the deployment process when restoring environments for JADE 6 or
later releases.

This section describes the process as a standalone restore mechanism.
The restore mechanism may also be used to create / replace an environment from
the backup staging area of some other environment.

Restrictions

SDS environments may only be restored from the pre-installation or standard
backup staging areas and no journal information is required as resynchronization
will occur when re-connection to the SDS Primary occurs.

Initiation of a Restore

The restore facility is started from the host environment maintenance form. The
JADE environment being restored is the host environment selected on this form.

[@]3ade Environment Maintenance [_T5[=]
JADE Erwiranment Name [TEST16 on CNWIERIE (Primary) ~] T create New Jade Environmert
Master Envitonment TEST1_1B ¥ Exclude 354 ™ Exclude Remates
I™ Exclude Secondaries ™ Excluds RPS
Update Items ] Activities b Cluster & 505 o Tasks il Thincliert N App Server Certificates
Backups hl Compact R Rearg Info N Restors BT Relocate
Confitrn target environment name  festib |
Backup Source Directory. [TESTLE Standard Backup (d:/crwbackupoffiinetest1b) -] Get Detals
Backup & Enviranment Details B Wolume Details B Restore Cantral
Restars Optire Rietain Existing Filzs | Dirsctoriss

Restore hinaries & system files | Clear File Paths [~

Restare MISC directory [ Clear 505 Role [

Number of workers [ | Define Licence Key [

Fresh Restart [

Recover Recovery Optians
& Recover € Restore No Recovery | "'_ Recover using existing journals Recover Using Last journal or Date [ | Tme[ ]
Start Time | Status | End Time: | Elapsed | Size [MB)
20/08/20 15:32 | Conipleted O, | 20/08/20 15:34 | 000203 | 2581
[P0j05/20 15:32144  Restore requested by John Rae (cnwjer1) on CNWIERIA Terminste
20i08(20 15:34:11 15:34:10 (15A) Restored database files - 1.2 GB

201081200 15:34:115 15:34:17 (15A) Restored non-database files - 1.4 GB
20/05i20 15:34:148 15:34:47 (154) Restore completed successfully

Inspect

Selecting the restore sheet on this form presents the above details:

= the restore directory combo box is loaded with the standard and
pre-installation backup directories for all other JADE environments
resident of the same server host and is pre-filled to specify this
environment’s backup directory.

= The JADE version combo box is loaded with all valid JADE releases from
the product release directory maintained in JSM. This ensures that the
Jade version you are restoring is the Jade version you expected. If not,
then the restore will fail in JSA during start up.

= The ‘Retain Existing Files / Directories’ is obtained from the Exclusions
list for this environment and may be modified.

= The ‘Recover using existing journals’ is set by default. This means that
journals from this JADE environment are used rather than the journals
from the backup directory.
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=  Number of workers is pre-filled using the same value as defined for the
backup offline workers. This value may also be adjusted before initiating
the restore.

= Details of the last restore are shown if a managed restore has been
initiated.

The backup directory specified for a restore may be one of those pre-defined in the
‘Restore Directory’ combo box or may be a manual entry.

Unless ‘Restore No Recovery’ is selected, one of the recovery options below must
be defined:

= Recover to last journal, a journal number must be entered.
= Recover to specified date and time.

Clicking on the ‘Start Restore’ button will display the following form if the restore
directory specified is not the pre-installation or standard backup directory for this
environment.

This restore is from a directory other than this environment's

standard or pre-installation backup directory

Continuing WILL require licence key details to be entered now and, when restore has completed,

will require an initialization file to be created and deployment verzion files to be provided.

Enter licence details below:

Licence name [JSC JADECare 24 Development

Lizence key |2433EEF2 |5E7B292C |49D5282E |DACTAZZS

J K 1 N Concel 1

If the JADE environment being restored has previously been an active JADE
system, then the last known licence details and serial are pre-entered and need to
be confirmed.

If the JADE environment being restored is a new environment and has never been
run as a managed JADE environment, then no licence details will be shown and
these details will need to be manually entered.

The licence details are validated before proceeding, any error will result in this
form being re-displayed.

NOTE: If the JADE environment is being ‘refreshed’ from other than it’s own
backup directories, the restored environment will be left in a usable state,
however, there will be no initialization files, JAWS control files or deployment
version files resident. These will require operator intervention to provide once the
restore has completed.
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Start Restore

Having clicked on the start restore button and possibly providing the licence
details, a final check form is provided to ensure that the parameters selected are
correct as follows:

B
kK accept following parameters and stark restare, otherwise Cancel
Restore from t:/cnwbackup /testjk10
Retain Binaries and System Files
Retain MISC directory (excl control files)
Recover ta Journal #113
Journals From Backup directory
File Paths Retained
Excluded Structures Mone
Modified Structures MNone
Warkers 3
Backup JADE wersion 7.1.08
Cancel |

Check the parameters are correct and click OK to proceed with the restore or
Cancel to modify the parameters.

Once the restore parameters have been verified and OK’ed, JSA is requested to
start the restore process.

View Progress

A progress form may be activated from JSM so that the progress of the restore
may be observed. It works in the same manner as the backup progress bar.

EE X

| Active |

Restoring database

Id I apfile: Progress Phaze

121 trashd r4 verify
1120 testjk r4 verify
1133 _sysint 0% restore

While in the database restore phase, the id shown reflects the process instance id
seen in the System View form for the worker application. The phase column may
have the following values:

= Restore — the mapfile named is being restored from backup

= Verify — the mapfile named has been restored and the integrity of the
restored file is being checked.

Terminate Restore
This option is only valid if the restore log is:

»  Active (currently in progress and JSA is online);
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= The restore is a managed restore rather than an deployment process
restore.

When this option is selected, a pop-up dialog is provided asking you to confirm
your request before passing an interrupt request to the restore process concerned.

NOTE: The interrupt request may take a while to action as it may arrive just after
a large mapfile restore request has been started or a large binary file has started
being copied. If this is the case, then the process concerned will need to complete
normally before the interrupt can be actioned.

Restore Processes

Once JSA has started the restore, the restore is completely autonomous from JSM.
Regular updates are returned to JSM so that progress may be observed (via the
restore log updated on the Host Environment form restore sheet or the Restore
Progress form).

When the restore process has ascertained that the restore is viable, then JSA will
place a backup.htm sentinel file in the <env>/server/c_misc directory to:

= Avoid backup and/or deployments from touching this environment
*  Prevent JAWS from starting this JADE environment.

Any files found in the logs directory of the JADE environment being restored are
not deleted. All existing journals found in the current or archive directories are
renamed with a save prefix for potential re-use should the restore fail or any
other issues arise with the system.

The restore process is performed completely by JSA using the following JSA
applications (which will be visible via the System View screen), each application
is suffixed by the JADE environment being restored:

KarmaRestoreMgr <env>:

The parent application for any restore. This application starts and monitors all
other worker applications, does all the logging required and periodically issues
updates to JSM of progress to-date.

KarmaRestoreFile <env>:

The name of the worker threads started for each mapfile to be restored.
KarmaRestoreCheck <env>:

The name of the worker threads started for each mapfile to be verified.

Each restore creates a restore log (in the same fashion as the installation log and
backup log). This is retained under the environment’s logs directory and has the
following title format:

r <env> <ccyymmddhhmmss>.log

Restore and Directory Structure and Permissions

The target environment’s directory structure is retained, if it exists, and
permissions applied will be done in edit mode retaining other existing
permissions. Permissions specified below will have their access rights replaced
and all other permissions are retained:

* SYSTEM - Full Control
»  <administrator group — derived> - Full Control

= <env> - Full Control
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=  <env> g-—Read Access
= <env> m — Full Control
The following steps are now taken during a restore:

= Cluster file share resources are taken offline for the JADE system’s
environment and for each include directory specified. NOTE :this could
result in SNMP traps being generated.

= Open file shares are closed for the JADE system’s environment and for
each include directory specified.

= All files are removed from the JADE system’s environment and for each
include directory specified. Exceptions to this removal are file and
directory exclusions and the transaction journal directories. The directory
structure is retained to retain any permissions and file shares defined.

= All binaries and miscellaneous files for the JADE system’s environment
are restored from the pre-deploy backup area.

= All files from include directories and sub-directories are restored from the
pre-deploy backup area. (refer to Include External Directories in the
section Managed Backups above).

= (Cluster file share resources are marked as online.

NOTE: The action of taking cluster file shares offline and online may generate
SNMP traps which will shows as alerts within JSM.

Database Only Restore

If the options ‘Restore binaries &system files’ and ‘Restore MISC directory’ are
not selected, indicating a database only restore, then if the backup area contains
directory <env backup root>\server\c _misc\apps then this directory and its
contents (including sub-directories) are restored unconditionally.

Note that the corresponding files and directories from
<env backup root>\altos\<characterset>\x64-msoft-win64\misc\apps will also
be restored to ensure consistency and avoid downstream deployment issues.

Files Automatically Excluded

If the restore is from a backup directory other than the environment’s own
pre-installation directory or standard backup directory then not only are those
directories specified on the restore initiation form excluded from the restore but
the following files are also excluded from being copied back:

» ‘pem’ file extension and binary path (<env>/server/c_bin)
= ‘ini’ file extension and binary path (<env>/server/c_bin)

= ‘ctl’ file extension and Cardinal miscellaneous path
(<env>/server/c_misc/Cardinal)

* ‘cmd’ file extension and Cardinal miscellaneous path
(<env>/server/c_misc/Cardinal)

= ‘ver’ file extension regardless of path

= ‘exe’ file extension where file is prefixed ‘<env> cl ’, ‘<env> tc ’ or
‘<env>_jom_’ (these files all being deployment self-extracting files)
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Ini File Specified Exclusions

It is now possible to add exclusions of files that are NOT to be overwritten by the
restore process without patching JSA. This can be done by adding one or more
ExcludeFile<n> entries in new section [JSMRestore]. Refer to ini file
documentation earlier on section [JSMRestore].

Example:

An example is where a Jade Environment has .Net applications (running under
one or more sub-directories in \server\c_misc\apps) and one or more requires a
new configuration file named ‘appsettings.json’. The ini file settings below would
ensure that the appsettings.json in the active directories are not overwritten by the

restore process.

[JSMRestore]

ExcludeFilel=d:\example\server\c_misc\apps\*,false,appsettings.json

The “ExcludeFilel’ definition would ensure that any files named
‘appsettings.json’ json’ found in the first level of sub-directories in
d:\example\server\c_misc\apps are retained and not overwritten by files in the

backup image.

Execute Operations scripts During Restore

If the any of the following command batch scripts are present in JADE database
environment ‘\server\c misc\Cardinal’ directory they will be executed in the

defined restore phase.

If any script terminates with exit code other than 0 then the restore will fail with

€1Tor.

Script name

Execution phase

restore_initialize.cmd

Before any restore activity started

restore_post_remove.cmd

After existing file content has been removed and
before database files are 'restored’

restore_post_dbcopy.cmd

After database files have been restored to disk and
before any non-database files are copied back

restore_post_filecopy.cmd

After non-database files have been copied back from
backup staging area and before database is recovered.

This will execute if present even if non-database files
are expressly not copied back.

restore_post_recovery.cmd

After database has been recovered and before restore
process terminates
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Script Maintenance

Script Maintenance provides the ability to view and modify (replace) scripts
within JSM.

As at the 4.1.02 release, scripts can be executed in three contexts (three Script
Activities):

e ODBC Backup
e Task Scheduling
e Webhook Endpoint
All scripts loaded currently will belong to one of these activities.

There is currently only one script defined for the ODBC Backup activity and that
is to support the backup of the MSSQL environments (including system databases
master, model and msdb).

Task Scheduling activity supports scheduled execution of PowerShell, DOS batch
(.bat and .cmd) and ODBC query scripts (.sql).

Webhook Endpoint scripts can only be created by using the Script Builder form.

Creating a New Script
Webhook Endpoint Scripts

Scripting for webhook payloads is very specific. Please refer to the section titled
‘Webhook Endpoint Processing’.

ODBC Backup and Task Scheduling Scripts

Open the Script Maintenance form (by selecting menu item Set Up | Scripts) and,
when the form is presented, click the check box ‘Create Script’.

' o]
| Activity |Task Scheduling LI Script Type: MS batch
i Auth John S
Script Name =] createsapt I uthor ohn
Last Modified by  John e
NEWREmE Jwrite Time LastModified 30 April 2019, 16:31:07
Categories |Mis( l! View Categories |
Description |Writ&s the time of execution to c:\temp
i s
Script Tasks ] Used by Servers |

Load Script |

|echo STIVE% > cr\temp)ime. tet ]

NOTE: The ‘Create Script’ check box is NOT provided when the activity is
ODBC Backup as the scripts required are under the control of the JSM
development team. However the content may be modified at any time by the
Operations Group.

In the script name define a unique name that the script is to be known by. This
script name can be modified later if required.

Click on the ‘Load Script’ button to pop-up a file browser window and locate a
valid script file, this can be any file with the following file types:

e bat — MS-DOS batch script
e cmd—-MS DOS command script

e psl — Powershell script
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e sql—SQL query

The content of the script identified is loaded into the text box for viewing and the
OK button will save this script.

ODBC Query Scripts
ODBC query scripts can be created in all JSM instances, however can only be

executed via the task scheduling mechanism in JADECare24 JSM.

Note: ODBC queries that select a ‘name’ property must rename that column
heading using an ‘AS’ keyword. E.g. SELECT name AS productName FROM...

ODBC query scripts can be executed via the task scheduling mechanism against

user and system databases (for example master, model and msdb databases in
MSSQL).

cnwsgl Query Limits

Maximum SQL statement result buffer size 48,000 bytes

Maximum SQL statement result rows 4096

Maximum SQL statement result row size 4096 bytes

Maximum SQL statement result column width 256 bytes. (right truncated)

Viewing ODBC Query Results

By default, output from ODBC query scripts is persisted and can be viewed (and
deleted) from the ODBC Query Response form (via the quick launch menu in
System view, or by right clicking the script in Script Category maintenance).

EJADECa re Systems Manager (TEST) [User=CHV [ - [ODBC Type Ma
Ele View Deployment Reports SetUp Options Alerts Moni 0s

itoring
;z;,gﬂmpﬂﬁm,a_ﬁa,bu@
== = = | p—

-ioix

™ Shaw My Seripts Only

HouseKeeping
CheckDomainUsers
CheckLocalAccounts
Dir_dats
Env_bounce
Timekeeper 2Change

Jade

JADE Transient Methods

tnlert,oDac,lnstance,cxutoﬁ:ate
-fixup_ODBC_changeVersion

SOL Scipts

QL Find DB LSN numbers e rcien Aty
SOL GET Trace Flag Status | [N e Mg =t

Query Results can be displayed by selecting the number of executions that you
wish to view, or by specify a data range withing which the results were obtained.

(BIVlE- (=Dl itempdb in cnwijuo on ciwchess65. ciw.co.nz
Query [5QL DISK Latency =
MNumber of Executions <n> | 3 Listlast <n> Execuﬁonsl
OR

StartDate |15/03/20 to EndDate |16;03,f2[] List Executions | Displaying 3 of 9 executions

Date ReadLatencyWritelatency |Latency [AvgBPerRead|AvgBPerWrite |AvgBPerTransfer Drive DB physi

12/03/20 15:00 {ver=1) 19 2 19 254647 3192 254488 M:  |WideWorldImporters M:\cn
5 1 4 20907 10854 17025 M:  |WideWorldImporters M:\en
7 1 5 5230 8268 3243 M:  |tempdb M:\en
21 i} 3 38773 32763 33441 M:  |tempdb M:en
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JADE Transient Method Scripts

JADE transient methods can be executed through the Task Scheduling mechanism
either as stand-alone scripts (for example reporting) or as partner scripts that
process output from their counterparts. JADE transient method scripts can only be
created by members of the JSM development team.

Task Scheduling Partner Scripts

Partner scripts are JADE transient methods authored by the JSM development
team that process output from their counterpart script. This provides the ability to
define and modify script processing between JSM releases (as opposed to the
default behaviour of merely logging the output in a task log).

Steps

1) Create a script s1 whose output is going to be processed
Q0o pameenance S

1
i Activity [Task Scheduing Rl
'

Script Name

~| Ccreate Saipt [

Wew Name 5oL pIsk Latency |

" Categaries [EaL sapts ~]  View Categories

s Handler Seript [~

« Hander Sript [Hone =]

Description |5QL DISK read-write Latency Details,

Load Saipt

[SELECT
[ReacLatency] =
CASE WHEN [num _of reads] =0
THEN 0 ELSE {[io_stall_read_ms] / [num_of_reads]) END,
[iriteLatency] =
CASE WHEN [num_of_writes] =0
THEN 0 ELSE ([jo_stall_write_ms] / [num_of_writes]) END,

Script g Tasks

2) Create a script s2 and specify that it is a handler script

Activity |Task Scheduling :I

Seript Name |SQL Disc Latency Handler | Create Soipt W

Categories |JADE Transient Methods j View Categories

Is Handler Soript [

Handler Seript | =]

Description |Handles ODBC Disc Latency
Script \;

'g.uad Scnptf C:\temp'\Disc Latency Handler.mth

JossControl: :ODBCQueryResponseHandler
handleGetDavidsPhoneTemp{pParameter : TaskHandlerScriptParameter) : String;

I

Purpose:

3) Edit script s1 and assign s2 to be its handler script

Activity [Task Scheduiing =]
Script Name SQL Disc Latency ] Create Seript
MNew Name ‘SQL Disc Latency ‘

Categories [JADE Transient Methods =] ‘iew Categories |

Is Handler Script [

Handler Script

Description ‘Quarv Disc Latency

Script {
Load Script |

ISELECT
[ReadLatency] =
CASE WHEN [num_of_reads] =0
THEN 0 ELSE ([io_stall_read_ms] f [num_of _reads]) END,
[Writelatency] =
CASE WHEN [num_of_writes] =0
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Identify Tasks and Servers Using a Script

The ‘Tasks’ and “Used by Server” sheets list those Tasks and servers that use the
selected script respectively. Double-clicking on a row that defines a Task will
cause the Task Maintenance form for that task to be shown.

m Script Maintenance

Activity |Task scheduling ﬂ
Script Name ﬂ Create Saipt [
Mew Mame Ihelln3 P5
Categories Inew ﬂ View Categories |
Descripbon I
Script ' Tasks

|Test Powershell Script

Script Categories

This form enables scripts to be grouped into user defined categories for easier
viewing and management. The form is accessible from the main Setup menu and
from the Script Maintenance form.

The form provides easy access to editing a script by double clicking that script to
edit it in the script Maintenance form.

Initial categories “Misc” and “ODBC Backup Scripts” are provided.
Right click in the categories list to add a new category.

A script can be dragged from one category to another.

[[scrit ategory aimtensnce RI=TEY

[—|-Misc

Write Time
timedScript
[=FODBC Backup Scripts
MESOL

COrade

[=FODBC Queries
l—Queryl

new

Task Scheduling

A task can be created/updated that will execute either a script or a command line
sequence and this task can be targetted to one or more servers, JADE
Environments or ODBC Environments.

It is possible to schedule tasks for any of three managed entity types (target types):
e Server

e JADE Environment (database or remote fat-client)
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e ODBC Environment

A task defined to execute with a specific target type is restricted to executing only
for members of that target type.

When a script executes against an instance of a target type, variables pertaining to
that target type are inserted into the start of the script prior to execution. The
values assigned to the variables are determined by the target instance. The author
of the script may include references to those variables in the body of the script.
Note: for a task that runs against a server, the variables inserted are those for the
Jade environment that is the JSA.

Any standard output received from the process or processes started by this task
may be saved to the history log for the executed schedule — see subsection
“Standard Output Handling” below.

A task defined with a target type of JADE Environment can be executed for a
number of different JADE Environments which may all exist on the same server
or each may be on different servers.

A task may be defined with the same schedule for each target requested but it is
also possible for each task target to have totally different schedule. A target may
have one or many schedule definitions.

WARNING: When starting any batch process, be aware that all child processes
spawned will inherit the standard output handle (unless this is expressly avoided).
That means that what may be considered an asynchronous task turns out not to be
and the task schedule run may execute for considerably longer than expected as it
is waiting for the standard output handle to be relinquished.

Items to be aware of:

e All of the changes made in the Task Maintenance form are only
committed to the database and replicated to JSA when the OK button is
clicked (so “Run Now” and “One Time” schedules can expire before the
update is committed).

e All changes will be shown by colour selections to indicate:
o Green - added
o Orange - changed
o Red-deleted
o Black — no change
The Task Maintenance form can be displayed from the following sources:
e Menu options (Set Up | Task Scheduling)
e Server Host Maintenance form sheet Task — double click on a row

e JADE Environment Maintenance form sheet Task — double click on a
row

e ODBC Maintenance form — Task Item list — double click on a row

e Task Summary form — double click on a row
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Creating a New Task

[3] viewing task item in read-only mode. o ] 4
Task Nam i =] [~ Create New Task
New Name |
Desaription |
Basic i Targets 1
[~ Acti
Script Name |
or
Command Line
Elspsed Time Threshold (mins) |:|
Cpen Tracker T
-
r
-
ippr ut [
Inspect | De | EDIT Mode |

Click on the check box ‘Create New Task’ to create a new task.

Fill in the items on the ‘Basic’ sheet:

Task Name

Script Name

Command Line

Elapsed Time Threshold
(mins)

Open Tracker

Inherit by New Entity

A unique name that identifies the function. This can
be changed later if required.

Select a script if the ‘command line’ option is not to
be used

Define the command line syntax if a script is not to
be used.

Define the ‘elapsed time’ in minutes that the task is
expected to complete in. If this threshold is
exceeded then a Tracker call or an alert will be
created / updated.

If left as zero, then no threshold check is done.
NOTE: this threshold will be inherited by each
target entity. It can be overridden for specified
targets.

This check box is only available if Tracker has been
instantiated.

Check this box if Tracker calls are to be raised with
any threshold or failure relating to this task. If this
box is not checked or Tracker is not instantiated
then alerts will be generated for any issues arising
from this task item.

Default schedules will be inherited by any new
entity created of the designated target type.
For example: If a new JADE Environment is
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discovered then the new entity will automatically
acquire the task items which:

- have this attribute set and
- where the defined target type is JADE
Environment

The JADE Environment will have the default
schedule definition(s) as defined for the task item.

Pseudo Task Feature yet to be implemented.

Disabled When set, this means that all scheduled entries for
all target entities no longer execute.

Suppress Standard Script ‘info’ lines are not captured (and not saved to

Output JSM’s history log). This enables standard output
from any subordinate processes started by the task
script to be captured and processed by the task
script.

Target Entity Type Select one of Server, JADE Environment, ODBC
Environment. This restricts the selection of Task
Targets to this specific type and determines the
variables (and their values) inserted into the script
prior to execution.

Updating an Existing Task

Allows for any or all of the following:

the task name to be changed

o for task item specifics to be changed (e.g. elapsed time threshold)
e task targets to be added or deleted

e schedules to be added, changed or deleted

e default schedule items to be added, changed or deleted.

=3[
-] I~ Create New Task
New Mame \ Tes| |
Description |
Basic } Targets i
ScrptName  [tmedsoot e
or
Command Line
Elapsed Time Thieshald (mins) [ | FegekEity Type ———————]
Open Tracket ¥ ® Server
] |
] |
I |
r
= el
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Selection of Task Targets

The available task targets will be dependent on the Target Entity Type specified.
These are displayed in a table with the details varying dependent on the target
type. Note that the table may be sorted by clicking on the column heading.

The following form lists of available and selected servers for a task having target
type server (just the short FQDN is displayed):

+ Edit 'Cluster Test' ol =1ofx|
TaskMamz  [Cluster Test B I Create New Task

MewName  [Cluster Test |

Basic Targets Default schedules
Avalable Targets Selected Targets
Env Server Db Rale CIRC
|enwkarma CNWMFILA  |Undefined 5
crwikarma CNWMFIIE  |Undefined 1
mta21s CHWMFILA 5
MTTEST CHWMFILE 1
ioss3806 CHWHMFJLD z
mest3703 CNWHFILD 2
CNWMFILD z
CRWMEILD z
CNWMEJIE 1
testikio CHWMFJLA  |Undefined s
estika CHWMEIIE __[Undefined 1
kst iansi CNWMFILA  [Undefined 5
kst iunicd CNWMFILA  [Remote 5
tst1unicd CNWMFIIE  |Undefined 1
tst2unicd CNWMEIIE Undefined 1 -
kstikeozn CNWMFILA |Secondary 5
kstike0z0 CNWMFIIE  [Primary 1 ==
tstike0zr CNWMFIIE  [Secondary 1
stikr 1 CNWMFILA  Undefined s
tstshexam CNWMFILA  |Undefined s
stshexam CNWMFIIE  [Remoke 1
stxjmt CNWMFILA  |Undefined 5

Inspect | Delete | O |

e  svelsdeees

The above shows three server targets selected (where the new targets are
highlighted in green).
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Definition of Schedule Details

By right clicking on an entity in the ‘Selected Targets’ area, the following menu
options are provided:

Targets ] Default Schedules
Selected Targets
:l O Fabrics in SQL_2012 OM 5203 on n:nwchcsZD3 NW.C0.NZ

system in SOL_2012 =

Add Schedule
Add Schedule All
Edit Schedule

Delete Task Schedules
Delete Schedule
Undo Delete Schedule

Edit Target
Delete Target
Undo Delete Target

> | Run Task Mow
> |

=

Select menu option “Run Task Now” to create a schedule for immediate
execution. The schedule added is is for a time in the time frame of the target
server within the next thirty seconds to two minutes.

Select menu option ‘Add Schedule’ to create a schedule for the task target
selected.

Select menu option ‘Add Schedule All’ to create a schedule for all task targets
currently shown in the ‘Selected Targets’ area.

The schedule dialog that appears will identify in its heading caption the selection
made:

e Add schedules to <target name>
e Add schedules to multiple targets

When one or more schedules have been defined for a task target, a + sign is
displayed next to the target.

[J]edit ‘Test Powershell Script’ =

Task Name |Te5t Powershell Script j

Mew Mame |Test Powershell Script |

Description I
Basic Targets ] Defaolt Sch

Available Targets
Eny Instance | Server CIRC

Click the + sign to expand the schedule details as follows:
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Targets ] Default Schedules

Selected Targets

day

O systemin SQL_2012_0ON_5203 on awches203. aw.co.nz

Right clicking on a schedule pops-up the following dialog:

Targets ] Default Sd

Selected Targets

Delete Task Schedules
Delete Schedule
Lndo Delete Schedule

This allows the schedule to be edited or deleted.

Schedule Definitions

The scheduling options are similar to those provided by the Windows Task
Scheduling with some extra options. An example of each schedule option
permitted is listed below:

One Time Schedule
Provides the ability to define a single run on a specified date and time.

E]Adﬂ Schedules to Fabrics in SQL_2012_ ON_S203 on cnwches203.cnw.co.nz
= Schedule Type——

StartOn [1/05/2015 Time

&+ One Time
" Minutely
" Daily

" Wwealdy

" Monthly

Save &
MNew

Save &

||5etbngs have changed, OK to save
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Daily Schedule

Provides the ability to run every specified number of days starting on a specified

date and time:

x
r Schedule Type ——
Start On |1,fusfzu19 Time |19:1n
Recur Every |1 days
" Minutely
" Daily
" Weekly
" Maonthly
Save &
Cloze
[Statustine
Weekly Schedule
Provides the ability to run on specific days of the week and the weekly intervals
starting on a specified date and time:
x
r Schedule Type ——
Start On |1,fusfzu19 Time |23:1n
Recur Every |1 weeks
¥ sunday
" Minutely
[~ Monday
" Daily I~ Tuesday
1= \Weekly [ Wednesday
[~ Thursday
" Maonthly
™ Friday
[~ saturday
Save &
Cloze
[Statustine
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Monthly Schedule by Day of Month
Provides the ability to:
e Run for every month of the year or for specific months of the year

e Specify which days of the month(s) selected the task is to execute for.

r_j]Add Schedules to Fabrics in SQL_2012 ON_S203 on cnwchcs:

r Schedule Type ——

Start On Il,."UEJ’Z[J‘LQ Time I14:2[J

Months Days ]. On
e Fi 1 Oz Ca
" One Time sl

[z [ & [ [ Last

1 Minutely [ s [ s = I FBD

By T4 14 [ 24 [~ LED
[i5 [T15 25

" Weekly Cs I 16 I o

& Moty &7 ¥ [ 27

s 18 [ 28
e [ 39 [ 29
[ 10 [ 20 30

Save & Save &
MNew Close
||Setﬁﬂgs have changed, OK to save
Last means the last day of the month. So specifying last in the month of
February would mean either the 28™ or 29" (if a leap year)
FBD means the first business day of the month.
LBD means the last business day of the month.
All When checked will set every day to true. When unchecked will reset

every day to false

Monthly Schedule by Day of Week
Provides the ability to:
e Run for every month of the year or for specific months of the year
o Specify the week or weeks of the months selected

o Specify the day or days of the weeks selected.
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E]Add Schedules to Fabrics in SQL_2012_0N_S203 on cnwchcs

~ Schedule Type —

" One Time

" Minutely

" Daily

" \Weekly

{* Maonthly

Start On |1,m5f2019 Time [14:20

Days Cn
I” Al Days
I First ¥ Sunday:
[ Second [ Monday
[ Third [ Tuesday
N a [ Fourth [~ Wednesday
December
¥ Last [ Thursday
™ Friday
[ saturday
Save & Save &
New Close

||Setﬁﬂgs have changed, OK to save

Standard Output Handling

By default, any standard output received from the process or processes started by
this task (for example, a batch script) is passed back to the initiating JSM\JSA
application (unless Suppress Standard Output is selected on the Basic sheet for the
task). Each line of output is logged to the task log (t_log). The first word of each
output line is checked to see if it matches one of the following command words
and the corresponding command action is performed.

Command Command Action

"taskstarting" | Signals that any following ‘information lines’ (see next
command) will be sent to JSM and stored persistently in a
history log. Any “info” lines prior to this will be logged in the
t log but will not be saved in the JSM history log.

“info” Text following the “info” command will be saved in the
history log.

“info:” “info” with a colon. Synonym command for “info”

“error” Generates a “Script : error string” entry in the t log with the
text that follows the “error” command

"taskcomplete" | “Task <task name> "script execution completed." is written to
the t log.
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System View

S

Server Hosts Environment Clients

Bl £ W - TP Corporation ] arcweb (Webske) 1 CHWMFIA
18 Node: pi

CNWNFID Default Wieh Site {iebste)
CNWMF)IE Jwecpower (Websits)
Bl TES - Test Example of a Customer TESTIKL
TESAKLSL TESTIKIO
TESAKLSZ testjki0_SomeService { NET Service)
TSTLANST
TSTIKEOZ0 (Secondary)
tstkE020 (Website)
ST
TSTSHEXAM

Current Alarms

‘ W auto-refresh I~ Bhow dissbled ertities: I Suppress customers [V Enable Expand/Callapse ‘

Double-clicking on any entity within this form (with the exception of Current
Alarms) will open a new dialog showing further details for the entity concerned.

Auto-Refresh is ON / OFF

This check-box provides for the form to be refreshed as details change. The
default value for this check-box is off as there can be quite a number of
notifications received by this form when this option is selected.

The check box value is retained across a form close and open for the user.

Show Disabled Entities

When the above option is enabled, then all entities (server hosts and host
environments) marked as disabled can be viewed via this form.

When the option is disabled, then disabled entities are suppressed from view.

The check box value is retained across a form close and open for the user.

Enable Expand/Collapse

This is only visible for users defined with security roles of Super User or
Operator.

This option will allow entities in the Server Hosts list box content to be collapsed
or expanded. When collapsed this will reduce the number of items visible in this
list box.

The check box value and the items that are collapsed are retained across the form
close and open for the user.
Cluster Host

Right click on a cluster host will select the cluster host concerned and display a
menu with the following options:

= (Cluster host details for <cluster host name>

= Delete cluster host <cluster host name>
NOTE that this is the only way to now delete a cluster host.
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Server Host

Placing the mouse over a server host will cause a bubble help dialog to display
showing the date and time local to the server host concerned.

Right click on a server host will select the host concerned and display a menu with
the following options:

Windows Terminal Server session to <host name>
Windows Terminal Server console to <host name>
RIB Connect to <host name>

Commander session to <host name>

Other remote session .....

Host setup for <host name>

Host details for <host name>

View Backup Schedule

Create HostDown call for <host name> or Open HostDown call <xxx> for
<host name>

Discover .NET Services
Discover Web Info

Delete host <host name>

The above may be enabled / disabled depending on the Operating System detected
on the host concerned.

The first 5 options provide access to various interfaces that provide access to the
host concerned.

The next 3 items permit the user to go directly to the appropriate JSM form and
have the correct details presented for the host selected.

The ‘Create HostDown call / Open HostDown call” is only available if the
Tracker module has been installed.

The menu items ‘Discover .NET Services’ and ‘Discover Web Info’ will:

only be visible if the JSM global Discover option is enabled and

enabled if the server host ‘Enable Discovery’ is set

Host Environments

Right click on a server (host environment) and the item will be marked as selected
and a menu provided:

Host environment Setup

Host environment details

Show Host Environment Call <xxx>

Start Adhoc Backup

View Backup Progress

View Backup Schedule

Delete Host Environment <host env> of <host name>

Change Role to SDS Secondary
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“Show Host Environment Call” is only available when Tracker has been
installed and a server host down fault has been exploded to generate sub-calls
for all host environments that run on the server host.

“View Backup Progress” is only valid while a backup is actually running.

“Delete Host Environment” is only valid when the host environment is not
active.

“Change Role to SDS Secondary” is only visible when the selected
environment is an SDS Primary and is enabled when the database is NOT
active and the SDE has more than one SDS Primary defined.

Clients

This gives a display of the JADE applications that are executing, and where
running as a thin-client, the computer name of the thin-client workstation.

The applications are ordered by server host they are running on, then the JADE
node O/S pid, and then by the JADE process instance id.

Where the client node is an Application Server Node and the environment has
deployed JADECare Start 3.5.01, then the node text may be appended with the
literal ‘(SSL)’ or the text may be coloured red. With JADECare Start 3.5.01 or
later, it is expected that application servers should be using SSL and those
application servers that are not are highlighted by the red text.

Server Host Fault Explosion
This feature is only available if the Tracker module has been implemented.

The intention of this feature is to advise all interested parties (as defined in
escalation profiles for each customer service within the Tracker module) about the
impact of a server host outage (database host environments and remote host
environments).

When JSM detects that a JSA connection is lost, this not only generates server
down alerts (host environments) where applicable but also creates a Tracker fault
with a description that a possible server host outage has occurred.

While the server host Tracker fault is open, should the JSA connection be
re-established or lost again, this is reflected in updates to the already open call.

Any server down alerts generated due to the JSA connection being lost will
identify the appropriate Tracker call reference, if one exists and is still open.

The Tracker fault generated is assigned to the operations role defined in the
initialization file, is opened as a priority C and is against the appropriate Hardware
Item service component equating to the server host’s fully qualified domain name.
This Tracker fault may then be used to generate multiple sub-calls for each
database environment and remote host environment resident on that server host.

All such sub-calls generated are assigned to the Tracker service corresponding to
the host environment and are opened with a priority of A. The intention of this
fault explosion is that any escalation profiles matching the open calls will be
invoked and will advise all interested parties.

If one doesn’t already exist, a server host down Tracker fault can also be invoked
manually from the System View screen. If a server host already has a Tracker call
associated, then this call can be opened and viewed from the System View screen
as long as a Tracker GUI application is running on the same desktop as the JSM
GUL

© 2020-2022 Jade Software Corporation Limited May 2022 Page 199




JADECare Systems Manager Installation & Administration Guide

If a host environment has an exploded fault assigned to it, then this call may also
be opened from the System View screen by right clicking on a host environment
entity and selecting the Show Host Environment Call #nnn menu option.

Sub-calls may be updated and closed independently from the parent call, however
they cannot be reopened.

When a parent call is updated, the user is prompted as to whether the sub-calls
should also be updated (regardless of the sub-calls open status). If the parent call
is closed, a warning is provided stating that all sub-calls will be updated and
marked as closed and an option to cancel the operation. Once a parent call is
closed, it may not be reopened.
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Alert Management

Detail of alert handling available with the following screens is described after the screen shots
below. This is generic for all three screens and in the first two is provided as menu options,
and in the Alert Details screen as buttons on the form.

Unclaimed Alerts

The following screen shot is primarily designed to show unclaimed alerts and is the principal
screen for monitoring and handling incoming alerts. The number of uncleared unclaimed
alerts is shown in the status line and refreshed on every form update.

Claimed alerts and / or cleared alerts can be added or deleted to the presentation by checking
the appropriate selections. The use of colour to differentiate between alert levels as well as
active and cleared alerts may also be turned on or off by use of the check box.

< Alerts Summary [=]=]3
Level Description State Date/ Time Duration Date [ Time Raised TCP/IP ad ~
9 * e problem on C i . = Jun 16 1 2 16

ne; i 16 16 18:00;
15M Alert : Error : Backup has faled for testgkl on cnwmfj1a.cow.co.nz 3,96, 129, ew | 16 19:00;
JSM Alert : Error : Badwp has failed for tstshexam on cowmfila | 167 new el 3 15
< il | >
[ Use row colour for priority [ | Indude daimed alerts [ | Indude deared alerts 247 undaimed undeared alerts. |
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Claimed Alerts

The following screen shows a list of alerts that have been claimed.
(¢ Alerts for CNWRCG1 [=][=]EE
Level Description Device State Date/ Time Duration Date /Time Raised TCP/IP address Incident?
‘_13’9 J5M Alert : Error : Backup has failed for testjk1 on cnwmfjla.cw.co.nz 143.96.129. 167 new 04 Jun 16 19:00:15 04 Jun 16 19:00:15  143.96.129.1567
<# 9 35M Alert : Error : Backup has failed for testik1 on cnwmfjia. cow.co.nz 143.96.129.167 new | 01 Jun 16 19:00:54 01Jun 16 19:00:54 143.96.129.167
‘?’9 J5M Alert : Error : Backup has failed for tstshexam on cnwmfjla.cnw.co.nz 143.96.129.167 new | 22 May 16 23:00:15 22 May 16 23:00:15 143.96.129.167

| [ Use row colour for priority

Alert Details

Double clicking on any alert in either the unclaimed or claimed alert screen or selecting menu
option details (visible as Menu option Actions on MDI Frame or if right click after row
selected) will provide the following form showing all pertinent alert information, including
any notes that may have been defined.

The alert detail below is an alert that has been claimed as the Claim button is not visible and
all the buttons shown are enabled.

L9 Alert Details - ISM Alert ; Error ; Backup has failed for testjk1 on cnwmfj1a.cnw.co.nz [=][=]E]
. (0]a gln) oo s SO 157 Alert @ Error : Backup has failed for testkl on cowmfjla. cow.co.nz
Device Mame : 143,96, 129,167 Timestamp ¢ Sat, 4 June 2016 19:00:15
Level : ‘;? 9 Tcp/Ip Address : 143,96, 129,167
State: new Enterprise : is0.3.6.1.4.1.2553
Duration : 0 mins 0 secs {1.3.6.1,4.1,2553)
When Raised :  Sat, 4 June 2016 19:00:15 Generic type : 6 (enterprise spedific)
Incident Raised? : no Spedfic Type ¢ 11
Explanation :
04/08,/16 19:00: 15 Standard Backup directory not spedfied for JADE environment testkl ~
W
Motes :
| Alert Control |
| Close Alert | | Release | | Raize Incident Add to Inddent & Close Alert Add Notes | | Copy to Clipboard | | Previous | | MNext
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Entering Notes

Operators may add notes to describe what actions were taken with an alert. Notes are also
added when a JADECare Tracker call is raised (via Raise Fault) or if alert details were added
to an existing Tracker call (via Add to Fault and Close).

o Add Note to Alert -

Selected alert

143.96.129, 167
15M Alert : Error : Backup has failed for tstshexam on cwmfjia, onw.oo.nz

Mote

Alert Handling

Any actions taken with an alert (examining, claiming, closing etc) are recorded as part of the
alert history, which can be displayed after the fact.

When viewing any of the above three forms, options are provided to action the alert. These
are :

= display alert details
» claimand close the alert
= claim the alert
= close the alert
= release the alert (return it to the unclaimed pool)
= add notes
* raise a fault (manually or via SARMS if implemented and active on desktop)
* add to an existing fault and close alert (only if SARMS implemented)
= copy alert details to clipboard.
Display Alert Details
Refer to Alert Details above.
Claim and Close Alert

This is a new action provided in JSM 3.8.06. This allows an alert or multiple alerts not
already closed or cleared to be claimed (even if claimed by someone else) and closed in one
action. Refer to details under ‘Claim Alert’ and ‘Close Alert’ for further details.

Claim Alert

Before any further action can be taken, an alert must be claimed. A user defined as a super-
user (refer to roles) can take over an alert claimed by someone else. However an alert must be
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claimed before it can have further notes added, cause a fault to be raised, have details added
to an existing fault etc.

On the Unclaimed Alert screen, a single row or multiple rows may be selected and may be
claimed by this user by simply clicking Claim Alert

Add Notes
One or more alert rows can be selected with this option.
The form shown under heading above ‘Entering Notes’ will be presented.

Once the Note form has been OK’ed, all alerts that were selected will have the note details
entered added to each of them.

Raise Incident

Note that only alerts that have been claimed and have not had a fault raised against them may
use this option.

If JADECare Tracker has been implemented and a thin-client is also active on this desktop,
then multiple rows may be selected otherwise only one row may be selected.

If a JADECare Tracker thin-client application is not active on the desktop, then the following
form will be presented and the Copy to Clipboard function will provide a clipboard image for
pasting into a fault and will mark the alert as having raised a fault.

o Raise Incident IE”E‘@

Alert

crvwrcg 1a.cnw. co.nz
J5M application not running

Text

!JSM application not running
cnwrcgla.cnw.co.nz 08 June 2018, 14:49:56
Expected 15M application JossControl, JossMessenger to be running

|C0|:uyto Clipboard | | Cancel |

If JADECare Tracker is implemented and a thin-client application is active on this desktop for
this user, then the alerts selected will be concatenated together (in when raised order) and
cause a SARMS new call screen to pop-up on the desktop. The operator is required to, at
minimum, specify the customer, service or component and assignee. When the call is
committed, the alerts concerned are updated with notes detailing that a fault has been raised
and the call reference and the alerts are left open.

Add to Incident

Note that only alerts that have been claimed and have not had a fault raised against them may
use this option.

If JADECare Tracker is not implemented, then this option will be disabled.

One or more rows may be selected and the Tracker call required may be selected from the
following form:
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[ Add Alert Details To Incident -

Call = | Service | Description

Click on a row to put Tracker call reference in Call Reference
text box below.

CallRefererce [T

The Tracker calls that this user has opened or updated in the current logged on session will be
displayed here. A call may be selected by clicking on a table row which will place the call
reference in the text box shown and display the call service and call description for
verification purposes and enable the OK button.

A call reference may also be keyed in and by tabbing out of the call reference field, the call
service and call description of the call will be displayed for verification purposes and the OK
button enabled. If the call reference keyed in is not a valid SARMS call, then an error
message will be displayed in place of the call description and you will be required to rekey
the reference or select from the table.

When the form is OK’ed, all alerts details will be concatenated into another call history
element, the assignee concerned will be emailed, the alerts concerned will be updated with
notes advising their details were added to fault and the fault number and the alerts will be
marked as closed.
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Close Alert
One or more claimed alerts may be selected for closure.

If one or more of the alerts has not been cleared and have no notes associated, then the
“Notes’ form will be provided to enter a closing note.

If all the alerts selected have been cleared, then the alerts will be closed immediately.

If all the alerts selected have one or more notes associated, the alerts will be closed
immediately.

Cleared Alerts

These are alerts that have previously been raised as problem but have since been resolved i.e.:
A server down alert has been raised, once the server re-establishes a connection to JSM the
server down alert clears automatically.

Cleared alerts up to one day prior to the current date are closed automatically with each
scheduled Janitor run.
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Real Time Monitor
cE X 7 ' J A=

‘ Server host crimchos50.chw.co.nz :J Sampling frequency (secs) 2

0
Interupts/sec 1/0 Cache Paging [flushes/zec] 1/0's Queved
[ FLE I i = =P (@
_—

1488 ME free [37%] E2826 ME free [30%] 53015 ME free [85%] 26350 MB free [77%] 192 ME free (37%) I |

hSamp\ed at 04 September 2001, 16:23:23 I

The above display is sampling the requested host for host wide information at the sampling
frequency specified. The graphs provided reflect the items being sampled and the pie charts
show the disk utilisation. The colour of the pie charts reflects each disk drive being sampled
and these colours are also depicted in the I/O based graphs to show /O activity for each disk
drive.

5 \ L s50 JAEEE

Server host IcnwchcsEU.cnw co.nz

ber]Name [Start fime

logon.zer 2001 Sep 03 01:17:48
dkservice 2001 Sep I 5
g jaws 2001 Sep 02 1
455 madic 2001 Sep 02 1

0 ] B
380 resicmon 2001 Sep 02 121253 0 o g
35 cpgwmgmt 2001 Sep 02 121341 o o B
321 comghost 2001 Sep 02 12:13:30 0 o 8
36 jadizp 2001 Sep 02 12:13:23 7 20 2 72 17 8
297 asdsceve 2001 Sep 02 121317 0 1 0 11 g
279 clussvo 2001 Sep 02 121317 0 1 1] 23 13
277 comgserv 2001 Sep 02 121317 1] o 1] i 8
284 comgstor 2001 Sep 02 121317 0 o o it B
300 liccheck 2001 Sep 02 121317 0 1 25 1 g ;J

Thread details for
484 jaws erecUtive

1 g wait user request

2 8 walt uger request 1

ESamp\ed at (4 September 2001, 16:25:58 |

The above screen shows processes running on the host nominated and is refreshed at the
sampling frequency specified. Each process can be further expanded on for its thread details
by clicking on the required process.

Node Process Monitoring

This feature provides an alert mechanism for when the nominated threshold of
JADE processes for a JADE node exceeds the maximum local processes allowed.

Global Settings

The feature may be enabled or disabled globally via the System Options form
(see below)
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Backup | DataRetention Product Registration

Deployment |~

System Global Options

==/

Haost Manitoring Misc | Reporting | Scheduling

Master Environment Directory  d:'joss3803\Master_Environment_Repository

rFing Value Defaults
JossCommsMgr Delay before starting ping timers (zecs)
JADE Defaults

JADE Env Ping Interval |I| (zecs)

JADE Env Ping Response Wait Time |I| (zecs)

rMode Monitoring Defaults

Gnitor Active [
Check Interval III(mins)
Threshold Percent |I|

Maximum Local Processes |I|

Moy

~—_

Ready

All new host environments created (either by discovery or manually via the Host
Environment Maintenance form) inherit the global values provided here.

The values are as follows:

Node Monitor Active This options will turn the node process
monitoring on or off for all host environments.
This value is replicated in all JSAs so that they
operate autonomously should the JSM

connection be lost.

Check Interval The frequency (in minutes) as to when each
node is to be sampled for number of user
processes running.

Threshold Percent The threshold percentage value of each node’s

maximum local processes which, if exceeded,
will cause an alert to be generated.

This value is used as the default maximum local
processes if the node’s ini file does not contain
an explicit MaxLocalProcesses setting

Maximum Local Processes

Host Environment Settings
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C lade Environment Maintenance

JADE Environment Hame: [TSTXIMT on CNWMFI1A (Non-505) - I |:| Create New Jade Environment
M aster Environment TSTXIMT Exclude JSA [Exc
[ ] Exdude Secondaries [ JExc
Update Ttems Activities
Basic Alarms & Exceptions Application Monitoring
[~ Alarms Application Exception Handling
|| fesponse Time Monitoring: Schema Name L Application Name
g (CardSchema 'KCCMgr
o - PortSchema |IMTRegisterVersion
Pinging Enabled [ - Eaoe
Ping Interval I:l
Pirrg Responze Wait Time I:l
Create Alert if Mot Ready
/[Node Monitor \\
Check Interval {minutes} IIl
Thresheld Percent
\ Max Local Processes
A

— —

To turn off node process monitoring for a specific host environment, set any one
of the values below to zero.

Check Interval The frequency (in minutes) as to when each
node is to be sampled for number of user
processes running.

Threshold Percent The threshold percentage value of each node’s
maximum local processes which, if exceeded,
will cause an alert to be generated.

Maximum Local Processes This value is used as the default maximum local
processes if the node’s ini file does not contain
an explicit MaxLocalProcesses setting. The ini
file value for the specific node is always used if
available.

Host Environment Node Monitoring

Every Check Interval minutes, a process in the host environment checks the
number of user processes per node against the calculated threshold for each node.
The calculated threshold is derived as MaxLocalProcesses * ThresholdPercent
div 100, where the MaxLocalProcesses is either the default value defined in JSM
or the MaxLocalProcesses value as defined in the ini file for that node.

Repeat alerts will be issued every Check Interval if the node concerned is still
exceeding the calculated threshold. If an alert was issued and the next check finds
the calculated threshold is no longer exceeded, then the alert will be cleared. The
alert contents are as follows:

Short description
<env name> : Processes per node threshold exceeded
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Long description

<x> processes detected for node (PID=<pid>) on <node name> (<node
type>), exceeds threshold of <threshold value>

Open a Priority B fault and assign to the CSR

When node process monitoring is active for a host environment, a local file is
placed into the JournalRootDirectory of the environment with title of format
NodeMonitor <env name> <ccyymmdd> <hhmmss>.csv. This file is closed at
the start of each new day and contains one entry per node for each check interval.
Details contained are as follows

Date Format CCYY/MM/DD

Time Format hh:mm:ss

PID The process id of the JADE node
MaxLocalProcesses this will be either the default value

specified for the host environment or
the value as obtained by the node from
the MaxLocalProcesses setting in its
ini file

Actual Indicates which value the max local
processes above is:
Yes — actual value from ini file
<blank> — value is default ex JSM

NodeName The computer name and unique id
assigned by JADE for the node.

Total Total number of user processes
running
Not Registered Number of user processes that have

not registered (ie have not activated
Karma Control)

Exceeded This will contain ‘Yes” when the
percentage threshold of max local
processes has been exceeded
otherwise will be blank.

Host Environment and Karma Control

As part of the “‘Node Process Monitoring’ feature, there is also the ability to
identify user applications within a managed Host Environment that do not activate
Karma Control. Be default, every user application in a managed environment must
activate Karma Control to allow visibility to the application by the JADECare
management software.

When a new JADE application starts (which creates a new JADE process), if 60
seconds elapses and the process has not registered in that time frame (by executing
app.cnActivateKarmaControl and with ini file setting [Karma]
KarmaControl=true) then an alert is generated. Subsequent executions of the
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same JADE application will cause repeat alerts to be generated identifying the
nodes.

The alert format is

Short description
<env name> : application has not registered and cannot be managed.

Long description

<schema name>::<app name> instance <x> from node <node name>
(PID=<pid>) detected as running but has not activated Karma
Control.

Open Priority B fault to development group to rectify.

The alerts for specific applications can be bypassed is really required by including
an ini file option for each as follows:

[Karma]
IgnoreKarmaControlCheck<n>=<schema>,<application>

Application Deployment

Overview

The JADECare Systems Manager provides the deployment and installation of
changes to JADE Managed Systems. These changes can include any one or more
of the following

e schema changes (schema, class or method patches)

e command files (jcf)

e reportwriter changes

e binaries and miscellaneous files

e JADE version, consolidated patches or hot fix upgrades

e CardSchema version upgrade

e Specifically named batch scripts to run at key stages of the deployment

Further, multiple individual deployments to a UAT system can be bundled
together and applied in exactly the same order to a production system as part of
one overall deployment.

The definition of the changes to be implemented is known as a JADE Authorised
Release Instruction (JARI), the content of which is defined via the JARI Wizard
and authorised by a person acting on the client’s behalf.

WARNING: User supplied patch files with file titles (excluding path) longer than
50 characters will have this file name truncated when viewing the user patch
history.

XCF Log Monitoring During Deployment Assembly

With JADECare 24 using the JADECare Systems Manager (JSM) in a SDS
Environment, there are several directories used by JSM that need to be replicated
to the SDS Secondary’s location. One of these is the Master Environment’s
staging area (see System Global Options tab Deployment labelled JSM
deployment repository). As the deployment assembly process creates and uses
files in this staging area, there are some conflicts arising with Commander which
manages the XCF function.
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The 3.7.02 JSM release provides the ability to issue requests for Commander to
stop or start log monitoring the directory concerned. This feature can be enabled
or disabled by changing ini file option [JadeSystemsManager]
DisableXCFLogMonitoringDuringDeployment=[true | false].
Deployment and Reorganization
SDS Secondary Ini File Options
[Karma] ResumeTrackingWaitInterval

The SDS Secondary deployment periodically checks the tracking status of the
target environment and will issue ‘resume tracking’ requests.

There have been occasions noted where the data pump application has taken a
longer than expected time to move past a tracking state after being told to resume
and had led to deployments maked as ‘in error’.

The defult period in which the deployment engine will wait to request the next
tracking state after issuing a resume tracking is as follows:

4.0.02 and later JSA:

e 5Ssecs— for SDS Secondary Native

e 10 secs — for SDS Secondary Relational
4.0.01 JSA:

e 2 secs — for SDS Secondary Native

e 5secs — for SDS Secondary Relational

The default values can be overridden a the above ini file setting in the target
environment’s to tailor this setting.

Min value — 10 secs

Max value - 30 secs

Reorganization Ini File Options

There are 2 known ini file options where the setting can cause the deployment
process to fail unconditionally. In the case of an offline deployment, this would
require a restore from pre-deploy backup.

The ini file options are:
= [PersistentDb] NoReorgRecovery
= [JadeReorg] FastBuildBTreeCollections

The first option NoReorgRecovery=true is invalid for use during an online
deployment and should not be used at all for SDS Primary environments.

The second option FastBuildBTreeCollections=true is only valid for offline
deployments and then only if the JadeReorgApp or jadloadb commandline
explicitly states ‘reorgAllowUpdates=false’.

As from the 3.7.02 release of JISM/JSA, the above options are now controlled by
the deployment process (by updating the ini file) depending on:

= The deploy being online or offline

= Whether the schema entity being loaded contains literal _fastbuild (see
below).
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The ini file option [PersistentDb] NoReorgRecovery will ALWAYS be set to
false by the deployment engine for all deployment scenarios.

Refer to section Reorganization option ‘FastBuildBTreeCollections’ for more
details as to how FastBuildBTreeCollections option can be used.

Reorganization option ‘FastBuildBTreeCollections’

The FastBuildBTreeCollections type of reorganization may only be used by
offline deployments.

The above reorganization option is now triggered by the title of schema entity
being loaded, that is when it contains the (case-insensitive) literal ¢ fastbuild’.

NOTE : Online deployments will ignore this literal within the schema entity title
as this reorganization type is invalid for online reorganization.

If a schema entity is loaded that has the literal _ fastbuild’ in its title it will:

= Update the ini file such that [PersistentDb] NoReorgRecovery=false and
[JadeReorg]| FastBuildBTreeCollections=true

= Specify ‘reorgAllowUpdates=false’ as jadloadb and jadereorgapp
command line parameter.

If the JadeReorgApp fails due to the Fast Build option being on and the
deployment module is able to detect that this was a Fast Build option issue (this
feature is available from JADE 6.3.11) then the JadeReorgApp is retried after
turning the FastBuildBTreeCollections option to false.

Optional Deployment File Source

The JARI Wizard and JARI Batch Build requires the user to define the directories
which contain the files to be deployed. An additional option is provided allowing
the user to deploy from a Central Deployment Repository visible to the JSM
database server. The use of this option can eliminate the need to transfer large
deployment files to the developer’s workstation simply to be copied back to the
JSM server for deployment.

The Auto-Deployment feature, if used, requires any files to be deployed to be
located within the appropriate Central Deployment Repository directory
structure applicable to the master environment.

If specified in the JARI Wizard / JARI Batch Build, files are copied from the
central repository first, then client workstation files are copied. If duplicate file
names are detected the user is warned and given the opportunity to proceed or
cancel the file copy.

If the auto-deployment option is configured, then the sole source of files is from
the Central Deployment Repository.

At the conclusion of a deployment (installation completed) which includes files
from the central repository, JSM removes all files for the deployed environment
from the repository.

The root directory for the Central Deployment Repository is defined in the JSM
ini file and can be viewed on the SystemOptions screen, accessible only to JSM
super users.

All platform specific directories that are required need to be defined, the same
applies when using ANSI or UNICODE.

The directory structure is as follows:
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<three character customer id>
\<environment name>

\SCHEMAFILES
\ANSI
\1686-msoft win32
\server
\bin
\lib
\misc
\system
\1686-suse_sles9
\server
\bin
\lib
\misc
\system
\UNICODE
\1686-msoft win32
\server
\bin
\lib
\misc
\system

Maintenance of Central Deployment Repository.

The Central Deployment Repository can be automatically maintained by setting
the Auto-maintain Central Repository checkbox in the System Global Options
form under the Deployment tab.

c System Global Options ==&

Backup | DataRetention Product Registration | Deployment | Environment | Host Monitoring Misc | Reporting | Scheduling

Repository Options
Max J5M file transfer sessions lIl

J5M deployment repository  d:'joss3803115M_Internal_Repository

Product repd Verwrog 1a'J5M_Local_Release Repository

Central repository  V\ernwrsg 1a45M_Central_Deployment_ Repository

< ‘Auto-maintain Central repository [+]

roduct Registration Zip Staging Area Paths /
media and zipped d:Yjoss380315M_Zipped_Files

JADECare files directory  d:'%joss3803\15M_Additional_JADECare_Files

Settings have been updated, not yet saved

Checking this option on will launch a background application
JossSetupCentralDeployRepos which will ensure that all master environment
directory structures required are established. This application will also ensure that
all developer access defined within JSM to master environments is granted as
permissions with Full Control to the appropriate master environment directories.
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From that point on and while this feature remains turned on, the application
JossGeneralEventMgr will continue to maintain the Central Deployment
Repository as follows:

- Additional master environments will have their corresponding directory
structures created

- As distributions are added to a master environment, the addition sub-
directories will be defined

- When a distribution is removed, the master environment sub-directories will
also be removed (usually at end of a deployment)

- When a master environment is deleted, all associated sub-directories and
contents will be removed

- When a developer access is added or deleted to a master environment /
customer (depending on the Explicit Security flag) the developer permissions
will also be granted / removed from the appropriate directory structure.

Nested Deployments

This feature is only available in offline deployment modes. It is not available with
the online deployment.

Only one JADE upgrade may be executed by any JARI either via a child release
or from the parent JARI.

To modify a JADE licence key, this must be defined on the parent JARI as
typically the child release licence key will be applicable to the environment of the
child release and not the parent environment.

Regime Definitions

The concept of a regime has been added to retain existing functionality of
deployments until the pre-requisites for regime 2 exist and to allow an orderly
transition from one to the other.

Regime 0
This regime is no longer supported as from JSM 3.3.
Regime 2

The Master Environment’s regime may be set to a minimum of 2. New JADE
Master Environments automatically set this now to 2. The JADECare Systems
Agent managing all applicable host environments must all be version 3.1 or later
and all host environments must be using CardSchema 3.1 or later.

Regime 2 allows for the automation of:

e SDS Secondary deployments (for Relational databases only a Full Extent
database will be supported)

e Automatic fat client deployment
e Multiple O/S platforms for a host environment

It also allows for online and offline deployment, these are described in more detail
below.

Regime 3

This deployment regime builds on the facilities provided by regime 2 but provides
a greater degree of control with regard to thinclient downloads.
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The impact of thinclient downloads has been quite noticeable and with JADE
improvements in this area (from JADE 6.2.18 and JADE 6.3.04) plus the changes
to the deployment module, we can now identify what, if any, thinclient changes
will be incurred.

WARNING: Changing a master environment to regime 3 mandates the following
changes:

o that the thinclient details be downloaded before actually changing to
regime 3

o that the first deployment at regime 3 is either an initial deployment or a
JADE upgrade.

Online vs Offline Deployment.

Both deployment variants require that the host environment is taken offline at
some stage during deployment, however the online deployment option minimizes
the period that the environment is offline.

Online:
The order of deployment is different than an offline.

All schema type files are loaded one after the other while the system is running
and use loadStyle=latestSchemaVersion which means that all schemas affected
are versioned.

Once all schemas style files have been loaded, the majority of the reorganization is
executed, also while the system is online.

At a pre-determined (scheduled) time, the system is taken down for transition to
occur. In many cases this will just mean moving the schema changes from latest
version to current version, but may also involve the last phase of a reorganization
where collections have been created, modified or deleted.

While the system is down, any binaries etc are put in-place and the system brought
back online

Jade release upgrades and nested JARIs can not be utilized in an online
deployment.

Offline:
Before any deployment changes take place, the system is taken offline.

All binaries and other miscellaneous file are put in place (from Jade upgrade,
CardSchema upgrade, user provided).

If Jade upgrade requested, then the Jade upgrade script is executed.

If CardSchema upgrade is requested, CardSchema schemas are loaded with
loadStyle=onlyStructuralVersioning. If a reorganization is required, then this is
performed immediately.

All user schema style files are then loaded using
loadStyle=onlyStructuralVersioning, and if a reorganization is required as each
schema file is loaded, then this is performed immediately before starting the next
file load.

Items to be aware of:

As the reorganization for an online deployment is done as a result of loading
multiple schemas, the order of classes to be reorganized is defined by Jade and it
is potentially possible for data errors to make the reorganization fail, which may
not be the case if the deploy were an offline deployment.
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Be aware that if the deployment requires certain binaries or other files to be in-
place before schema loads etc, then an offline deployment is required.

If a sub-classed control is modified, this requires that a reorganization occur
before the database definition file (ddb) can be loaded (jadloadb returns exception
8525 Reorganisation is required prior to DDB load) and can only be performed
using an offline deployment.

LoadStyle
Online Deployment

The default loadStyle used for loading schemas in online deployments before
transition occurs is latestSchemaVersion.

Some files may be deferred until transition has occurred, these may be ddb files
(when a sub-classed control change means these need to be deferred) and report
writer files (which require the current schema view). These deferred files, if
schema type files, are loaded with loadStyle=currentSchemaVersion.

Offline Deployment - SDS Primary Database

For a SDS Primary offline deployment the default loadStyle is
latestSchemaVersion with the following exceptions:

e Joad file is a report writer file — loadStyle=currentSchemaVersion

e Joad file is a command file and contains one or more commands that
requires loadStyle=currentSchemaVersion. These commands are
currently:

o movelnstances

rename class
create dbfile
delete dbfile
modify class
modify schema
delete instances
remap class
rename interface

O O O O O O O O

The loadStyle=latestSchemaVersion requirement is to avoid changes to sub-
classed controls causing a 1284 exception on the SDS Secondary and requiring
manual intervention to get the SDS Secondary journal replay to continue.

Offline Deployment - non-SDS Database

For a non-SDS offline deployment the default loadStyle is
onlyStructuralVersioning with the following exceptions:

e load file is a report writer file — loadStyle=currentSchemaVersion

e Jload file is a command file and contains one or more commands that
requires loadStyle=currentSchemaVersion

JADE Command Files
General

When building a JARI, if a schema file provided makes reference to a commands
file (type .jcf) then the JARI wizard expects a command file matching the
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corresponding schema file name to be provided (note that this may differ from the
name given in the schema file). It is the developer's responsibility to resolve any
issues with this (e.g. the developer may have to remove line 1 from your schema
file if the command file to be required), and to specify when a command file
should be loaded (i.e. the order sequence in relation to other schema files).

Command files may be submitted:
o As standalone entity

o With a schema file (the schema file references the command file making it a
mandatory file)

o With a class file (the class file references the command file making it a
mandatory file)

Regardless of the command files associations, the user can define the load order
of command files as for any other file to be loaded into a JADE environment.

Any fatal errors (exit code = 8515) detected while executing the JCF command
file will return an exit code causing the deployment to fail regardless of the
setting of the AbortOnError commands.

Any processing errors (exit code 8514) where one or more commands did not
complete successfully will only cause the deployment to fail if the
AbortOnError command is not specified or is defined as True.

LoadStyle

There are command variants which dictate that the currentSchemaVersion
loadstyle be defined. These are:

e Create DbFile

e Delete DbFile

e Delete Instances
e Modify Class

e  Modify Schema
e Delete Schema

e Movelnstances

e Remap Class

e Rename Class

e Rename Interface

The currentSchemaVersion loadstyle is incompatible with online deployment.
A mix of commands using the above and those commands which require
onlyStructuralVersioning (at minimum) or latestSchemaVersion loadstyles is
also incompatible.

Such inconsistencies are checked and generate errors at the time the command
file is submitted when building a JARI.

The currentSchemaVersion loadstyle is used when any one of the above
commands are encountered.
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Version Control

JARI Wizard
Start Sheet

On this sheet, the environment is selected and short description entered. A longer
description may optionally be entered.

Deployment Type — Normal

Only changes required to be sent are deployed, regardless of whether multi OS has
been selected.

Deployment Type — Initial Deployment

Required when first deploying to a multi OS platform and is used to ensure that a
full consistency for every platform type for the current JADE version is deployed
to the database server.

Release Source — Create New Release:

The JARI has no child JARISs selected, all changes are contained within this single
JARI.

Release Source — Use Existing Release from Environment

This allows another environment to be selected and for one or more JARIs from
that environment to be listed in a table. One or more of these JARIs can be
selected creating what is known as a nested JARI (the master JARI and child
JARIs being those selected from this table). The JARIs so selected may contain or
not any or all of the following:

- a JADE upgrade

- JADE hot fixes

- CardSchema upgrade

- CardSchema hot fixes

- schema, ddfile, methods, classes or command files

- selected files and / or scripts for various directories

See initialisation file for options that affect this area:
[JadeSystemsManager] AllowCrossCustomerDeployment
[JadeSystemsManager| AllowJariSelectNotCompleted

NOTE: Licence details on selected JARIs are ignored. Only licence details on the
master JARI, if provided, will be applied.

Each child JARI will all be applied in child JARI sequence and followed by the
master JARI request.

The selection of JARIs to be replayed does not preclude the master JARI from
defining schema type files to be loaded, JADE upgrade, JADE hotfixes or
CardSchema upgrades.

Deployment Options Sheet

The person authorising the deployment may also provide scheduling parameters.
Note that these may be overridden by operations via the deployment monitoring
form.

When entering licence key details, these values are now validated before the user
may proceed further. Should an error exist, an error dialog is shown and this sheet
is re-displayed.

Expect thinclient download
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This checkbox is only enabled when the master environment is at deployment
regime 3.

If thinclient download files are detected and this option is not specified, then the
assembly phase will fail.

If thinclient download files are not detected and this option is specified, then the
assembly phase will fail.

Check for methods in error after last JADLOAD.

Checking this box will force a check that there are NO methods left in error (and
will force those in error to be recompiled before re-doing the check). See
‘Methods in Error advice’.

This option may be overridden if the target JADE Environment ini file has
[Karma] IgnorelnstallationMethodsInError=true defined.

Last Schema Loaded
If the last schema loaded has methods left in error, then operations is advised. See
‘Methods in Error advise’.

Methods in Error advice

If ‘Check for methods in error after last JADLOAD’ identifies methods in error or
the last schema in the sequence to be loaded reports methods in error, then
operations are provided an option to IGNORE or CANCEL. The IGNORE option
allows the deployment to continue. The CANCEL option causes the deployment
to go into error state and requires a restore of pre-deployment backup.

The IGNORE option will only be used when :

- deploy marked as critical and developer contacted and developer advises to use
IGNORE

- deploy special instructions to operations clearly specify when the IGNORE
option is to be used.

Assembly
o May be started immediately
o May be scheduled

Installation

The options are dependent on whether online or offline backup is selected.
o Offline Backup

»  Shutdown system for offline backup and installation at scheduled
time.

o Online Backup

*  The online backup start time can be scheduled after which any of the
following may occur

* Immediately shut systems down and install deployed files

= Wait for operator authorisation before proceeding to system
shutdown and installation

= Wait for specified installation time before proceeding to system
shutdown and installation

o If ‘deploy hold.htm’ is present in environment ‘c_misc’ folder, the deploy
will hold until that file is removed.
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= If offline deploy/installation requested with online pre-deploy
backup, installation will wait before system shutdown (after online
backup is completed).

» If offline deploy/installation requested but environment is down at
the time of deployment, system will wait before pre-install backup.

» If online deploy/installation requested and environment is up and
running at the time of deployment, installation will wait before
system shutdown (after online backup is completed).

» If online deploy/installation requested but environment is down at the
time of deployment, deploy will stop at ‘Check System’ as it is not
allowed.

‘deployin.txt’ Usage

A user may wish to pre-determine the load order of supplied schemas, classes or
methods. An example of this is when a particular method patch references
attributes or references on a class that is also being loaded. In this particular case it
would desirable for the class to be loaded before the method, using deployin.txt
provides this functionality.

Another reason someone may wish to use a deploy.txt file is in the case of wanting
to deploy a large collection of files to multiple systems. For example, 4 test
environments that are targeted with the same deployment files. If many files are
being deployed then it can be an easy mistake to miss a load submission. Using
the deployin.txt file would highlight such an omission during the JARI build stage.

The format of a deployin.txt file may look like this:

myMethodl.mth
myMethod3.mth
myClassl.cls
__myMethod2.mth

In this example, even though °  myMethod2.mth’ comes alphabetically before the
other definitions, it will be loaded last. This can be seen in the ‘JARI Wizard’ load
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sequencing table below:
f . * IADE Application Release Instruction (JARI)

Erwironment Id [PLUDBABE -l

=10 x|

Start d&R] | Fllz Copy  Load Sequencing |

I Schema files will be loaded in order shown below.

Delete

Delete

| @ Mest > |

Source Fils Mame Absent | Absent SUSL:::Z?BS
Methads | Properties
reyetAethod ] th v v [
reebdethod 3 mth T v [
rClass] .cls T v [
_ myhdethodZ mth it i~ I

@ Cancel JARI Build |

This load sequence can still be adjusted at this point by dragging and dropping the various

entries into the desired order.

JSM will check for a deployin.txt file under the following circumstances:

e Ifadeployin.txt file resides in the same folder as the user supplied class, schema or
method source directory and they haven’t explicitly asked to use a deployin.txt file

they will receive a prompt:
warming =

. You did not select the 'Use order defined in deployin. txt file' option
b an the File Copy sheet, but a deployin, txt file has been found in
— the workstation directory
{C:\temp'arder).

Do you want to use the load order defined in deployin. txt ?

e Ifauser has specifically requested to use the deployin.txt file via the second sheet on

the JARI Wizard:

rid drop Tiles nka =
& |Jze arder defined in deplu:u_l,lin.t:-:t [zt be present in Schema Files Source Directany]

_-----—-—-— —-—-—'_'_—.-—_
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The deployin.txt file is validated. Declared definitions in the deployin.txt are validated
against the user supplied load files.

If an entry is declared in deployin.txt that has not been supplied as a physical file, an
error will occur.

If a load file is found in the same folder as the deployin.txt and this file is not
declared inside the deployin.txt, an error will occur.

Entries defined in the deployin.txt file are case sensitive, if the definition case doesn’t
match the physical file case then an error will occur. This needs to be correct for case
sensitive file systems i.e. Linux

JARI Batch Build

Overview

The JARI Wizard and JARI Batch Build processes use much of the same logic
however, the JARI Batch Build does not issue warnings or permit the user to
cancel the JARI build process. The first error encountered is treated as a failure.

The JARI Batch Build process is initiated via the standard JSM GUI interface
using the menu items Deployment | Jari Batch Build.

EEEAN lari Auild inpyt /_ EF

Enter Directory of JART Build Files

ic:uariaundm

oK 1 'Er_éétéién‘np_lét'31 o "

This causes a form to be displayed (see above) allowing the user to specify a
directory location.

This directory location can specify the location of where to create a template file
or to start the JARI batch build process.

The template file generated (titled example jaribuild.jri) may be used as the basis
for batch JARISs.

The specified directory may contain one or more JARI Batch Build input files,
these being suffixed with jri. Each of these files is to contain one JARI
specification (see Input File below for details) and at completion of each, the file
is moved into a sub-directory of the directory specified titled /success if JARI is
successfully submitted or /failure if the JARI specification had an error. If either
of these sub-directories does not exist, they will be created as required.

As the JARI Batch Build process runs, it logs all details into a log file

jaribuild <userid> <ccyymmddhhMMss>.log in directory specified by CardLog
LogPath section or JadeLog LogDirectory within the JSM database initialization
file.

If the user is connected by thin-client, then a copy of the jaribuild log details are
placed in a sub-directory /logs (titled jaribuild <ccyymmddhhMMss>.log).

In order for a JARI to be built via this mechanism, the master environment must
define ‘Allow JARI Build” to be true in the Master Environment Maintenance
form.
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As the JARI batch build progresses, the jri files are moved into sub-directories
/success or /failure as appropriate, each file being timestamped as it is moved to
avoid overwriting any existing files.

Defaults Used

All schema, class and method files loaded via this mechanism default to the
following load options:

e Absent methods are deleted (schema and class)
e Absent properties are deleted (schema and class)
e Source code is not stripped

If file deployin.txt is present, then the load order defaults to the order defined in
that file otherwise it defaults to the order presented by the file system.

Input File

The file is defined in ini file format and is accessed as an ini file. Any misspelled
section or verb names will not be detected or cause an error unless the item is
mandatory. Comments and items not specifically declared below are ignored.

Keyword Value Comment
[ReleaseControl] Section name
Environment= <env name> Master environment

must exist

Required item.

ShortDescription= <one line Will be truncated to 50
description> bytes if longer

Required item.

LongDescriptionl= <first line>
LongDesciption2= <second line
concatenated
with first
separated by
space>
LongDescription<nn>= <subsequent
lines
concatenated
with earlier
lines>
InstallationMode= <Offline/Online> default = Offline
UseExistingReleaseEnvironment= <env name> Master environment
must exist
Not permitted if
Installation Mode is
Online.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 224




JADECare Systems Manager

Installation & Administration Guide

Keyword
UseExistingReleaseld1=
UseExistingReleaseld2=

UseExistingReleaseld<nn>=

Value

<nn>

<nn>

<nn>

Comment

Release must exist

[DeployFiles] Section name
SchemaFilesDir= <directory of may include
schema files> deployin.txt to define
names and load order,
otherwise defaults to
file name order.
<platform>ServerBin= <directory for Platform must be valid
this platform of  and registered in JSM
binaries to be and be valid for
deployed to environments defined
database server>
<platform>ServerLib= <directory for Platform must be valid
this platform of  and registered in JSM
libraries to be and be valid for
deployed to environments defined
database server>
<platform>ServerMisc= <directory for May include
this platform of  deployment batch
misc to be scripts
deployed to
database server>
<platform>ClientBin= <directory for
this platform of
binaries to be
deployed to fat
client(s)>
<platform>ClientLib= <directory for
this platform of
libraries to be
deployed to fat
client(s)>
<platform>ClientMisc= <directory for
this platform of
misc files to be
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Keyword

<platform>ThinClientBin=

<platform>ThinClientLib=

<platform>ThinClientMisc=

[JadeSoftwareUpdates]

JadeRelease=

JadeHotFix 1=

JadeHotFix2=

JadeHotFix<nn>=

[CardSchemaUpdate]

CardSchemaRelease=

© 2020-2022 Jade Software Corporation Limited

Value

deployed to fat
client(s)>

<directory for
this platform of
binaries to be
deployed to thin
clients>

<directory for
this platform of
libaries to be
deployed to thin
clients>

<directory for
this platform of
misc files to be

deployed to thin
clients>

<n.n.nn>

<nn>

<nn>

<nn>

<n.n.nn>

May 2022

Comment

Section name

Must be registered
release and greater or
equal to current JADE
version.

This identifies the
release to upgrade to
and from which hot
fixes are to be obtained.

If JadeRelease is not
specified than the
release defaults to the
current JADE Release.

Must be valid hot fix
for applicable Jade
Release.

Section name

Must be a registered
release and greater or
equal to current
CardSchema version
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Keyword Value Comment

CardSchemaHotFix1= <nn> If CardSchemaRelease
is not specified than the
release defaults to the
current CardSchema

Release.
Must be valid hot fix
for applicable
CardSchema Release.
CardSchemaHotFix2= <nn>
CardSchemaHotFix<nn>= <nn>
[Notifications] Section name
Developerld= <operator Must be a valid operator
userid> Required item.
WorkPhone= <nnn> default = work phone
from developer id
Extension= <nnn> default = extension
from developer id
CellPhone= <nnn> default = cell phone
from developer id
PagerService= <nnn> default = pager service
from developer id
Pager= <nnn> default = pager from
developer id
HomePhone= <nnn> default = home phone
from developer id
EmailAddress1= <nnn> default = email address
from developer id
EmailAddress2= <nnn>
EmailAddress3= <nnn>
Speciallnstructions1= <first line>
Speciallnstructions2= <second line
concatenated
with first
separated by
space>
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Keyword

Speciallnstructions<nn>=

[DeploymentOptions]
ProductionMode=
CertifyDatabaseBeforeLoad=
CertifyDatabaseAfterLoad=
CheckMethodsInErrorAfterLastLoad=
ReorgExpected=
AutomaticSystemRestart=
SaveJariForRepeatDeployment=

ManualBackupRequired

DefeatPrelnstallationBackup=

DefeatPostInstallationBackup=

ThinClientDownloadExpected=

© 2020-2022 Jade Software Corporation Limited

Value Comment

<subsequent
lines
concatenated
with earlier
lines>

Section name

<true/false> default = false
<true/false> default = false
<true/false> default = false
<true/false> default = true
<true/false> default = false
<true/false> default = true
<true/false> default = false
<true/false> default = derives default

from master
environment flag (see
Manual Backup
document)

<true/false> default = false,
if master env
production flag on this
option will be ignored

If
ManualBackupRequired
then regardless of
setting, this is changed
to true

<true/false> default = false,
if master env
production flag on this
option will be ignored

If
ManualBackupRequired
then regardless of
setting, this is changed
to true

<true/false> default = false,
if master env
deployment regime = 2
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Keyword Value Comment
this option will be
ignored

PrimaryLicenceName= <licence name>
PrimaryLicenceKey= <licence key>
SecondaryLicenceName= <licence name>
SecondaryLicenceKey= <licence key>
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Progress Form

During the JARI Batch Build cycle, the following progress form is displayed and
updated.

*#. Jari Build Progress ) x|

Frocessing tstjk01 200802298 jri
#5 of 13 files.

Successful: 3
Failed: 1

Copying
tstik01_schema.scm
1.5KEB

Automatic Deployment
Overview

A requirement can exist where a development group wants to perform daily
deployments to test environments that contain the latest code changes for that day.
The auto-deployment feature allows the developer to extract their schemas,
miscellaneous and binary files into a predetermined directory structure and setup a
schedule within JSM so these files are:

e automatically discovered and assembled into a JARI
e automatically and immediately deployed once the JARI has assembled

e advised of any failure or success via email

Caveats
e cannot be used for Production environments (unless ini file option
[JadeSystemsManager] AutoDeployProductionOverride=true)
e deployments are offline (backups are online)
e deployment defaults are always used
e the assembly, distribution and installation steps follow each other with no
scheduling. The use of ‘system busy’ sentinel and / or ‘deploy hold’
sentinel files and / or ‘autodeploy_hold.htm’ sentinel can be applied if
required.
Setup

The auto-deployment feature searches for deployment files in the ‘Central
Deployment Repository’. The base of this directory can be observed from the
‘System Global Options’ form within JSM Options > System Global Options.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 230




JADECare Systems Manager Installation & Administration Guide

System Global Options [=]=]EE

Backup | DataRetention Product Registration | Deployment | Environment | Hast Monitoring Misc | Reporting | Scheduling |
Repository Options
Max J5M file transfer sessions lIl

J5M deployment repository  d:'joss3803115M_Internal_Repository
Product repository  V\enwrog1a'J5M_Local_Release_Repository

Central repository  Venwrog1aWJ5M_Ceniral_Deployment Repository  e—

Autn-maintain Central renository: [+/]

rProduct Registration Zip Staging Area Paths

CD media and zipped files  d:'joss3803\15M_Zipped_Files

JADECare files directory  d:'%joss3803\15M_Additional_JADECare_Files

Settings have been updated, not yet saved

If you don’t have visibility to this form you may need to contact your operations
staff to advise you of the directory location.

Under the Central Deployment Repository should be a matching customer id for
the environment you intend to deploy to. For example a common directory
structure may look like :
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CentralDeploymentRepaositary
tes
| testjkin
ansi
J army4i-msoft-wince50
dlient
J bin
J misc
thindient
, bin
| misc
server
J bin
misc
. system
| i686-msoft-win32
dlient
bin
J misc
thindient
J bin
misc
server
J bin
misc
system
| ¥64-msoft-wing4
client
J bin
misc
| thindient
J bin
misc
server
| bin
misc
| system
SchemaFiles

Customer is ‘TES’. Target deployment master environment is ‘TESTJK 10’

Under this we have ‘SchemaFiles’ and ‘ansi’ as the master environment for
TESTJK10 is defined as being an ANSI implementation rather than Unicode.
Under ‘ansi’ are all the distribution directories that are applicable to our target
environment.

A developer would place their .scm, .ddb, .cls, .mth, deployin.txt and user batch
scripts under the ‘SchemaFiles’ location. User binary and miscellanous files
destined for the database server go in the respective server/bin and server/misc
location for the distributions that are required. Thinclient user binary and
miscellaneous files go into the client/thinclient/bin and client/thinclient/misc
locations for the applicable client distribution.
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The use of client/bin and client/misc is a hold-over from earlier JADE
deployment strategies and was used to define binaries and misc files specifically
for remote fat-clients. No files need be placed in these directories.

Scheduling

To schedule an auto-deployment bring up the ‘Master Environment Maintanence’
form Setup > Master Environments.

L5 TSTSHEXAM - Master Environment Maintenance [=][a]3
Distributions | History | Managed Environments Application Maintenance Thin Client Details | Access Profile Children |
EnvironmentId |TSTSHEXAM - | Create new Environment Id [_| Copy Access Profiles

i Select parent environment
Description [Auto-created |

|:| JMT Environment

rDeployment Parameters

Database Type

oyment

StartTme [11:48 |

Sponsor |CNWRCG‘1 {Rob Gilmour)

Development System

Deployment Regime

Deployment System

Save JARIs for repeat deployment [

Master Environment History Retention Days

Sponsor Email Address |rgi|mour@jadeworld.com

Check Methods In Error

Setup Directories

[ mspect || pelete || x|

From here you can establish an automatic deployment schedule. The auto
deployment feature requires 3 components :

Start time (24 hour) When the auto-deployment job will initiate every day.

Deployment sponsor The operator id designated as the deployment
overview. Typically this would be the person
responsible for oversight on this auto-deployment
process. The combo box is pre-populated with:

- all master customer staff defined with security roles
of Superuser or Operator

- any staff with access to the environment and with
security roles of Developer, CSR or IT Manager

Sponsor email address By default this will be the email address associated to
the deployment sponsors operator id. However, this
email address can be overwritten if desired. In addition
further email addresses may be added if separated by a
semi-colon *;’

This email address(s) will be used for all deployment
updates, be it success or failures.

Check Methods In This option is specific to the auto-deployment process

Error only. If true, then after the last schema is loaded then
all schemas are check to identify any methods in error,
and, if so, the deploy suspends requiring operator
intervention to accept or to abort. If the option is false
then no check is made for methods in error.
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NOTE : This option may be overridden by ini file
option [Karma] IgnorelnstallationMethodsInError=true.

Clicking the ‘OK’ button commits the auto-deployment schedule. Deployment
schedules can easily be viewed by bringing up JSMs ‘Schedule’ form View >

Schedule.
FEE\ Schedule st
Description Scheduled Time Frequency _ LastRun :

et Deletion 18Feb13 1500 D aily 1702413 13:.00:44 980
Auto-deployment schedule for TSTEXAMPL - JADE system 18Feb13 12:34 Draily Mexver un
Backup far joz23702 18Feb 13 23:00 Once Only
Backup Scheduler 19Feb 13 00:35 D aily 18402413 00:35:45.444
Check thinclient downloads BFeb13 18:07 D aily 17402413 1807:44.879
Global Parameter File D aily Distribution eb13 18:12 D aily 17402413 1812044887
J anitar Daily Run 1 D aily 18402413 01:30:45528
05 Patch Reader Daily Run 3 [ aily 17/02/13 18.53:45.026
Reports Scheduler 19Feb ; Draily 18/02413 00:05:45.490
Tracker Call Deletion 18Feb13 0 D aily 170243 2003045083
Tracker Reminder Scheduler 19Feb 13 01: D aily 18/0243 01:10:45.497
wfeekly Extract 24 Feb 13 0Z2:00%Ey Day [Saturday] | 170243 02.00:44.392

To change a already established auto-deployment schedule simply update the
start-time. This change in time will automatically be reflected in the ‘Schedule

List’ shown above.

To cancel an existing schedule simply remove the start time :

rAuto Deployment

Start Tirme |:|

Sponsor [CHwMEIT |

Sponzor Email Addreszs |miager$@iadewnrld.cu

[¥] Check Methods In Emor

The ‘Sponsor’ and ‘Sponsor Email Address’ and ‘Check Methods in Error’ will
remain. This is intended behaviour.

Runtime Checks

When the scheduled time arrives some preliminary checks are made.

Deployment files
exist?

If no files exist under the ‘Central Deployment
Repository’ the auto-deployment process logs the
fact that nothing was deployed, terminates normally
and is re-scheduled for the next day.

Sentinel file exists?

It’s possible to halt the auto-deployment job by
placing a ‘autodeploy_hold.htm’ sentinel file in
the ‘Central Deployment Repository’ directory
under the environment name. In the examples
shown above this would be the ‘PLUDBABE’
directory.
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If this file exists the auto-deploy process will
terminate normally and is re-scheduled for the next
day.

Existing JARIs? If JARIs exist for this environment in a state other
than ‘Cancelled’ or ‘Completed’ then the auto-

deploy process will terminate and the deployment
sponsor will be emailed with a failure notification.

It is up to the deployment sponsor to cleanup any
existing JARIs in order for the auto-deployment to
proceed normally the next day.

Once the JARI is established the usual deployment process checks come into play, if
a backup or compaction are running for example this will cause a failure in the
deployment process.

Cleanup

When developer supplied files in the ‘Central Deployment Repository’ have been
successfully built into a JARI these files will then be removed from the ‘Central
Deployment Repository’ automatically. This is to clear the way for future
deployment files. Should the remove of these files fail, an email of these details
will be sent to the deployment sponsor email address(s).

JMT Deployment

This deployment methodology is only available for JSM implementations in the
JADECare 24. The menu item will not be visible to other than JADECare 24
personnel.

This deployment option is only available for environments that are explicitly
defined as being a ‘JMT Environment’ (see Environment Maintenance form).

The JMT Environment combo box is loaded with all those environment’s that are
defined as being a JMT Environment.

When an existing environment is selected, the application release is derived from
the first database associated with the environment. This allows the derivation of
which target releases are allowed, which populates the Target Release combo box.

When one of the releases in the Target Release combo box is selected, the
‘Installation Mode’ and ‘Release Description’ are derived.

The following rules apply to the derivation of ‘Installation Mode’:

- current release is a base release and target release is a consolidated
release for the same base release — ONLINE

- current release is a consolidated release and the target release is
also a consolidated release where both are for the same base
release — ONLINE

- all other options mean the ‘Installation Mode’ is OFFLINE
This does not prevent the user selecting a different ‘Installation Mode’.

Setting ‘Initial Deployment’ means that all of the files registered for the target
release as well as the current JADE Release and CardSchema release will be
deployed. No attempt will be made to rationalize the deployment package.
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S5 ... IADE Mosinmina Dloymen T AT

IMT Environment :  |IMT821 =

Current Release :  8.4.02
Target Releaze | I8.4.03.02[J ol

Release warning

[ mnitial Deployment

i Installation Mode
() OnHine Installation
(®) Offdine Installation

Release Description

1MT upgrade from 8.4.02 to 8,4.03.020

EMail Motifications

Imjagers@jade'n'orld.com

The ‘Release Description’ and ‘Email Notifications’ can be replaced as required.
Clicking OK is all that is required to create a JARI for the selected Environment.

This methodology will (if ‘Initial Deployment’ not set) will try to rationalize the
deployment package sent such that only the required changes/files are issued to
the JADE Environment(s).

JMT ‘Initial Deployment’

When ‘Initial Deployment’ is selected then a warning dialog is issued advising
what will occur should the deployment request be confirmed.

Example:

Initial deploy requested for IMT B-IIJ‘Z.I,SEL' _35]

This will cause ;

- all T binaries and schemas to be deployved and loaded

- JADE release and all defined hotfixes ko be deploved

- CardSchema release and hotfixes binaries and schemas ta be deploved
and loaded

- full release of ydocs and Yhtdocs ko be deploved

Click 2k to continue.

(a4 || Cancel I

JMT Warning ‘Hot Fixes Dropped’

When upgrading from one JMT release to another (ie base release to consolidated
release or consolidated release to consolidated release), it is possible for one or
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more JADE and/or CardSchema hot fixes to be ‘dropped’. This occurs where the
JADE / CardSchema versions are the same and the current release has one or more
hot-fixes defined that are not defined in the target release.

Where such an event is detected a warning dialog is issued which requires
confirmation to continue.

Example:

advisary x|

This upgrade will drop one or more hotfixes as Follows:
- Dropped JADE hotfix{es) :
14, 19
- Dropped Card3chemna hotfi(es)
a

QK to continue with deployment!

(] 4 | Zancel I
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JARI List Form

The ‘JARI List’ form Deployment > List JARIs contains an additional column to
show what process was used to initiate the JARI. It now looks like this and is
informational only :

Completed
Completed

npleted
npleted

m

omnpleted
ompleted
Completed

Cancelled Auto-Deploy
Cancelled Auto-Deploy |
Cancelled Auto-Deploy | =

JARIs established prior to JSM 3.7 will show ‘Pre-JSM 3.7°. JARISs initiated from
a batch script will show “Script’. JARISs initiated from the ‘JARI Batch Build’
process will show ‘Batch Builder’.
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Authorizing and Scheduling Deployments
There are now two methods for JARI approvals:
e JARI Update form — single JARI approval

e JARI Multi-Approval — for JADECare 24 only — allows approval of
multiple JARIs by Environment Type.

JARI Update Form
The following form is used to:
e Authorize the deployment

e Provide scheduling information (assembly, backup, installation,
transition).

e Provide any special instructions (if any)

Note that if deployment defaults have been defined for the Master Environment,
these defaults will be used to populate this form.

Emien = S e = o = =
= ]:i,l-p' \ 7 EF
Options & Schedule Instructions and Matifications 1 Summar

—A bly Schedule
Blart Assembly Immediatels [ File assembly start date [10/11/11 Time
- Depl Options
Installation Backups OrrLine Critical Release [ ]
Defeat pre-installation backup [ Autamatic Systern Restart
Diefeat postinstallation backup [] Deployment must complete by [11/1741 | Time |08:00

Expeet thin-cliant download [

Specity times az required in the table below:, 5= appropriste. hote that 'Installation Start Time' is the time at which the system wil be shut down, This may be either before the
pre-installation off-line backup iz taken, or after the on-line pre-installation backup has been taken,
Quick Start

D Start andine backup [or sustem shut down] az soon & distribution file transfer it complets. ‘

Off-Line Backup

O Shut down system far-off-ine backup and installation at specilied time ‘

[~ FredInstallation On-Line B ackup

Global Time Options
Once pre-installation onine backup has been taken Bmsr l— Tine '—
(#) Immediately shut target spstem dawn and install deplayment files.

5 i I'IEIN'I/'H i 123
() Wait for operator input before praceeding with shutdown tor installation Istallation start date Time
() 'wiait untl specified installation time befare procesding with shut dovr for installation

() After ordline baclup is complete; wait until deploy_hold.htm file is remaved then proceed to shut down far installation.

Host Nare arer 505 Installation Inztallation Perform Secondary Perfoim Secondaiy Tranzition Ory =
Start Date Start Time Fre-Install Backup Post-Install Backup Operator Input
CNwMENE TSTJKEO20 Frim 1071111 1231
CNWMEI1A TSTJKE020 Sec [ L] W~
CNWHMEITE TSTJKEOZR RPS = r ¥
CHWHF.WR TRTIKRNAN £ 1011411 1231 ;I

Mo special instructions exist for this JARI

@ Erinugmr] ©) Delete ] _—(_-"} ok ]

Control descriptions:

Assembly Schedule The option exists of scheduling the

assembly for a specified date and time
OR

of starting the assembly as soon as this
JARI authorization is completed

Deployment Options

Installation Backups On-Line This is on by default.

Allows the authorizer to specify online
or offline backups. If offline, then the
system is taken down before the
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Defeat pre-installation backup

Defeat post-installation backup

Critical Release

Automatic System Restart

Deployment must complete by

Installation Schedule

Quick Start — start on-line backup (or
system shutdown) as soon as
distribution file transfer is complete

Off-line Backup — Shut down system
for off-line backup and installation at
specified time

Pre-Installation On-line Backup

- Immediately shut target system
down and install deployment files

- Wait for operator input before
proceeding with shutdown for
installation

© 2020-2022 Jade Software Corporation Limited
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backup and proceeds directly into the
installation.

This avoids a pre-deploy backup being
taken. However, if the installation
aborts then manual restore procedures
will be required.

This avoids a post-deploy backup
being taken.

Documentation only.

Used by help desk staff (if managed)
to identify if call out/paging required
should deployment have problems.

Default is true.

When true, the system is restarted after
deployment.

If false, system is left down after
deployment. Note that if backups
requested to be on-line (the default)
and post-deploy backup not defeated,
the backup database files will be taken
from the pre-deploy backup and the
remaining files from the host
environment (including all journals
required).

Documentation only.
Used by help desk staff.

Allows the pre-deploy backup (if not
defeated) to start immediately after the
distribution package has finished being
sent to the target host environment

Applicable only when backups are
offline.

Changes the deployment schedule
table to specify installation time which
means system shut-down time.

Once online backup has completed,
immediately start system shutdown
and proceed with installation

Once online backup has completed,

suspend waiting for help desk prompt
before starting offline shutdown.
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- Wait until specified start time before  This option allows for entry of

proceeding with shut down for scheduling information as to when the

installation backup is to start and when shutdown
(and installation) is to start.

The scheduling table displays one row for each host environment to be deployed
to. This table allows unique scheduling requirements to be defined for each host
environment being deployed to.

Bear in mind that date and time specified are based on that of the server that JSM
is running on.

Global Time Options

This set of controls is only available when there is more than one database base
environment (with a role of Primary or Non-SDS) being deployed to.

In that case, the date and time for backup and/or installation time for all those
databases can be set to the same value and then individual entries can be further
adjusted, if required, by modifying the appropriate date/time entry in the table.

JARI Multi-Approval
The use of this form is restricted to JADECare 24 only.
The following form is used to:

e Select JARIs by environment type and whether online or offline
deployment

e Be able to order the environments into priority sequence.

e Provide scheduling information (assembly, backup, installation,
transition).

Note that if deployment defaults have been defined for the Master Environment,
these defaults will be used to populate the relevant items.

& JARI Multi-Approval =R =
SelectEnvironment Type: |JADE Third Eye ~| [ offine JaRIs enly

Select and Order JARIs JARI Deployment Attributes

Available JARTs Selected JARIS
Envirorment | Release | Descripbion ~ Created First Instance Environmeni t | Release Description Created | First Instance
TSTIED20 344 multi-approval |11/08/22 10:18  [TSTIK6020 on CHWNFILG [TESTIKL 123 testmultispproval |11/08/22 03:46 [TESTIKI on CHWMFIIF
TsT7IE 10 ftest multi-spproval | 11/08/22 10:18 [TSTIK718 on CHWMFIIF

JARIs can be reordered by clicking on a row and di

Select Environment Type Select one of the available
environment types. This will cause the
Available table to be populated with
JARIs meeting the criteria.
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Offline JARIs Only

Available JARIs

Selected JARIs

When checked (the default) this will
restrict JARI selection to those that are
offline deployments only.

When not checked the selection is
restricted to online deployments only

JARIs can be selected by selecting
multiple rows and using the Add
button.

JARIs can also be add to the selected
table double clicking on an entry in
this table

JARIs can be removed from the
section by selecting multiple rows and
clicking the Remove button.

JARIs can also be removed from the
selction by double-clicking on an
entry in this table.

The JARISs can also be re-ordered in
this table by selecting a row and
dragging it into the desired position.

The selection and re-ordering process can be repeated as often as required. When
user clicks on the JARI Deployment Attributes sheet this will populate / update
the table shown in the order of the JARIs displayed in the Selected JARIs table.

A JAR Multi-Approval [E=RECR ="
Select Envirorment Type: [JADE Third Eye ~| [ Offine 14RTs only
Select and Order JARIs JART Deployment Atiributes
] I . IPostDeploy Secondary|Secondary|  Secondary | Secondary
EnwronmentNJ"';‘ CJARt‘E i server e t“{:‘i‘“e Ff’l“"a' ?;f; 5“;”;“” E;disp E.‘ard‘“p Sh;“d;'”" Sh”.r“d”"” Backup  PreDeploy PostDeploy  PostDeploy | Transition
k] e bk gl s Bt s = || "™ | Journaled | Badwp | Backup Backup Journaled Operator Inpf
ESTIK1 | 123 |11/08/22 09:46:03 I | |operator Input |
CHWMFITF [testk1 Nan-SDS 11/08/2211:25
[TSTIKG020 | 344 |11/08/22 10:18:02 WV | I |specfiedTime | %
CNWMFI1Gitstik020 | Primary 15/08/22| 17:00 | 22/08/22 | 16:00 [=]
CNWMFI1F [tstk6020  Secondary I3 [} m I3
CNWMF 116G tstjk602r RPS ~ & r 15
< >

Each JARI is displayed with some options provided and below each are the
relevant details of the JADE Environments associated with the Master

Environment.

Where an environment has deployment

defaults enabled, this is shown by the

JARI background colour being a pale yellow and the options provided are derived

from the environment options.

Note that when the OK button is clicked, all of the JARIs present have the
scheduling details validated and an error for any one will cause an error to be
raised and none of the JARIs will proceed to the authorisation stage.

When all validation is correct, then the first JARI is scheduled to start assembly in
2 minutes time and each subsequent JARI will have assembly scheduled at
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intervals defined via the System Global Options value JARI Multi-Approval
Staging Interval..

JARI Validation Checks

Whena JARI is built the JADE and CardSchema version of the environment is
retained with the JARI. This allows the JARI to check at authorization that the
JADE environments have not changed (ie as the result of a restore) between the
time of a JARI build and its subsequent authorization.

Using JSM’s ini file settings [JSMDeployment] JariEnhancedVersionCheck=true
allows this basic check to be extended. Refer to details of this ini file setting
earlier.

Monitoring Deployments
There are two distinct stages that a deploy goes through
e Assembly
o Installation

The person authorising the JARI (see JARI Wizard above) can schedule both of
these stages. Central Systems can override the schedule start times and force one
or both of these stages to start immediately.

Both of these stages can be monitored and actioned via the Deployment Control
form (see Installation later in this section).
Assembly

This is the process of taking each of the different sets of files, creating versioning
files, bundling these up and shipping them to the appropriate staging area on the
host concerned via JSA transfer process ready for installation to begin.
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Installation

* [DEBUG] Deployment Control for TSTIKG0Z0 JART #5 - Regime 2, 0 fline

Environment ITSTJKBU2D |8

Start |nstallation Status | Setup Summary | [eployment Log
1

=10l

for host i ts iz in p

TSTJKE020 on CHAWMFM C (Prim} i TSTIK6020 on CHAWMFM A (Sec) ii

Distribution Status
Installation Start Time Imstaling
Check System

Online Pre- Backup
Rename Backup Directory
60 Second Warning

Client Shutdown

KCCMgr Shutdown
Service Shutdown
Shutdown Check

Offline Pre- Backup nfa
Rename Backup Directory nfa
Move Deployment Files
Unpack MISC Files

Load Binaries

Run JadeAdmin

Load Systemn & Schemas
Reorganize

Transition

Binaries Post- Backup
Offline Post- Backup
Start Service

Db Files Post- Backup
Online Post- Backup
Installation Completed

Start

Check System

Wait Deploy Start

‘Wait Primary Completed
Wait Tracking Halt

Wait JadeAdmin (Stop Hode)
Service Shutdown
Shutdown Check

Wait JadeAdmin (Start Hode}
Start Service

Wait for "End Deployment®
Ingtallation Completed

An installation may be one of the following two types:
*  Online Deployment
»  Offline Deployment

The example above shows an Offline Deployment for a Master Environment that
has an SDS Primary host environment with one SDS Secondary associated with it.

Each deployment type has a number of distinct states which may be monitored by
the Deployment Control (see picture above in this section). Some of the states are
optional, like the execution of scripts only occurs if the scripts are present, the
JADE upgrade only occurs if a JADE version upgrade, JADE patch consolidation
or JADE hotfixes are included in the deployment package.

A description of the colours is provided via a menu option Display Legend, see
menu items below.

Pre-Deploy Backup

If an installation is aborted after the pre-deploy backup was successfully taken,
then when the installation process is restarted and the pre-deploy backup is still
considered current, then the pre-deploy backup will NOT be redone.

For the pre-deploy backup to be considered current, this means that the last files
had to be copied within the last 30 hours.
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Post-Deploy Backup

The post-deploy backup can be online or offline and invokes the database backup
methodology used for standard and adhoc backups.

Menu Iltems

A selection of menu items is provided when you click on a column within the
assembly or installation table. These options are enabled /disabled dependent on
the current deployment status of each host environment and whether or not they
are part of an SDS environment.

Show Bubblehelp

This item may be checked or unchecked and the value is retained for each user
across sessions. If checked, then each time the mouse rolls over the sheet or table
control the relevant bubble help will be displayed.

Display Legend

This pops up a dialog which explains the various colours used in the Deployment
Control form.

Start Installation

Allows the user to start the installation immediately on the selected server host
regardless of any scheduled time.

Change Installation Times

This allows the various times for a deployment on a specific host environment to
be modified after the files have been distributed for that host environment.

Distribute Deployment

As most deployments automatically initiate the deployment files once the
assembly phase is completed, this option will only be available if the distribution
failed for some reason.

Examine Status

There are various stages through a deployment where the deployment may halt
and require operator intervention. Some of these may have been specified halts as
part of the JARI authorisation and SDS options, others may be issues arising as
the deploy progresses. This option allows the operator to interrogate the reason for
the halt.

NOTE: Any cell displaying this status may also be double-clicked on and the
status will also be shown.

Continue Installation
Causes a suspended installation to continue.
Pre-Deploy Backup Progress

If a pre-deploy backup is in progress (online or offline), selecting this menu option
will cause a backup progress dialog to be displayed which provides detailed
overview of the backup's progress.

Double-clicking on such a cell while the backup is active will provide the same
display.

Post-Deploy Backup Progress
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If a post-deploy backup is in progress (online or offline), selecting this menu
option will cause a backup progress dialog to be displayed which provides detailed
overview of the backup's progress.

Double-clicking on such a cell while the backup is active will provide the same
display.

Note: the binaries post-backup and db files post-backup progress may not be
viewed as this is a hybrid backup scenario for which backup progress is not
reported to JSM.

Restore Progress

If a restore is in progress, selecting this menu option will cause a restore progress
dialog to be displayed which provides a detailed overview of the restore's
progress.

Double-clicking on such a cell while the restore is active will provide the same
display.

Abort Installation

This causes the installation on this specific host environment to abort and to
restore to the starting point. The behaviour for environments that are SDS
secondaries is quite different to that of SDS Primary and non-SDS environments

Kill Deployment

This causes ALL host environments for this master environment to be aborted and
restored and then leaves the JARI in a ‘Requires Rescheduling’ state.

Note that this option is no longer available when any SDS secondary
environments are party to the deploy and when any one SDS Primary has achieved
transition. The recovery scenario in such a case is totally manual and is up to the
operations team as it requires knowledge of the SDS environment(s) concerned
and the state it is currently in.

Mark JSA Deploy Complete
Applies to Jade System Agent deployments only.

This causes the deployment to a particular JSA to be marked as completed.
Typically, this would be used to enable manual completion of a deployment where
one or more of the JSAs is offline (was unable to be deployed to).

When this option is selected, the operator is responsible for ensuring that the
physical deployment to the JSA is complete and that version files are consistent
with those held in JSM at the end of deployment to all JSA environments.

Deployment States

The following states may occur more than once in the case of a nested JARI, each
of the state descriptions will be qualified by the JARI type (parent or child) and
the JARI release number.

= Unpack MISC files

= Script ‘live_preload’
»= JADE Upgrade

= CardSchema Upgrade
* Load Binaries

= Script ‘live_preload2’
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* Load System and Schemas

= Load System and Schemas

= Read-Only Schema

=  Script ‘live_postload’
Offline Deployment :

An offline deployment is one in which all changes are applied to the database and
any reorganisations are done while the system is offline. The states that can apply
to an offline deployment are as follows:

Online Deployment :

An online deployment is one in which all the changes are applied while the
database is online, with the database being versioned. This allows usage of the
database using the same logic and object properties as at the start of the
deployment. After the transition stage (in which all the changes are implemented),
the system must be taken down for a very brief period in order for these changes
to be applied at the application level. This type of deployment aims to keep the
system downtime to an absolute minimum.

Check System

Identify the current status of the target host environment and execute
pre-deployment checks.

Online Pre-Backup

If the system is running and the Installation Backups On-Line option was
checked in the JARI authorisation/update form, then the installation process will
execute the JSM Managed Database Backup. The backup directory used is the
Pre-Installation Backup Directory specified for the Host Environment, the
backup options are online and verify.

Before the backup actually starts, if the file live_prebackup.cmd is resident under
the server\c_misc\cardinal directory, it will be executed.

While this phase is showing as active (yellow), double clicking on this cell will
cause the Backup Progress form to be displayed, this giving a tabular and
graphical display of the backup states.

If this phase did not execute, then it will display n/a (not applicable) even though
the status will show as green.

For details on the JSM Managed Database Backup refer to the document Database
Backup — Phase 1 Disk to Disk version 2.7.100.

NOTE: The Backup Schedule is updated with installation initiated backups.

Rename Backup Directory

The renaming of the interim backup directory to its final name only occurs once a
successful backup is obtained. This state may require a retry if the rename does
not succeed (eg if a file is in use).

60 Second Warning

If the file live_pre_systemdown.cmd is resident under the
server\c_misc\cardinal directory, it will be executed.

All clients of the target host environment are sent a warning message that the host
environment will shut down in 60 seconds

Client Shutdown
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Waiting for 60 secs and send shutdown messages to all clients requesting
terminate

KCCMgr Shutdown

send KCCMgr of host environments a message to forcibly terminate any
remaining clients and to terminate itself

Service Shutdown

Send commander request to JAWS for service to be shut down
Service Shutdown

Check that database is offline.

Offline Pre Backup

If the Pre-Installation Backup On-Line option was not specified or the system
was already down when the installation started, the installation will execute an
offline backup.

Before the backup actually starts, if the file live_prebackup.cmd is resident under
the server\c_misc\cardinal directory, it will be executed.

The database and all other environment files are backed up into the Pre-
Installation Backup Directory defined for this host environment. The database
backup is done using the JADE utility jdbutilb.

While this phase is showing as active (yellow), double clicking on this cell will
cause the Backup Progress form to be displayed, this giving a tabular and
graphical display of the backup states.

Move Deployment Files

Moves the version control files and deployment files from next directories into
current directories

Unpack MISC files

Unpack miscellaneous files.

Script ‘live preload’

Execute script live_preload.bat present

JADE Upgrade

starting JADE upgrade (version, patch consolidation and/or hot fix(s)). Uses utility
jadloadb to load any RootSchema or JadeSchema patches and moves JADE
binaries into the binary directory.

CardSchema Upgrade

starting CardSchema upgrade using utility jadloadb.
Load Binaries
starting load of binaries

Run JadeAdmin

On a primary, this process creates an updated manifest file which is to be used by
fat-clients (app servers, JADE.exe) and by SDS secondary environment to identify
changes to the binaries and other required files.

Script ‘live preload2’

Execute script live_preload2.bat if present
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Load System and Schemas

If “‘Certify Database Before Load’ option selected in the JARI Wizard, then run
utility jdbutilb with command certify before schema changes are applied.

Load schema changes provided by user using utility jadloadb.

Reorganize

Forces the various map files to be modified if a reorganization was required and
causes the latest method changes to become current methods.

Script ‘user pretransition.bat’

If online deployment, execute script user_pretransition.bat if present
Transition

Commits all the changes made and is effectively the point at which they become
effective.

Script ‘live app upgrade’

run script live_app_upgrade if present.

Read-Only Schema

If the option ‘Uses Read-Only Schema’ is set for the Master Environment, then
extracts and update files required to implement this feature.

Database Certify

If the option ‘Certify Database After Load’ was selected in the Jari Wizard, then
before the database is restarted and after all changes have been implemented, the
database is certified by running utility jdbutilb with command certify.

Script ‘live postload’

Execute the script live_postload if it is present.

NonDb Post- Backup

This occurs if:
=  Post-install backup has not been defeated
= A reorg did not occur
»  The pre-install backup was not defeated

This state causes all the non-database files, included directories and those not
specifically excluded to be copied to the Standard Backup Directory.

Double clicking on this cell will NOT cause the Backup Progress form to be
displayed as this type of backup is not a typical JSM managed backup.

If this phase is not actually executed then the text n/a is displayed in this cell.
Offline Backup
This state is invoked if:

= Post-installation backup was not defeated

=  Pre-install backup was defeated

»  Offline backup was requested

» Reorg occurred and ini file option UseReplayableReorg was not found or
not set to true.
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The backup is of all files (including the database), included directories and
excludes those defined in the exclusion list, these being directed to the Standard
Backup Directory defined for this Host Environment.

While this phase is showing as active (yellow), double clicking on this cell will
cause the Backup Progress form to be displayed, this giving a tabular and
graphical display of the backup states.

If this phase is not actually executed then the text n/a is displayed in this cell.
Start Service

This is invoked when the Automatic System Restart is selected in the JARI
Wizard or selected and overridden by the JARI Authorization form.

DB Files Post-Backup

This state is invoked if the NonDB Post-Backup state was invoked. It copies the
database files from the pre-installation backup directory into the Standard
Backup Directory defined for this Host Environment.

Double clicking on this cell will NOT cause the Backup Progress form to be
displayed as this type of backup is not a typical JSM managed backup.

If this phase is not actually executed then the text n/a is displayed in this cell.
Online Post Backup
Invoked if:

= Post-installation backup was not defeated
= Database backup was not specifically requested to be offline
= Reorg was detected and the ini file option UseReplayableReorg was set.

Starts an online backup of all files into the Standard Backup Directory defined
for this Host Environment.

While this phase is showing as active (yellow), double clicking on this cell will
cause the Backup Progress form to be displayed, this giving a tabular and
graphical display of the backup states.

If this phase is not executed, then the text n/a is displayed in this cell.
Script ‘live postbackup’

If the script live_postbackup.cmd is located in server\c_misc\cardinal directory
then it will be executed.

Required Files for Scripts

The following deployment scripts will often require specific files to accompany
them as part of an online deployment:

e live preextract.bat
e live preload online.bat
e user pretransition.bat

As these required files will not have be available at the time these scripts are to
execute (as they have not been unpacked) the following methodology has been
provided to be able to specify these files as part of the script concerned.

If one or more files are required for either of the above scripts then:

e They must be bounded by literals:
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o <BeginRequiredFiles>
o <EndRequiredFiles>
e they are to be named relative to the directory they reside in
e they may be exist on one or more sub-directories
e they may or may not be preceded by the ‘rem ‘ comment statement

The required files are defined within the script, then each file named must be
present in the same directory as their respective scripts

Example:

If the following script is called ‘live preload online.bat’ and the script is resident
under directory d:\deployments\MyExampleEnv\database\miscFiles

echo on

set varl=testing

<BeginRequiredFiles>

testfilel.txt

subdirl\testfile2.txt

subdirl\subdir2\testfile3.txt

<EndRequiredFiles>

#runjade schema=TestSchema app=TestApp server=singleUser

then the following files must be located as follows:

d:\deployments\MyExampleEnv\database\miscFiles\testfile1.txt
d:\deployments\MyExampleEnv\database\miscFiles\subdirI\testfile2.txt
d:\deployments\MyExampleEnv\database\miscFiles\subdir1\subdir2\testfile3.txt

These files will also be removed before JadeAdmin is executed so they are not
propagated to SDS Secondaries or remote fat clients.

User Deployment Hooks

During the various phases of a deploy, there will be times where a batch script
needs to be executed. The online backup process has its own “user hooks’, for
details (refer to the documentation on ‘JSM Managed Backup’).

The scripts to be provided will have pre-defined variables and error checking
wrapped around them, see ‘Items Provided’ below

The following deploy specific batch scripts may be released as part of a deploy
and will be executed if found to be resident and then renamed unless otherwise
stated or the keyword ‘dontrenameafterrun’ is not found anywhere in the script:

If one or more of the following scripts are to be executed, they may be provided as
part of the deploy under the <database distribution> | <characterset> | Server |
Misc Files selection in the Jari Wizard or in the directory specified in the
<database distribution>ServerMisc item in the Batch JARI file.

‘live_preextract.bat’

This script is extracted and executed (if deployed) in both online and offline
deployment variants. It is executed when the JADE Environment is offline and
immediately before the deployment package extracts all the binary and other
associated files.

Its primary purpose is to allow developers to delete unwanted files and /or
directories before the deployment package content is extracted.
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‘live_preload_online.bat’

This script is executed at the beginning of an on-line deployment. Note that any
files that are required by the script must be defined within the script such that
these can be extracted and placed in the required directory prior to starting the
script, i.e. the files cannot be simply included in the 'misc' distribution, refer to
section above ‘Required Files For Scripts’

Also note that JADE command lines within this script that open the database need
to specify 'server=multiuser', because the database will still be running at the time
that the script is run.

‘live_preload.bat’

For off-line deployments, this is executed after the pre-deploy backup has been
done, the system is confirmed as being down and the ‘Misc files’ have been
deployed but before any of the other upgrade steps have occurred.

For on-line deployments, the live_preload.bat script is executed after schema file
load/reorg/shutdown and transition. For on-line deployments, if you need to run a
script before anything is deployed to the database, you should use the

live preload_online script.

‘live_preload2.bat’

For off-line deployments only. Executed after the pre-deploy backup has been
done, once the system is confirmed as being down, the ‘Misc files’ have been
deployed and after any Jade / CardSchema upgrade and new binaries have been
upgraded but before application of submitted schema file changes.

‘user_pretransition.bat’

For on-line deployments only. Executed after any schema files have been loaded
and the system has shut down, immediately before schema transition is initiated.

Note that any files that are required by the script must be defined within the script
such that these can be extracted and placed in the required directory prior to
starting the script, i.e. the files cannot be simply included in the 'misc' distribution,
refer to section above ‘Required Files For Scripts’

‘live_jade_upgrade.bat’

Executed as part of a Jade upgrade after the binaries and database files have been
loaded but before any Jade provided schema files have been loaded.

This file is renamed ‘live_jade upgrade.ba~’ after execution regardless of the
keyword ‘dontrenameafterrun’ being specified within the script.

‘live_app_upgrade.bat’

Executed after binaries and schema loads have completed and before post-
installation backup is started.

This file is renamed ‘live_app_upgrade.ba~’ after execution regardless of the
keyword ‘dontrenameafterrun’ being specified within the script.

NOTE:

At the end of executing the live app upgrade script, the deploy process expects to
find a log file titled ‘app_upgrade.log’ under the environments log directory (the
log directory may be obtained from initialisation file setting LogRootDirectory in
section PersistentDDb).
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This log file must contain at least one line with the word ‘completedok’ starting
from the first character. The keyword check is NOT case-sensitive.

Failure to find this log file or the keyword will cause the deploy to go to hold state
allowing operations staff to either Ignore (and continue) or to Cancel (which
aborts the deployment).

‘live_postload.bat’

Executed after the ‘live_app upgrade.bat’ is executed, if found, after binaries and
schema loads have completed and before post-installation backup is started.

Operational Deployment Hooks

The following two scripts may not be provided as part of the deploy process and
are provided for operational use only.

‘live_prebackup.cmd’
Script will be executed if located under directory <env>\server\c_misc\cardinal.

This script is executed before a pre-deploy backup (online or offline) is to be
done. Note that if the pre-deploy is considered ‘current’ (see below Installation
Backups) and the pre-deploy backup is skipped, this also means that this script
will NOT be executed as it will have been executed at the time the previous pre-
deploy backup was taken.

An offline pre-deploy backup will only be done when:

e the deploy was started with offline backup specified

e the system is detected as not running when the deploy starts
‘live_pre_systemdown.cmd’

Script will be executed if located under directory <env>\server\c_misc\cardinal.

The script is executed when the shutdown time has passed and before the
deployment issues a 60-second warning of shutdown to registered application
clients.

‘live_postbackup.cmd’
Script will be executed if located under directory <env>/server/c_misc\cardinal.

The script is executed after the system service has been restored and after the post-
installation backup has been taken.

‘start_of_deploy.cmd’
Script will be executed if located under directory <env>/server/c_misc\cardinal.
The script is executed after the pre-deploy backup phase has completed and
immediately before the deployment archive files are extracted.

Deployment Scripts

Command Line Name

Where the host environment database node was started with a ‘Name=<command
line name>" option so as to use ini file named sections, this same name is inserted
into all command line strings where an executable is executed. The insertion point
is deemed to be after the first space located after the word ‘ini’.
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Items provided

NOTE: The variables listed below are also provided in the BATCHRUN
command facility provided by Commander however, the keywords below and the
ERRORLEVEL 1 checks inserted into the script are not provided nor will they be
supported by Commander.

Several variables and a keyword are provided by JSM in order to simplify the
creation of the above scripts.

Keyword ‘no_check’

Any executable will normally be immediately followed by an errorlevel 1 test
which will cause the script to be deemed to have failed. However, this test may be
overridden by including the ‘no_check’ as the last entry on the line to be executed.

Eg:

$env_binpath%\jadloadb ini=%env_binpath%\%env%.ini
path=%env systempath% schemaFile=%env miscpath%\schemal.scm
ddbFile=%env_miscpath%\schemal.ddb no_check

$env_binpath%\jadloadb ini=%env_binpath%\%env%.ini
path=%env_ systempath% schemaFile=%env miscpath%\schema2.scm
ddbFile=%env_miscpath%\schema2.ddb

will generate a script as follows:

$env_binpath%\jadloadb ini=%env_binpath%\%env%.ini
path=%env systempath% schemaFile=%env miscpath%\schemal.scm
ddbFile=%env_miscpath%\schemal.ddb

$env_binpath%\jadloadb ini=%env_binpath%\%env%.ini
path=%env_ systempath% schemaFile=%env miscpath%\schema2.scm
ddbFile=%env_miscpath%\schema2.ddb

if ERRORLEVEL 1 then goto ~NOTOK

The first jadloadb loads schema and ddb title “schemal” and no error check is
done, whereas the second jadloadb loads schema and ddb “schema2” and will be
checked for any errors.

Keyword ‘#runjade’

In order to run an application within the target system, the keyword ‘#runjade’
(not case-sensitive) will insert the qualified jade.exe including the path and
initialisation file references, add the schema and app specifications from the script
provided and append the appropriately derived ‘server=SingleUser|[MultiUser’ and
any ‘endJade’ parameters.

Note: Any other details preceding the ‘endJade’ keyword (such as ini file
parameters) are ignored.

Example:

Script statement for environment TESTJK25 executing from C drive

#runjade schema=TestJK app=ConvertForUpgrade endJade <parameters>

will be replaced with:

c:\testjk25\server\c_bin\jade.exe path=c:\testjk25\server\c_system ini=c:\testjk25\server\c_bin\testjk25.ini
schema=<provided by script> app=<provided by script> server=%_server_value% name=<commandline name>
endJade <parameters>

Keyword ‘#runjadclient’

In order to run an application within the target system, the keyword
‘#runjadclient’ (not case-sensitive) will insert the qualified jadclient.exe including
the path and initialisation file references, add the schema and app specifications
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from the script provided and append ‘server=SingleUser|MultiUser’ and any
‘endJade’ parameters.

Example:

Script statement for environment TESTJK25 executing from C drive
#runjadclient schema=TestJK app=ConvertForUpgrade endJade <parameters>
will be replaced with:

c:\testjk25\server\c_bin\jadclient.exe path=c:\testjk25\server\c_system ini=c:\testjk25\server\c_bin\testjk25.ini
schema=<provided by script> app=<provided by script> server=%_server_value% name=<commandline name>
endJade <parameters>

Keyword ‘dontrenameafterrun’

any script executed will automatically be renamed by appending the date and time
(format YYMMDDHHMMSS) to the file name unless the above keyword is
found anywhere in the text.

Variables provided

env the environment name

env_drive the drive letter for this environment

env_dir the base directory for this environment
env_systempath the path for this environments system files
env_binpath the path for this environments binaries
env_binpath32 the path for this environments 32-bit binaries.

If 32-bit binary path doesn’t exist, then the value will be
the same as env_binpath

env_miscpath the path for this environments miscellaneous
env_logpath the path for this environments log files
env_altospath_client the path for this environment’s altos client files
env_altospath server  the path for this environment’s altos server files

env_altospath_thinclient the path for this environment’s altos thinclient files

env_inifile the path and name of the initialization file

env_temp the path for this environments temporary release
directory

env_characterset the character set of the environment:

ansi or unicode
env_devdb identifies if a development or deployment only

environment
0 — deployment only
1 = development
env_reportwriter identifies if ReportWriterSchema is part of this
environment
0 — report write not available
1 — report writer is available
env_dbActive identifies if JSA saw environment as active (database

running with KCCMgr)
0 — database is not active
1 — database is active
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env_deployregime deployment regime for master environment (retained for
compatibility and future use)

env_backuptype identifies if executed from backup process and what kind
unknown — unable to evaluate
notapplicable — script not started by backup process
scheduled — scheduled backup
adhoc — adhoc backup, immediate or scheduled
predeploy — pre-deployment backup
postdeploy — post-deployment backup

env_logdays the number of days to retain logs, aka ‘Database Log
Days’

env_backupmode identifies the backup mode , values can be offline, online
journaled.

env_databaserole the current database role for the host environment

env_jadeversion last registered JADE version for host environment

eg 6.3 - JADE 6.3, 7.0 - JADE 7.0
env_workersoffline number of offline backup workers defined
env_backuppath the directory to which the backup will be directed. This

is only relevant for scripts associated with the backup
process.
env_distribution_count Installation scripts only. Gives the number of

distributions in this deployment.
env_distribution<n> Installation scripts only. Defines one of the
deployment.distributions

env_emailaddress Developer Email Address as defined for the JADE
Environment in JSM.

env_fmsassignee FMS Assignee as defined for the JADE Environment in
JSM.

Example of script

The examples below show what may be supplied by a developer and what will
actually executed by the deployment process:

Developer supplied:

o) o)

rem % Batch file for execution of application during deploy %

% env_binpath %\jade.exe path=%env_systempath% ini=%env inifile%
schema=TestJK app=DeployScriptOne

#RunJade schema=TestJK app=DeployScriptTwo

if %env_reportwriter% NEQ 1 goto :next

#RunJade schema=ReportWriterSchema app=FictitiousApp
:next

Deploy actually executes:

echo on
set env=testjk25
set env_drive=C
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set env_dir=C:\testjk25

set env_systempath=C:\testjk25\server\c_ system
set env_binpath=C:\testjk25\server\c bin

set env_binpath32=C:\testjk25\server\c bin32
set env_logpath=C:\testjk25\1logs

set env_inifile=C:\testjk25\server\c_bin\

set env_temp=C:\testjk25\server\c system\release temp
set env_characterset=ansi

set env _databaserole=1

set env_deployregime=3

set env_backuptype=scheduled

set env_devdb=1

set env_reportwriter=0

set env_dbActive=0

set env_convertedControlFile=0

set env_jadeversion=6.3

set env_workersoffline=2

set env_installmode=online

set env_backuppath=f:\cnwbackup temp\testjk25
set env_distribution count=2

set env distributionl=1686-msoft-win32

set env _distribution2=x64-msoft-win64

set env_emailaddress=testemail@somedomain.co.nz
set env_fmsassignee=some csr

set env_ lastVariable=999

) o)

rem % Batch file for execution of application during deploy %
C:\testjk25\server\c bin\jade.exe path= C:\testjk25\server\c_ system

ini= C:\testjk25\server\c bin\testjk25.ini schema=Testjk
app=DeployScriptOne

if ERRORLEVEL 1 goto : NOTOK
if %env _dbActive% NEQ 0 goto : ACTIVEl

c:\testjk25\server\c_bin\jade.exe schema=TestJK app=DeployScriptTwo
path=c:\testjk25\server\c_ system

ini=c:\testjk25\server\c bin\testjk25.ini server=singleuser

if ERRORLEVEL 1 goto : NOTOK

goto : CONTINUE1L

_ACTIVE1

c:\testjk25\server\c _bin\jade.exe schema=TestJK app=DeployScriptTwo
path=c:\testjk25\server\c_system

ini=c:\testjk25\server\c bin\testjk25.ini server=singleuser

if ERRORLEVEL 1 goto : NOTOK

: CONTINUEL

if %ENV_REPORTWRITERS NEQ 1 goto :next

if %env _dbActive% NEQ 0 then goto : ACTIVEZ2
c:\testjk25\server\c bin\jade.exe schema=ReportWriterSchema
app=FictitiousApp path=c:\testjk25\server\c_ system
ini=c:\testjk25\server\c bin\testjk25.ini server=singleuser
if ERRORLEVEL 1 goto : NOTOK

goto : CONTINUEZ2

_ACTIVE2

c:\testjk25\server\c bin\jade.exe schema=ReportWriterSchema
app=FictitiousApp path=c:\testjk25\server\c_ system
ini=c:\testjk25\server\c bin\testjk25.ini server=multiuser

if ERRORLEVEL 1 goto : NOTOK

: CONTINUEZ
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tnext

rename c:\karma271\logs\i testjk25 script.run i testjk25 script.end
goto : END

: NOTOK

rename c:\karma271\logs\i testjk25 script.run i testjk25 script.err
: END

If it is required to return a non-zero exit code to the script (e.g. when using the
#RunJade command) then your JADE application should assign the desired exit
code value to Node::userExitCode before terminating. When the node
terminates, this exit code will be passed to the script's ERRORLEVEL value.

User Schema Load Scripts

User schema load scripts are applicable to OFFLINE deployment only. When
scheduling a deployment a typical scenario may deploy:

Testl.scm
Testl.ddb
Testl.jcf

Once this is deployed the schema load order would load the .jcf file first followed
by the .scm and .ddb file. A user can provide an additional script to be executed
after the schema loads have been completed successfully. In this example:

Testl.scm

Testl.ddb

Testl.jcf

Testl.bat
Testl.bat will be executed after the .scm and .ddb have been successfully loaded.
The naming convention for the .bat files needs to be the same as the load file

being submitted. For instance, submitting:

Testl.scm
Testl.ddb
Testl.jcf
Test2.bat
will cause an error as Test2.bat has no schema load file counterpart. In addition,

no duplication of filenames is permitted, for example:

Testl.scm
Testl.ddb
Testl.jcf
Testl.mth
Testl.bat

will cause an error as the user provided script name is the unique identifier to bind
it to the target schema load file. In the case above this matches both the .scm +
.ddb file but also matches the .mth file.

The exception to this rule is the combination of .jcf, .scm + .ddb files. If a .jcf file
is being provided the contents of the .jcf file are examined to make sure it is bound
to the provided .scm file. If it isn’t, an error will be raised as this would be
considered a duplicate schema load filename.

A jcf file, or for that matter any recognised load file, can be submitted on it’s own
with its own load script. Multiple files with multiple scripts can also be submitted
providing the naming standard is adhered to.

Script Submission

Scripts should be submitted for deployment from the same location as the schema
load files.

Script Runtime
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Once the script has been successfully executed the script will be removed from
disk, this is to prevent accidental re-running of a script.

Given only the person submitting the script has understanding of the scripts task,
this is the safest option. If the file cannot be removed from disk it will result in a
deployment failure.

Script Execution Failures

User schema load scripts will cause a deployment failure if they fail to execute
properly, in this case a restore or manual intervention will be required.

JadeAdmin, Autodist, cnwplugin Automatic Updates

As from the 4.1.01 release, each deployment will now check that the following
deployed code files have the same version as those registered for the base release
defined for that environment:

e jadeadmin.exe
e autodist.dll
e cnwplugin.dil

If the versions differ, then the above code files will be unconditionally deployed
(including corresponding pdb files) for the distributions applicable.

Environment Shares

During a deployment, once the system is taken offline, any cluster file shares
defined for the environment (and its sub-directories) will be taken offline and any
open Window file shares will be closed. This also applies to any inclusion backup
directories declared for the environment regardless of whether a pre-deploy
backup was requested or not.

When the offline backup is completed, any cluster shares taken offline will be
brought back online.

NOTE: The action of taking cluster file shares offline and online may generate
SNMP traps which will shows as alerts within JSM.
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Installation Backups
WARNING:

If a pre-deployment backup was taken and completed within the last 30
hours, then the install may be restarted multiple times and the pre-deploy
backup will NOT be redone as the earlier one will suffice. The required
transaction journals for recovery are copied into this backup at the time the
environment is stopped.

The backups taken during the deployment process use the same mechanism as the
JSM Managed Backup (the only exception being the post-deploy backup where
the backup is split into two distinct phases, see below). The deployment process
always ensures that two backups are taken during the installation phase. These are
known as:

e Pre-Installation Backup
e Post-Installation Backup

The pre-install backup represents the system before any software or logic changes
are applied.

The post-install backup represents the system after all changes have been
implemented.

Pre_Install Backup

The pre-install backup will be online if all the following are true:
o The JARI being authorised specifies online (the default)

e The target system at install time is active

o The target system has a CardSchema version that caters for online backup
(2.7.01 or higher)

Post-Install Backup

The post-install backup will be a full offline backup if any of the following are
true:

e The JARI specified the backup to be offline
e The changes to the system caused a reorganization
e One or more .dat files were added to the system path (Jade version upgrade)

o The host environment is not set up to use replayable reorgs. Note : ini file
setting UseReplayableReorg should always be true for managed systems using
JADE 6 and beyond.

If the post-install backup is not offline, it is split into two parts. The first part
ensures that all the non-database files (which may have changed as a result of the
deploy) and latest database transaction logs are copied. Then system is then
restarted (unless specifically advised not to in the Jari wizard). The database files
from the pre-install backup are copied into the post-install backup directory.

Abort Installation
Refer also to ‘Kill Deployment’.

The ‘Abort Installation’ menu item causes the install phase of the deploy to be
aborted, leaving the host environment in a state where the install can be restarted
(the assembly and distribution phase do not need to be repeated).
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Once the installation phase has moved into or past the Upgrade phase, then an
abort request will cause the host environment to be restored from the
pre-deployment backup.

NOTE: If a pre-deployment backup was taken, then as long as the host
environment is NOT started, restarting the install means that the pre-deploy
backup will NOT be redone as the earlier one will suffice.

Once the host environment has been taken offline, if an abort is executed before
the environment is restarted then the abort action will NOT restart the system, this
is to prevent environmental flags in JSA from being reset, which would invalidate
the pre-deployment backup.

If a pre-deployment backup was not done (defeated), then if the deployment had
started any physical changes (the Upgrade and Install phases), then no restore is
possible. At this juncture, a ‘Kill Deployment’ with NO option should be executed
as only manual intervention will restore this system.

Kill Deployment
Refer also to ‘Abort Installation’.
The Kill deployment option comes with two variants:
1. Abort and restore host environment to pre-assembly state.

2. Reset the specific host environment but do not restore it and does not
affect the MASTER environment.

Option 1 effects a restore similar to that of the ‘Abort Installation” where the host
environment is restored (either from pre-deployment backup or via ‘abortReorg’

and ‘unversion schemas’) but goes further in that the distributed files are deleted
requiring the assembly and distribution phases to be redone.

Option 2 leaves the host environment in the state at which the deployment was
aborted. It normally requires manual intervention when this option is used to
restore the host environment. In order to reset the environment flags within JSM
and JSA in order for further deployments to work, the system should be initiated
so that its registration with JSM causes the environment flags and version info to
be resynchronised.

Option to Resume a Recovery after an Exception in File Copy
Database files are restored prior to non-database files.

When an exception occurs during phase two of an install (restore of non-db files),
the deploy progress will go to hold state (rather than error state) and a retry/cancel
dialog will be displayed.

Inspect the cause of the exception in JSA logs (for example a file was unable to be
copied) and resolve as appropriate, then select the retry option in the deploy
progress form. Restore will then resume at phase two (restore of non-db files).

Recovering Using Backup

If, after a successful deployment, the system needs to be recovered from the pre-
installation backup directory or from an earlier backup, then any hot fixes
deployed between the time of the backup and the recovery point will need to be
explicitly reapplied either manually or via the JSM deployment process. These
updates should be applied after the system has been restored, ideally before the
system is allowed to resume normal processing.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 261




JADECare Systems Manager Installation & Administration Guide

IGNORE, ABORT, RETRY, CONTINUE states

When the install process is in this state, as long as the system is down and not
running, the server host may be re-booted and other work done and as long as the
same JSA (the one that has the state information for this installation) is restarted,
the Install process may be restarted with the appropriate command.

NOTE: If a pre-deployment backup was taken, then as long as the host
environment is NOT started, restarting the Install means that the pre-deploy
backup will NOT be redone as the earlier one will suffice.

Logs and Exception Handling
TBD

Implementation of Deployment Regime 3

Defining Regime 3
Before this regime can be defined, the following criteria must have been met.

= JSA must be running JADECare Start 3.4.02 and JADECare Systems
Manager 3.4.02

= All host environments for the master environment must be running
o JADE 6.2.18 or later JADE 6.2.version
o JADE 6.3.04 or later JADE 6.3 version
o JADE7

= the thinclient files already distributed need to be identified and a copy
retained in the JSM staging area for each master environment.

The Environment Maintenance form has been changed and has a new sheet to
display the Master Environments thinclient files. Initially this will have no data
until the button provided ‘Retrieve Thinclient Files’ is clicked.

When the button ‘Retrieve Thinclient Files’ is clicked, JSA will copy back all
thinclient files for the necessary distributions into local JSM directory
<drive>:\<master environment name>\thinclient\current. The sheet titled Thin
Client Details has 3 sub-sheets and the one titled Current shows the currently
deployed thinclient files (and for JADE specific files, identifies any that should or
should not be listed)

The thinclient files must have been retrieved within the last day before
deployment regime 3 can be set. Please check the validity of the thinclient files
retrieved before setting regime 3.

Deployments Using Regime 3

When creating a new JARI via the JARI Wizard, if any hot fix is applied that will
cause a thinclient download, the JARI author is advised.

When a JARI is submitted, either via JARI Wizard or JARI Batch Build, the
author has the opportunity to specify whether or not a thinclient download is
expected. The default is the a thinclient down is NOT expected.

The option to set or reset the ‘Expect thinclient download’ option is also provided
in the JARI Update form when the JARI is authorised and scheduled.

The contents of directory thinclient\current are copied as thinclient\next and
JADE release base files, JADE hotfixes, CardSchema files and and user files
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defined in the JARI are added to or overwrite existing files in the thinclient\next
directory.

It is only during the first phase of assembly that JSM can detect whether or not a
thinclient download will or will not occur. If there is any conflict between the
‘Expect thinclient download’ option on the JARI and what JSM detects, then the
assembly aborts. If a thinclient download is detected and the option was not
specified, then the files changed, added or deleted are named in the error message
and deployment log.

The contents of the thinclient\next directory form the basis of what is deployed
to the database host environment and the utility JadeAdmin (via enwplugin)
transfers these files to the appropriate altos\client\thinclient directory structure.

While the deployment is under way, it is possible to view the Current and Next
thinclient files (once phase one of the assembly process has completed) via the
appropriate sub-sheets on the Environment Maintenance form and any differences
between the two on the Differences sub-sheet.

The ini file [JadeAppServer] DownloadVersion is now only altered when the
thinclient download area has been changed.

Thinclient Download Check
A new daily task is scheduled in order to check that :
= the thinclient download files have not changed

= that the ini file download version matches the calculated download
version derived from the thinclient download area.

The timing of this schedule task is provided in the Scheduling sheet of the System
Global Options.

This check is performed daily for all host environments (database and remote) for
all environments defined as regime 3. However if a deployment is running or the
JSA is not connected, the check is bypassed.

As the details are returned to JSM, they are evaluated and as well as updating each
host environment, any variances will cause an alert to be generated.

Example of alerts (the content can also be combined or seen separately):

1. Thinclient download anomaly for TST32U340 of CNWMFJVB

Thinclient download version in ini file does not match
calculated download version for thinclient files.
This could cause unexpected downloads on next deployment.

2. Thinclient download anomaly for TST32U340 of CNWMFJVB

Thinclient download files for host environment TST32U340 of
CNWMFJVB (database) differ from those defined for master
environment:
Files missing:
i686-msoft-win32\bin/client.pem
i686-msoft-win32\bin/freeimage.dll
i686-msoft-win32/bin/zlibl.d1l1l

Restore of Regime 2 Host Environment

While transitioning to regime 3, it may occur that a regime 2 environment is
restored after the master environment has been set to regime 3.

In this case, JSA will detect the regime change and return the result to JSM. JSM
evaluates the result and, if there is only one database host environment enabled or
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there is only one SDS Primary enabled, will change the regime to 2 and purge the
thinclient details held by JSM. If there are more than one database host
environments or more than one SDS Primary for the master environment, then the
regime is not changed.

In both cases an alert is generated advising of the regime conflict and what, if
anything, has been done.

Example of alert:

1. Deployment regime conflict for host environment TST64U340 of
CNWMFJVB

Master environment TST64U340 regime 3 conflicts with host
environment TST64U340 of CNWMEJVB.

As only one database host environment or SDS Primary host
environment is enabled for this master environment, the
deployment regime has been reset to 2 and thinclient details
purged

2. Deployment regime conflict for host environment TST64U340 of
CNWMFJVB

Master environment TST64U340 regime 3 conflicts with host
environment TST64U340 of CNWMFJVB.

As there is more than one database host environment enabled for
this master environment, manual intervention is required to
rectify this conflict.

Avoid Configuration Type Files Being Overwritten

In earlier release any specific files (such as ini or config files) that were NOT to be
updated by a deployment needed to be explicitly coded for in JSA and cnwplugin.

As from hot fix 4.0.02.014 this is now catered for by additional verbs
ExcludeFile<n> and RemoveFile<n> in section [JSMDeployment].

Refer to the ini file section [JSMDeployment] earlier.
Example:

An example is where a Jade Environment has .Net applications (running under
one or more sub-directories in \server\c_misc\apps) and one or more requires a
new configuration file named ‘appsettings.json’. The ini file settings below would
ensure that the appsettings.json in the active directories are not overwritten
accidentally by a deployment.

[JSMDeployment]
ExcludeFilel=d:\example\server\c_misc\apps\*,false,appsettings.json
RemoveFilel= d:\example\altos\ansi\server\x64-msoft-win64\misc\apps\*,false,appsettings.json

The ‘RemoveFilel’ would ensure that any files named ‘appsettings.json’ are
removed from one level of sub-directories in d:\example\altos\ansi\server\x64-
msoft-win64\misc\apps. For example if file d:\example\altos\ansi\server\x64-
msoft-win64\misc\apps\mobileAppExample\appsettings.json existed it would be
removed.

The “ExcludeFilel’ definition would ensure that any files named
‘appsettings.json’ found in the first level of sub-directories in
d:\example\server\c_misc\apps are not propagated by JadeAdmin to any SDS
and/or remote environments.
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JadeAdmin Details

Automatic Deployment When Changed

As from the 4.1.01 release, when a base release of JADE is updated with anyone
of the following, then the next deployment to an environment using that release
(base or hotfixed) will automatically and unconditonally have those files plus .pdb
files updated.

e jadeadmin.exe
e autodist.dll

e cnwplugin.dll

JadeAdmin and Single User App Server

When a JADE Environment has been defined as a Single User Application Server
there is no requirement to maintain a JadeAdmin configuration file.

With the release of JSM hot fix 4.0.02.014 and its application to JSA,
deployments to such environments will no longer execute JadeAdmin.

Ini File ‘CreateConfiguration’

There are JADE Environments that are running as non-SDS capable and have no
remote JADE fat-clients. These environments still require a JadeAdmin
configuration file (as this is a requirement for JADECare managed environments
and is checked by CardSchema [JadeAutoUpdate] EnableAutoUpdate=true).

It is desirable to avoid the maintenance of the JadeAdmin configuration file in
such circumstances (and avoid sometimes lengthy JadeAdmin executions). A new
ini file option has been provided as follows:

[JSMDeployment]
CreateConfiguration=<true | false>

The default for this value is false.

This ini file is only read when the environment’s database role is

SDS RoleUndefined. When the database is a non-SDS environment and the ini
file option is true then JadeAdmin will be run with argument
‘createConfiguration’ rather than ‘updateConfiguration’. The
‘createConfiguration’ option does not require group membership and other details
that can lead to lengthy delays in processing each file.

JadeAdmin Optional Script and Settings

The following features are available in JadeAdmin which can be used to enhance
your deployment strategy:

Excluding Directories / Files

There are two options available only one of which may be used. . Both options can
define directories / files and allows the use of wild-cards (*, ? and [<range>]). If
both options are defined then the [plugin.excludefiles] will be the one used and
[plugin.cnwplugin] is disregarded.

NOTE.
The exclusions defined are using regular expressions.

If a whole directory is to be excluded then form should be <dir>/.*
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If a wild card is to be inserted within a directory then form should be <dir
partial>/.*/. % json. If example d.:/cnwtest/altos/server/ansi/x64-msoft-
win64/misc/apps/. */. *.json were defined, this would exclude the following files
(should they exist):

o d:/cnwtest/altos/server/ansi/x64-msofi-
win64/misc/apps/mobileservice/config.json

o d:/cnwtest/altos/server/ansi/x64-msofi-
win64/misc/apps/samplerservice/sampler.json

plugin.excludefiles

Defining the section [plugin.excludefiles] in the environment’s configuration file
(<env>.cfg ) you can define directories and/or files to be excluded from
JadeAdmin’s inspection. That means that these will NOT be parsed or added to
the manifest or deltamanifest and will NOT be propagated to any SDS Secondary
or Remote JADE Environments. This could also improve the elapsed time of the
JadeAdmin utility.

These entries can use the wildcard items * or ?

JSM automatically defines the following but these can be extended.

[plugin.excludefiles]
keyl=<env_root>/server/c_bin63/.*
key2=<env_root>/server/c_system63/.*
key3=<env_root>/server/c_bin70/.*
key4=<env_root>/server/c_system70/.*
key5=<env_root>/server/c_bin71/.*
key6=<env_root>/server/c_bin_old/.*
key7=<env_root>/server/c_misc/app/.*/appsettings.json
key<n>=<<env_root>/<dir n> | <env_root>/<file n>

plugin.cnwplugin

This allows for the definition of a file that defines the exclusions.

[plugin.cnwplugin]
exclusions=<filename>

Include Copy From Altos
This feature is only available for regime 3 deployments.

By default, JadeAdmin only propagates the first level of the altos\....\misc
directory to SDS Secondary and Remote Environments.

By defining one or more entries in the section
[plugin.doCopyAltosFileFromStagingDir] in the environment’s configuration file
(<env>.cfg ) this will ensure that the contents of that directory and any sub-
directory will be folded down into the appropriate active directory (after deleting
the contents of that directory).

[plugin.doCopyAltosFileFromStagingDir|
keyl=<dir 1>

key<n>=<dir n>

Example:

[plugin.doCopyAltosFileFromStagingDir]
keyl=misc/apps

For an SDS Secondary, this will clear the directory
<env_root>\server\c_misc\apps and will then copy down the contents (including
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sub-directories) from <env_root>\altos\ \server\<character set>\x64-msoft-
win64\misc\apps into <env_root>\server\c misc\apps.

For a remote environment, this will clear the directory <env_root>\ ¢_misc\apps
and will then copy down the contents (including sub-directories) from
<env_root>\altos\ \server\<character set>\x64-msoft-win64\misc\apps into
<env_root>\ ¢_misc\apps.

WARNING:

Within the JADECare 24 environment, any products registered as JMT
environments should not include ‘key<n>=misc/htdocs’ as the ‘htdocs’ directory
is maintained via the jmt_htdocs.rar and JADE Deletion manifest.txt via the
deployment module and, for remotes, using the <env>_prerestart.ps1 or cmd
script.

Pre Restart Script

The pre-restart hook is restricted to:

e SDS Secondary environments and
e Remote environments and
e cenvironments using deployment regime 3 or later and

e file <env_root> preRestart.cmd or <env_root> preRestart..ps1) exists
within the parent’s \c_misc\cardinal directory.

When JadeAdmin executes on the SDS Secondary environment then just before
the service restart phase, it will execute the file
<env_root>\server\c_misc\cardinal\<env_root> preRestart.cmd or
<env_root>\server\c_misc\cardinal\<env_root> preRestart.ps] if the file is
present.

When JadeAdmin executes on the remote environment then just before the
service restart phase, it will execute the file
<env_root>\c_misc\cardinal\<env_root>_preRestart.cmd or
<env_root>\c_misc\cardinal\<env_root> preRestart.ps] if it is present.

Note that any standard output from this script is logged in the JadeAdmin.log.

Setting up for Auto-Updating Deployments

Overview

When deploying to JADE 6.1 systems, JSM 3.1 can use new features available in
6.1 to achieve the following:

¢ Automatic update of app servers and fat clients
¢ Automatic update of SDS secondaries and RPS nodes

The JADE components required to achieve this are (initially) released separately
from the standard JADE release consistency, and should be requested from the
JADE Care plant. The components are:

¢ jadeadmin.exe
¢ autodist.dll
¢ cnwplugin.dil
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Setup for Automatic Fat Client Update

1.  The master environment object in JSM must have deployment regime set to
'2'. This requires that the managed environment be on JADE 6.1.07 or later
and using CardSchema version 3.1.01 or later, and that JSA on the managed
host be at level 3.1 or later.

2. Client initialization files must have the InitializationHandlerLibrary
statement changed from mismatch to jomsupp (i.c. the JADE default):

[JadeClient]
InitializationHandlerLibrary=jomsupp

3. The initialization file for each managed database server and fat client node
must have the following entries added:

[JadeAutoUpdate]
baseDirectory=<drive>:\<env id>
EnableAutoUpdate=true
CurrentConfiguration=<env id>.cfg
helperLibrary=autodist
Distribution=1686-msoft-win32
clientUpdateIfMissing=true
autoRestart=false
autoShutDown=false
commandLine=true

4.  Ensure that the following statement is in the ini file (Linux example only):

[JadeLog]
LogDirectory=/opt/test31l/logs

5. The three components listed in the overview above must be obtained (must
be applicable to the JADE version in use), and copied to each managed
node's binaries directory.

6. Generate the initial JadeAdmin configuration file on the database server by
modifying then running the supplied RunJade Admin script. An example
command line for running JadeAdmin to create a new configuration file is:

F:\test31l6l\server\c bin\jadeadmin.exe
ini=F:\test3161l\server\c bin\test3161.ini

baseDirectory=f:\test3161
config=test316l.cfg createConfiguration JADECare

Setup for SDS Secondary & RPS Node Update

1. Ensure that the SDS secondary or RPS node is using the same version of
binaries as the primary.

2. Perform setup as for fat client (steps 1 to 5 above), on the primary server.
3. Update the secondary's ini file and binaries (steps 2 and 3 above)

4. Copy the generated config file from the base directory on the primary system
to the base directory on the secondary system.

5. Ifthe SDS secondary's host environment name is not the same as the
primary's, rename the secondary's config file to match, e.g. if the secondary's
host environment name is TEST3161B then the config file should be
renamed 'test3161b.cfg'.

6. Ini files for RPS nodes must contain a number of options. Example options
from an ini file are shown below. Options shown in bold type are required
values. JADE automatically sets up some of these values.
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[JadeRps]

AutoStartDataPump=true

RPSConnectionStr=DSN=TEST3161R RPS;Database=TEST3161R RPS
RDBName=TEST3161R RPS

RDBLogin=false

RDBPath=\\cnwrwmlc\share60\sqgl
AutoScriptPath=\\cnwrwmlc\share60\sqgl
AutoRunReorgDropScript=true

[JadeRpsManager]
ExtractDir=\\cnwrwmlc/share60/sql/
ExtractOverwrite=true
ScriptPath=D:/Share60/SQL/

7. For SDS environments that include RPS nodes that use Working Sets, the
following ini file options may be required on the primary (values shown are
examples only):

[JadeRps]

AutoExtractOnPrimaryl=TestSchema, TEST3161R, \\cnwrwmlc\shar
e60\sqgl, \\cnwrwmlc\share60\sqgl, TEST3161R _RPS

[JadeRpsManager]

RDBName=TEST3l6lRﬁRPS

Schema=TestSchema

Mapping=TEST3161R
ExtractDir=\\cnwrwmlc\Share60/SQL/
ExtractOverwrite=true
CreateDatabaseDir=F:/TEST3161R/server/c_system/
CreateOverwrite=true

CreateCopyMode=0Online
ScriptPath=D:/Share60/SQL/

Refer to the applicable JADE product documentation for more information
about RPS ini file options.

Summary of Deployment Process for SDS Systems

JADE 6.1 systems that are set up with environment deployment regime=2 in JSM
can have SDS secondaries and RPS nodes automatically updated during
deployments. The following outline describes how the SDS secondary update
process is controlled. Note that the order of events is different depending on
whether the primary deployment was conducted on-line or off-line, and depending
on whether any schema files and reorganisations occurred during pre-installation
or post-installation script executions. So this is a somewhat generalised
description.

1.  JSA on the SDS primary marks the start of the deployment via an
sdsAuditStopTracking entry into the audit trail, with a reason code of 100.
When this is processed on the secondary, if a pre-installation backup was
requested for the secondary, then this backup is initiated, otherwise go to step
2.

2. Once any backup is completed, the secondary waits until both of the

following conditions are met:

¢ Any deploy_hold.htm file is removed
¢ Deployment is completed on the primary

3. Once the above conditions are satisfied, JSA automatically resumes tracking
(restarts data pump for RPS nodes) and the secondary node processes any
reorgs. For RPS nodes, if a reorganisation is encountered that requires manual
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intervention (e.g. to load table alter scripts and extract and reload data),
tracking stops (RPS data pump stops) and JSM alerts and displays a desktop
message.

Once the RDB has been manually updated, the JSM user selects the 'Continue’
option on the deployment control form, and JSM restarts the RPS data pump.

Note : During deployments, adminstrators must not manually stop or
start SDS tracking (using the JadeSDSAdmin application), or start or
stop the data pump (using RPS Manager), otherwise JSA will lose
synchronisation with the database state.

For RPS nodes where JADE will automatically execute a table alter script,
JSA silently handles any tracking stoppages. Note that this requires ini file
option [JadeRps] AutoStartDataPump=true, and that the RPS node is
configured to sign-on and authenticate with the target RDB server without
user intervention.

4  After reorganisations have been processed by the secondary, tracking will
stop for a version mismatch audit entry. This is inserted into the audit trail
by the primary when the JadeAdmin utility is executed to update the
<env>.cfg file. This file contains the md5 hashes of all binaries and other
files that need to be transferred to the secondary. The operator is prompted
to approve the secondary system shut down for transition and binary update.
The installation process optionally holds at this point until the operator
approves the system shut down.

5. JadeAdmin is notified by JSA that the system has been shut down, and
updates the binaries and other files on the secondary, copying from the
primary system's directories.

6. JadeAdmin notifies JSA that system restart is to be initiated. JSA restarts the
secondary system.

7. JSA monitors the secondary after restart. Additional reorganisations may occur
during this period, depending on the configuration and content of the
deployment. When the secondary database processes the end-of-deployment
tracking stop (reason=109, inserted by the primary via sdsAuditStopTracking)
JSA then launches KCCMgr if required, then automatically resumes tracking
(or restarts the data pump) and initiates any required post-installation backup.

8. Note that SDS secondaries and RPS nodes that run user-defined server
applications should have the ServerApplication statements in the ini file
defined in the [Karma] section rather than in the [JadeServer] section, so that
KCCMgr can launch them. Otherwise these applications may not be
relaunched after certain types of deployments to SDS secondaries where the
primary deployment was performed off-line.

Recovery from SDS Primary Deployment Failures

Online Deployments

If deployment to a primary fails during the online phase of installation, (e.g.
schema files have load errors) then the deployment abort at the primary will abort
any reorg and unversion all schemas. Any running SDS secondary will generally
(but not always) be waiting at a tracking halt (reason=100 : Start of deployment,
which is audited by the primary after the primary has taken the pre-installation
backup but before loading any schema files). This status will be apparent from
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Example

review of the SDS or RPS log, or on the HostEnvironmentMaint screen’s SDS
sheet for the secondary.

If deployment to an SDS primary fails during the offline phase of an online
deployment (i.e. during or after transition) then the deployment abort at the
primary will restore the primary from the pre-installation backup and replay
journals up to the point of transition. The JSM operator must then restart the
primary service. The secondary will be waiting at the start of deployment tracking
halt, or will be waiting for the primary deployment to complete, as for failures
during the on-line phase of the installation.

1

Scenario :
Online deployment suspended in JSA waiting for scheduled transition time but
jadrap crashed after online reorg and transition. Refer to PAR 6698.

In this case the jadrap was down and the deployment state was unaware of this as
waiting for scheduled time.

JSM’s deployment control form could still be used to ‘Abort Installation” which
would execute the necessary commands to ‘abort the reorg’ and ‘unversion all
schemas’ and leave the database in a usable state and the JARI in a ‘Pending
Restart’ state.

Restarting an Installation

If the deployment is to be restarted and the installation was aborted before
schema transition occurred, then JSA will not repeat the pre-installation backup (
and will not re-audit the start of deployment journal entry, so the operator should
not resume secondary tracking or restart the RPS data pump. Each secondary will
remain waiting until deployment to the primary is completed, at which point JSA
will automatically resume tracking. So if the primary deployment fails, it can be
aborted and restarted without requiring special steps to handle the secondaries.

Abandoning a Deployment

If the deployment is to be abandoned (i.e. not restarted) then this situation
currently requires the following manual actions from the JSM operator::

(a) Using the JSM deployment control form, abort the primary installation. This
will also automatically abort all secondary installations.

(b Kill the deployment using the deployment control form.

(¢) From the JSM GUI use the menu option Deployment | Environment Reset
and specify the name of the environment in the text box provided. This resets flags
in JSM and JSA. Refer to section below describing Environment Reset.

(d) Restart the primary.

(e) For each secondary, use the SDS Admin application to resume tracking if
necessary (or for RPS nodes use the RPS Manager to restart the data pump).
If the primary deployment failed after transition, you may need to do this
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twice : once to resume past the start-of-deployment halt, and again to resume
past a reorg halt.

Environment Reset

This is provided as a menu option under the main menu option of Deployment. It
replaces the previous implementation of a JadeScript::environmentReset that
required usage of the IDE.

The environment reset performs the following functions:

e Resets the JSM flags for the master environment and host environments
concerned.

e Resets JSA flags for the master environment and host environments
concerned.

e If environment contains a SDS Primary provides the facility to allow the
JARI to be marked as Completed. Otherwise the default is to mark the
JARI as Requires Scheduling.

e If Tracker implemented, generates a Tracker call to the JSM
Administrator (FMS Assignee for JSM host environment) for follow up.

e If Tracker not implemented, an alert is created advising that the
environment has been reset to ensure follow up.

Recovery from SDS Secondary Deployment Failures

Aborting SDS Secondary Installations

In the event that installation fails at the secondary, JSM allows you to use the
Abort Installation option on the Deployment Control Form to reset the
installation state for the selected host environment (SDS secondary or RPS node).
Note that this action does not change the current state of the target host
environment, and that you should not use the SDSAdmin or RPSManager tools to
resume tracking or restart the data pump, except as described in Manual
Completion Procedure below.

Unlike SDS primaries and non-SDS systems, the installation abort process for
secondaries does not perform a restore operation from the pre-installation backup.
Once secondary installation proceeds past the point where the primary deployment
completed, there is no going back.

After aborting a secondary installation, you can retry the installation by using the
Start Installation menu item on the Deployment Control Form. Normally,
JSM/JSA will evaluate the state of the secondary database depending on the
current tracking status and other indicators, and resume after resynchronizing with
the target environment.

Recovery Procedure After RPS Autoload Failure.

As from release 3.9.02, the deployment engine detects if there has been a failure
during the RPS Reorg Halt. This is the phase where the datapump will:

e Generate an alter script
e Extract requisite files to load new tables into the SQL database
e Execute the alter script which will can:

o Change existing tables to be prefixed ‘Jade Dropped ’
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o Add new tables and procedures
o Load the data into these new tables

During any phase of the above, there can be a failure for a variety of reasons. Such
failure will cause an error file to be created named rps_<uniqueid>.err and this
will be placed into the directory defined by [JadeRps]
DatapumpErrorDirectory=<directory>. The deployment engine will set this by
default to be the same as the directory for [CardLog] LogPath.

Finding this .err file during the RPS Reorg Halt will cause the installation to go to
error state and will display as much of the content of the file as possible. It may be
that to fully understand the root cause of the issue that you will need to:

e Review the contents of the rps_<uniqueid>.err
e Review the jommsg.log for the time period when the .err file was created
e Reviw the JadeRpsDatapump.log (if it exists)

To recover from this error:

1. Request ‘Abort Installation’ for the RPS node entity on the Deploy
Control form

2. Resolve the issue identified in the .err file. This may require manually
extracting scripts and class details and then editing the script before
executing it via the RPS Manager

3. Restart the datapump as required until you have incurred Tracking Halt
102 or 109..

4. Once you have identified that the RPS node has a tracking halt of 102 or
109, then restart the installation for the RPS node by clicking on the menu
item ‘Start Installation’ and this will allow the RPS node installation to go
to successful completion.

Manual Completion Procedure

In the event that deployment to an SDS secondary encounters errors which you are
unable to bypass, you can manually complete the installation by following the
steps listed below. This should avoid any requirement to restore the secondary
from backup, or to reclone the secondary.

This procedure assumes that the primary has completed its installation, and that
one or more secondaries have installation problems that cannot be easily resolved.

1.  Use the JSM Development Environment to run JadeScript::environmentReset.
This will reset all flags related to the deployment and leave the JARI in state
'Requires Rescheduling'. You should now cancel this JARI.

2. Inthe target environment's base directory (<driveLetter>:\<env name>), remove
the jadeadmin.lck file, if present. If the jadeadmin.exe or jadeadmin2.exe
program is running, kill it.

3. Copy the <env name>.cfg file from the SDS primary's base directory to the
secondary's base directory. Rename the file if the host environment name is
different from the primary's host environment name.

4.  Copy the latest xfer directory from the primary to the secondary's xfer directory.
This directory will have a name like 000007.<hex string> where the 000007
represents the current sequence number as defined in the seq statement in the
JadeAdmin config file (<env name>.cfg).
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5. Copy bin, lib and system files for the appropriate database platform from the
xfer directories to the active environment bin, lib and system directories.

6. Ifthis is an SDS Secondary Relational database (RPS node), then ensure that the
[JadeServer] ServerApplication1=CardSchema,KCCMgr entry has been defined
as this maybe temporarily deleted by the deployment process and needs to be
redefined when employing manual recovery procedures.

7. Start the secondary system if it is not running.

8.  Start the SDSAdmin application for the secondary system, and the
RPSManager for RPS nodes. You must now pass through one or more tracking
halts until the SDSAdmin tool shows that your secondary is synchronised with
the primary. Each time after restarting tracking (or for RPS nodes, restarting the
data pump), you must review the sds log (or rps log) to determine the reason for
the latest tracking stop. As you will see from the diagrams in Appendix A, the
following broad sequence of tracking halt reason codes occurs. There may be
more or fewer of these, in varying orders, depending on the type of deployment.

Start of deployment 100
End JADE version upgrade 101
End user schema load phase 102
RPS admin halt 4
Schema transition 5
Version check 6
End of deployment 109

Once you resume tracking past the 109 halt, the database should remain tracking
and synchronised.

9.  Back up your secondary database, if required.
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Deployment to RPS

When the installation phase for a RPS node starts up the following checks/updates
are performed:

o Ifthe [JadeRps] AutoRestartDataPump is not true, the installation will
go into error state and request that the ini file is fixed up and the RPS node
recycled.

e Ifthe ini file setting [JadeRps] JSMDeploymentAlterScriptOverride is
not defined it will be inserted into the ini file with a value of true.

e When the ini file setting [JadeRps]
JSMDeploymentAlterScriptOverride is false, then the values and
context of the alter script related ini options are logged, these settings
being:

o [JadeRps] AutoRunReorgDropScript
o [JadeRps] AutoBulkLoadHistorical Tables
o [JadeRps] DropHistoricalTableOnAddExisting

e  When the ini file setting [JadeRps]
JSMDeploymentAlterScriptOverride is true, then the values of the
following alter script related options are unconditionally set to true:

o [JadeRps] AutoRunReorgDropScript
o [JadeRps] AutoBulklL.oadHistorical Tables
o [JadeRps] DropHistoricalTableOnAddEXxisting

e The [JadeRps] DatapumpErrorFileDirectory setting is unconditionally
set to the CardLog log path and any files that match file mask rps_*.err
are renamed to contain suffix .log, so that they are subject to
housekeeping.

Deployment of Updates to JSA

Updates to JSAs can be manually deployed, or deployment to Windows JSAs can
be semi-automated using the JSM Deploy Process. In order to partly-automate the
deployment of updates to JSAs ('karma'), you must supply a customised
install_karma.bat file as part of the deployment. JSM knows it is a JSA deploy
and will unzip the files and initiate the install_karma.bat file to perform that
actual upgrade.

Note that JSM 3.3 can only deploy JSA updates to JSAs that are 3.2 level or
higher

Check that ALL ceckarmas (where cce is your customer id) have the correct
version files before beginning

Create empty directories on your PC to hold the ¢_bin, ¢_misc and ¢_system
directories. You will always need a misc directory for the install karma.bat script.

Copy appropriate binary and system files from the JSM release to the folders you
created in the previous step.

Copy install_karma.bat to the misc directory that you created above.

Go to the ‘System, Method and CLS file loads’ section of the script and
add/update installs of the appropriate JossSchema, CardSchema, JadeSchema,
CLS loads and method patches. Make sure that you remove the ‘rem’ from the
beginning of the lines that you update.
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Build a Jari for ccckarma and distribute the files without specifying an installation
start-time.

Once distribution is complete, use the Start Installation menu on the deployment
control form. JSA will launch the script. Output is directed to the logs directory
in install_karma.log.
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Performance and Utilisation Reporting

Overview

JSM provides comprehensive ad hoc and batch reporting facilities for host and
application performance measurements. Reports can be run interactively, or can
be scheduled using report sets for end of month or end of week style reporting.

Set Up

System global parameters for reporting are set up on the System Options form's
Reporting sheet.

C System Global Options. = =]k

Backup Data Retention Product Registration Deployment | Environment Host Monitoring Misc

rBatch Reporting

Printer name |Fo>cit Reader PDF Printer -

Qutput directory for PDF and CSV files c:\temp

Output file suffix (.0, POF, PS)

Print to file (2.0, PDF or Postscript

 Exceptions
Report application exceptions to Tracker

Settings have been updated,; not yet saved

NOTE: When directing output to a PDF file, then the printer name selected must
be that of a PDF converter driver.

For interactive (ad hoc) reporting, run reports using the Reports | Initiation menu
item in JSM.

For batch reporting, define Reports, Report Sets and Report Groups from the
Reports menu in JSM.

Graphs displayed on the desk top.

Most graph type reports can be closed down at once by holding the Shift key
when clicking on the Close control on any one of the forms concerned.
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If it is desired to direct batch report output to a PDF printer, then the
recommended PDF driver is Amyuni PDF Converter 2.06 or later (2.10 currently
recommended). When configuring this driver, ensure that the option to print
directly to the printer is set, as shown below. If this is not done, hidden desktop
messages will be generated, requesting output file names.

&% Amyuni PDF Converter Properties 2] x|
Color Management I Security I Configuration |
Gereral I Sharing | Parts Advanced

" pAailable from |121':|'-'J a.m ﬂ T |'|.':!:[II'J arm +I_I
Pricrity; |1 _'?
Ciriver: l.ﬁ.myuni PDF Converter 2.06 ;I Mews Driver... |

™ Spool print documents o program finishes printing faster

£ Start printrg atten [ast page = spoaled
% St printieg irmmedistely

% Print directly to the priviter

[T | Held mismatehed documerits
[T | Fiintspooled documents first
[T Eeepprtted dociments

¥ | Eriatile advanced printinig festures

Frinting Defaults... | Frint Proceszzar... | Separator Page... |

6] 4 I Cancel | Spply |

Host Performance
Application Resource Utilisation

Transaction Performance
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Summary Logs
There are a variety of activities that are logged by JSM, notably:

=  Deployments (3 distinct phases logged separately — Assembly,
Distribution, Installation)

= Backup
= Restore
= Miscellaneous (eg. Global Parameter distribution)

This information is retained for a period specified in the System Options form
(sheet Data Retention, item ‘Retention days for miscellaneous logs (deployment,
backup etc)’).

Selecting Logs

This information may be selected by a variety of parameters and either displayed
or printed via the following screen.

=10 =|
~History T —
Server Host I B LR L
4l
E rvironment I j .
r-
[ate Range IYesterda_l,l Ta |T.;..;|a_.r. Compact
" Deployment
Time Range {0001 To 2359  Restore
Statiis !.-’.'-.ll j £ Miscellanecus
W Display | 55 Bt

The server host and environment selections are both optional, if neither are
specified than all logs meeting the remaining criteria will be selected.
Display Logs

The following is an example of the form displayed arising from the selection
criteria defined above, items shown in red indicate that the activity concerned had
errors:
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EEl A\ E L / [=]=]x]7

Entry Server & = Elapzed
Type Host i

Miscellaneous |CNWMEITC 30/08/04 00:25.25 Global parameter file [master domain] update issued e

Status Completion Time Details

Restare CMw/MFIIC  [TESTJKZ2S ComplaledD 30408704 09 419 30/08/04 0920025 Restore requested by Martin J agers (crwmfil] on CHY
Restare CNWMFJ1C TESTJKZE Complaled [u] 30/08:’04 UB 41:49| 30/08/04 034717 105 Hestore requested by Martin Jagers (criwmfil] on CHY|

TESTJEZS FAILED nfil] o
Restore CHNwWMFJIC  [TESTJKZ25 Interrupted | 30408704 12:58:30| 30/08/04 130208 00:03:36 Restore requested bp i artin Jagers [crvwmfil ] on CNY|
Restore CMw/MFIIC  [TESTJK2S Interrupted | 30/08/04 13:03.07 [ 30/08/04 13.0254 *invalid” Restore requested by Martin J agers (cnwmfil] on CNY
Restare CMw/MFIIC  [TESTJKZ2S Interrupted | 30408/04 13:07.57 [ 30/08/04 130742 “invalid® Restore requested by Martin J agers (crwmfil ] on CHY
Restare CNw/MFIIC  [TESTJK25 Interrupted | 30408/04 13:16:55  30/08/04 13:16:40 “inwvalid® Restare requested by Martin J agers (crwmfil ] on CNY

Restore CHNwWMFIIC  [TESTJK25 Interrupted | 30408/04 13:28:33  30/08/04 13:28:25 “irwvalid® Restore requested by Martin J agers (crwmfil ] on CNY
Restare CNwWMFIIC  [TESTJK25 Interrupted | 30408/04 13:44:47 [ 30/08/04 13:44:38 “irwvalid® Festore requested by Martin J agers (crwmfil ] on CNY
Restare CNwWMFITC  [TESTJK25 Interrupted | 30408704 12:49.27 [ 30/08/04 13:50:08 00:00:41 Hestare requested by Martin J agers (crwmfil ] on CNY
Restore CHNwWMFIIC  [TESTJKZ25 Interrupted | 30408704 135523 | 30/08/04 135607 00:00:44 Restore requested by Martin J agers [crivmfil ] on CNY|

Restore CMw/MFIIC  [TESTJKZ2S Interrupted | 30/08/04 13:58.34 [ 30/08/04 13.5%01 00:00:27 Restore requested by Martin J agers (crnwmfil ] on CNY,

crwmfil] on CNN

Restare CNWMFJ1C TESTJR2E Completed O] 30/08/04 14:06:15| 30/08/04 14:11:53 00:05:38 Restore requested by Martin J agers

30/08/04 14:24:18 F\esmre requested by Martin Jagers [criwmfil] on CHY|

30/08/04 14:40:14

a0/08/04 141526
30/08/04 14:32:23

ENWMFJ1 I:
CHw/MFITC

0rk08:52
00745

TESTJKZ5
TESTJEZS

Restore

Restore Festore requested by Martin J agers (crwmfil ] on CNY

Clicking on a row depicting an activity will cause a summary of the log details
recorded by JSM to be displayed immediately below the row clicked:

HIEFAR ' B / [=]alix]F

Server

T Host Completion Time

Type
Miscellaneous |CHWHMFIC 30/08/04 00:25.25 Global Darameter file [master domaln] update issued ke
FAILED
FAILED ] gers |
Restore : B 00:06:06 Festore requested by Martin J agers (crwmfil ] on CNY

Elapsed

Details —

Restare 00:05; Hestare requested by Martin J agers (crwmfil ] on CNY

Restore | 3 00:06:26 Restore requested by Martin J agers (cnwmfil ] on CNY,
Restare : “invalid® Restare requested by Martin J agers (crwmfil ] on CNY

Restore CHw/MFIIC  [TESTJKZ2S Interrupted | 30/08/04 12:58.30 ( 30/08/04 13.0208 00:03:36 Restore requested by Martin J agers (cnwmfil] on CNY
Restare CMw/MFIIC  [TESTJKZ2S Interrupted | 30408/04 13:03.07 [ 30/08/04 130254 “invalid® Restore requested by Martin J agers (crwmfil ] on CNY
Restare CNw/MFIIC  [TESTJK25 Interrupted | 30408/04 13:07.57 [ 30/08/04 130742 “invalid® Restore requested by Martin J agers (crwmfil ] on CNY
Restare CHNwWMFIIC  [TESTJK25 Interrupted | 30408/04 13:16:55  30/08/04 13:16:40 “irwvalid® Restore requested by Martin J agers (crwmfil ] on CNY
Restore CNwWMFIIC  [TESTJKZ25 Interrupted | 30408/04 13:28:33 | 30/08/04 13:28:25 “irwvalid® Festore requested by Martin J agers (crwmfil ] on CNY
Restare CNwWMFITC  [TESTJKZ5 Interrupted | 30408704 12:44:47 [ 30/08/04 13:44:38 Firwvalid® Hestare requested by Martin J agers (crwmfil ] on CNY
Restore CHNwFJIC  [TESTJK25 Interrupted | 30/08/04 13:49.27 | 30/08/04 13:50.08 00:00:41 Restore requested by Martin J agers [crivmfil ] on CNY|
Restore CMw/MFIIC  [TESTJKZ2S Interrupted | 30/08/04 13:55:23 [ 30/08/04 13.56:07 00:00:44 Restore requested by Martin J agers (cnwmfil] on CNY,
Ractara ChiuhEAT [ TEET IKIR letarrinbad | A0000A 1 2R024 | anunend 42 Ram Arenre37 B astars ramiackad kb arbin | snars (el o r‘M\.LI

al'go‘s‘é” I 'E‘Eﬁﬁf I

Printing Logs

If the print option is clicked on the selection form above (Select Logs), then a print
out of each log accompanied by all the JSM recorded details for that log are
provided in hard-copy.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 280




JADECare Systems Manager Installation & Administration Guide

Global XCF Parameters

This facility allows directories of files from one host to be automatically
forwarded to another host via CNWCommander.

Replication will start after issue of (ad-hoc or scheduled) Global parameter
distribution to the source host.

XCF Item

A unidirectional file copy specification from host A to host B is established when
an operator creates an XCF Item (see the “Global XCF Item Maintenance” section
below). The XCF Item defines the source host and directory and the destination
host and directory. An XCF Item may also define other aspects of the copy such as
whether files in subdirectories should be copied as well.

Fig 1 XCF Item Supports Unidirectional File Copy

Computer A Computer B

] ]
Files

Directory C |——J|Directory D

XCF Item Pair and Pair Switching

XCF Items may be defined in pairs where each member of the pair dictates a file
copy direction usually opposite to its counterpart. I.e. One XCF Item specifies file
copy from host A to host B and its counterpart specifies file copy from host B to
host A.

Typically, an XCF Item Pair is defined to enable easy file copy direction reversal
(switching) as part of maintaining a Disaster Recovery (DR) configuration. At a
given time, only one XCF Item of a pair is active (the filled-in arrow in the
diagrams). Switching an XCF Item Pair changes which XCF Item in the pair is
current, and hence switches the direction of file copy.

In an XCF Item Pair, the XCF Item that is the normally current is referred to as the
Primary XCF Item. The XCF Item that is not normally current is referred to as the
Secondary XCF Item.
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Fig 2 XCF Item Pair, XCF Item 1 (host A -> B) is current and file Copy is from C

toD
Computer A Computer B
1 1

Files

Directory C H Directory D

Fig 3 Source and Destination directories can be different on a given host in an

XCF Pair

Computer A Computer B

— Fil —1

iles
i i <XCF Item 1>
Directory C —} Directory D [<ALF t
1 , 1
Files .
Directory E  |€ Directory F  |<XCF Item 2>

Fig 4 XCF Item Pair post-switch, XCF Item 2 is current and file Copy is from F to

E
Computer A Computer B
1 _ 1
Files _
Directory C >| Directory D | <XCF Item 1>
1 , ]
Files : <XCF Item 2>
Directory E |4 Directory F [=7-" Tt€M

XCF Group and Group Switching

In some cases. multiple XCF Item pairs exist that relate to each other such that
they should not be switched independently. A mechanism is provided for
assigning two or more XCF Item Pairs to a group such that when a switch is
applied to the group, all XCF Item Pairs in the group are switched.

Fig 5 Two XCF Item Pairs in an XCF Group

Computer A Computer B
—1 Fil —
iles
Directory C H Directory D
Fil
iles
Directory M [¢———Jp| Directory N

Fig 5 Two XCF Item Pairs in an XCF Group, Post Group Switch
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Computer A
1

Directory C

Files

1

Directory M

—

Files
4G&—

Computer B
1

Directory D

1

Directory N

At a given time in a group, it may be desirable to have file copies in both
directions to support independent functions (in other words, there is no
requirement that the current Item in each Pair copy files in the same direction).
For example, in the case that a web application runs on the DR host, it may be
desirable to maintain files on the DR host as well.
It is a requirement however, that either all Primary XCF Items in a group are
current, or all Secondary XCF Items in a group are current (to preserver the
Primary or Secondary configuration).

Fig 6 Two XCF Item Pairs in a Group, Supporting Independent Functions

Primary Function 1
requires copy C->D

Primary Function 2
requires copy N -> M

Secondary Function 1
requires copy D -> C

Secondary Function 2

Computer A Computer B
] . |
Files _
Directory C H Directory D
| |
, Files | .
Directory M { 2| Directory N
Fig 7 Two XCF Item Pairs in a Group, Supporting Independent Functions Post-
Switch
Computer A Computer B
| ]
Files ;
Directory C { >| Directory D
| . ]
_ Files _
Directory M H Directory N
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Global XCF Item Maintenance

(& Glabal XCF ltem Maintenance - Add Form EEE)

Primary Secondary

Source computer ‘ - I NB: Use NetBios name

Source directory | |

Destination computer [ ~]

Destination directory ‘ |

Monitor interval l:l {Minutes)

Replicate Sub-directaries [ |

No Compression [_|
Disabled [ ]

File Removal
() Remove source file after copy to destination is complete
) Remove destination file if source file is removed

®) Don't remove any file

[ File Exclusion Masks

New mask ‘ 5> Add >

Current Exdusions

<< Remove <<

["] Define ‘Secondary’ definition

Close

When adding a new item where Monitor Interval is specified or when updating an
existing item and Monitor Interval is being changed, the user is issued with a pop-
up dialog advising that overheads of using this could potentially be large. The user
needs to OK this dialog for the update to proceed.

Note: The preferred option is to use a Monitor Interval of zero (0). This means that
any file is creation or update in the nominated source directory will cause a
notification to CNWCommander and cause a copy of the file to the specified
destination directory.

Whole directories can be refreshed by use of the Monitor Interval but the overhead
of this can be large unless the directory contains few files and the monitor interval
is high.

The user can define a secondary item by clicking the “Define ‘Secondary’
definition” check box while creating a new item or updating an existing item.

* The Secondary will have identical values to those on the Primary sheet
except source and destination hosts will be swapped. The user can
change/enter these values as they wish

The ‘disable’ flag allows the item to be defined within JSM but prevents it from
being exported to servers for use by Commander. The setting is applied to the
Item partner if the XCF Item exists in an XCF Item Pair.
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Global XCF Group Maintenance

[B]XCF Group Maintenance: 0 o [=I S|
Group Name I create XcF Group
Desription  [description of aroupt
Candidate XCF Item Paire XCF Item Pairs in Group
Source Computer | Source Directory | ination Computer | ination Directs Source Computer | _Source Directory [ tina te [
[CHWIER 1A b3 leneer 1b, v counz e Wxef3 [CNVWIER 1A Jerwef lenwier 1b.cw.co.n: lesxef
CNWIER 1A lewef2 lenwier 1b.crw. co letiwef2
=
>
|
<<

Deete Group ok

The XCF Group Maintenance form provides the ability to create (and delete)
named Groups that have XCF Item Pairs such that when a Group Switch is
performed, all Items Pairs switch which Item in the Pair is current.

In the picture shown above, the user is adding a new XCF Item Pair to an XCF
Item Group that already has two XCF Items Pairs.

The current Item of each pair is displayed.

& File Transfer Maintenance (GLBXCF) o5 (]
Source . Z " Current Monitor | Replicate o Remove | Remove 7
Computer | SourceDirectory|  Dest Computer | Dest Directory | Disabled | “yyode Group Interval| SubDirs | Compression | Source | D Exclusion Mask
cwiCCs2 e veplicate nches20s oz civepicate | | Primary | cches2 | anches203 |
lcMweHES2 o temp \cnwehes203.cnw.co.nz |c:\temp Primary | cnwchcs2 / cwches203 | } = -
R Add New ltem
lcNWCHES2 ' \temp cmmfjla.cw.conz c\emp |
lcMweHES3  csltemp lenwmfi1f.cow.co.nzeitemp Frimary | Add New Using Existing
f Update ltem
ICNWCHCS 205 cx\temp |emfita.cow.conz e T
lcNWIWCIA [ \temp cme1a.cnw counz HRCtE e
(CNUIWC LA cltempldammy __ cngne s, . co.1z 4 Delete ltern
CNWIWCIA  c:Mtempldummy2  cnwjwels.cnw.co.nz
ICNWIWCIS  crltemp lemfita,cow.co.nz e\ Switch Group
lcNwIWEIS i \temp cmgjwela.cmw.co.nz i
CNWIWCIS  cMemplidummy  cwiwcla.cvw.co.nz|ciltempidummy2 | | | | Enable ltem(s)
CMWIWCIS  ciltempldummyx  cwjwela.cw.co.nz s empldummy 2y Disable ltem(s)
CNWIWELY e \temp |ermjwetu.cm.conz |
Extract to CSV
Exclusions o -
ST ~ | Fiter by Source Computer Prefix i
] Disabled 2 Copy to Clipboard Refresh Extract CSV Print
Found 14 global XCF items (elapsed tme 13ms)

The above form shows all the Global XCF parameters defined to-date. Disabled
entries will be shown in grey colour and only visible if ‘Disabled’ exclusion is not
checked.

A combo box is provided which can be used to display only those GlbXcf items
where the first 3 characters of source computer match.

The form permits multiple user access but checks update version to ensure
changes are not inadvertently lost.

Right clicking within this form provides a menu selection to:

Function Description

Add New Item Create a new XCF entity. User can define a secondary item
by clicking “Define ‘Secondary’ definition” check box.
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Add New Using Create a new XCF entity with most items prefilled from
Existing the selected item (including secondary item fields if the
selected item contains a secondary item).
Update Item Opens the XCF Item Maintenance form
Update the selected XCF Item (and its Secondary).
Add Item To Opens the Group Maintenance form.
Group Add an XCF Item Pair to a (new or existing) Group
Update Group Opens the Group Maintenance form.

Remove XCF Item Pairs from an XCF Group.
Delete the Group.

Delete Item

delete a selected XCF entity

If the selected item is a Primary or Secondary, this menu
item will become ‘Delete Primary & Secondary Items’ and
it will delete both items.

Delete Secondary
Item Only

This menu option will only get shown if the selected item
is a member of an XCF Item Pair, and it will delete the
Secondary item only. If the secondary item is current, then
deleting the Secondary will make the Primary current.

Switch Item

Switch between Primary and Secondary XCF Items in a
Pair.

Switch Group Switch all XCF Item Pairs in a Group.
Enable Item(s) Mark all selected items as Enabled.
Disable Item(s) Mark all selected items as Disabled.
Extract to CSV Extract to CSV.

XCF Item Pair and XCF Group Rules

All XC Item Pairs in a Group belong to a Group configuration that is either
Primary or Secondary; meaning that all Pairs in the Group have either Primary or
Secondary Item current respectively.

When adding XCF Item Pairs to an XCF Group, all Pairs must have the same
Mode (either Primary or Secondary) and that mode must match that of the Group.

When the Seconday Item of a Group Pair is deleted, the Primary Item is made
current and removed from the Group.
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OS Patch Maintenance

This optional facility allows the Security Administrator visibility to installed
operating system patches for each Host registered in JSM. The facility will only
operate when the scheduled entry is selected and a runtime defined which will
cause JSM to run a daily scheduled task called ‘OS Patch Reader’ (application
JossOSPatchMgr).

The JossOSPatchMgr application reads files transferred from each Host using
tools provided by JADECare 24. The files are located in a repository local to JSM
and is identified by the following initialisation file option:

[JadeSystemsManager]|
OSPatchHistoryDirectory=<directory>

The following two sub-directories are expected to be found under the directory
named above :

e \server config\
e \server hotfixcheck

If any of these directories do not exist, alerts will be raised on each
JossOSPatchMgr run and the run will be aborted.

The JossOSPatchMgr application can be run as required via the ‘File | Initiate OS
Patch Reader Run’ menu item.

Viewing Hot Fixes Applied:

The OS Patch Status details can be viewed via the Host Maintenance form on
sheert OS Patch Status.

= @1 \ Host Maintenance //il e
Host FADN [crwmiila.crwconz =] Create naw Server Host [
HostSetup | HawwaweDetsls | Clster 05 PatchGtatus | Cornection Histop | }anaged Environments

 Current Status
Serverame CwEITA -

05 Server 2003, Standard Edition 5P1
IS5 B0

IE IEFO0D

MDAC  bdac 2.8

NET Met Framework 1.1 SP1, 2.0, 3.0
M/&

SOL NA&

The fallowing Required hotfises are marked az NOT installed:

| M505-039 :- [Plug and Play Remote Code Execute £ Priviege Elevation KBB9958E]

rPatch History

Tirne Huot Fix Detail Patch |d Comment |«
08/10/07 221848 MS_KES38135 LUnknown M5 for KES38135 KB338135
08/10/07 221531 MS_KBI38135 Unknown M5 for KBI38135 KB938135
04/03/07 121311 MS_KBI35840 Unknawn MS for KES35840 KB335840
04/03/07 12:13.00 MS_KRI30178 Unknown 35 for KES301 78 KB330178
04/03/07 12:18:47 MS_KE925302 Unknown M3 For KES25302 KB325302
04/03/07 12:18:28 MS5_KES33566 Unknown M5 for KES33566 KB3335EE IE7
04/09/07 121614 MS_KBY2E122 Unknown M5 for KBS2ZE1 22 KB926122
04/03/07 12:16:02 MS_KBI29363 Unknown M5 for KBS29363 KB323369
04/03/07 12:14:24 MS_KB932168 Linknawn MS for KES32168 KB332168
04/08/07 12:14.13 MS5_KR935833 Unknown M5 for KES35833 KB335839
NR/07 190k 49 b5 KRIIIIEN | Ik nowan bAS for KRS F KR9333R0 u

gjnspec:l ] @ Apply | @ﬁéléle ] " @ Qk: l

The upper-half of the form represents a summary derived from
\server hotfixcheck\<serverhost> Updatestatus.txt.

The lower-half represents Hot Fixes loaded on this server to date.
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Note that the pink colour denotes “critical” Hot Fixes. Bubble help exists on each
entry indicating if more KB entries (Knowledge Base Articles) are associated with
the Hot Fix.

Maintaining Hot Fix and Knowledge Base Articles:

The Security Administrator has the ability to assign/unassign KB articles to/from
specific hot fixes via the OS Patch Maintenance form. This can be displayed by
clicking the ‘Setup | OS Patch Maintenance’ menu item from within JSM.

I
~Hot Fixee —— | [ Patch Elementz [EB Humbers]
kS071-024 - : :
ME D 075 _I IIhazzigned Hazsigned
M501-026 KB103861 “ KB305339
MSO1-027 KEB14842F
M501-028 KB154031
M5 01-023 KB155197
S 01-030 KE1E7E14
k5 01-031 KB1EE115
MSO1-032 KEB163485
M501-033 KB1E3E17
M5 01-034 KB169245
pS01-035 KEB163556
M501-036 KB184375
M501-037 KEB18a341
MS01-0338 kEB12a348
r501-033 kB183806
ST -040 KB189262
M501-041 KB130288
M501-042 KB151200
pS01-043 KB132296 >
M5 01-044 KB193233
M501-045 KB135733
MS01-046 KEB136731
k501047 KB214R52
507042 EB214757
M501-043 KB214840
M5 01-050 KB216453
rS01-051 KEB217004
M501-052 kKB218473
M501-053 KB218619
MS01-054 kB221923
r501-055 kKB221931
ST -056 KB226325
M501-057 KB226326
M501-058 KB23067T
tS01-053 KEB230631
MS01-050 KB231304 |
MS02-001 S
WS O2-002 ~ Main Yiew
b5 02-003 & HotFix © Patch Element
M5 02-004 =l

This form can used to view Microsoft Patches from two perspectives:
- by Hot Fix number
- by Knowledge Base Article

When viewing from perspective ‘Hot Fix’, you can assign KB numbers to the
selected hot fix by double clicking an entry in the ‘Unassigned’ list box. To
unassign a KB number double click the desired entry in the ‘Assigned’ list box.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 288




JADECare Systems Manager

Installation & Administration Guide

When viewing from perspective ‘Patch Element’ ...

*® DS Patch Maintenance

— Patch Elements

k.B 249973
k.B251109
kB 252463
k.B252614
kB 252693
kB 252694
kB 252795
k.B 253062
k.B253943
k.B254142
k.B 254902
k.B 255605
k.B 256015
k.B 286052
k.B2BE1E7
k.B 256585
k.B 257200
k.B 257370
k.B 259166
k.B 253401
k.B 259496
kB 289622
k.B 289728
k.B 259799
k.B 260197
k.B 260205
k.B260219
k.B 260267
k.B260347
kB 260838
k.B 261255
kB 262509
k.B 262694
k.B2627ET
k.B 263965
k.B2E64133
k.B 264684
k.B 264280
k.B 265258
kB 265334
k.B2E5714

)

=101 =

—Hot Fixes

IInazzigned

MS01-011
MS07-012
MS01-013
MS01-014
MS01-015
MS01-016
MS01-017
MS01-018
MS01-019
MS07-020
MS01-021
MS01-022
MS01-023
MS01-024
MS01-025
MS01-026
MS01-027
MS07-023
MS01-029
MS01-030
MS01-031
MS01-032
MS01-034
MS01-035
MS01-036
MS07-037
MS01-038
MS01-033
MS01-040
MS01-041
MS01-042
MS01-043
MS01-044
MS07-045
MS01-046

— Main Yiew

=

Azzigned

MS00-010
MS00-015
MS00-022
MS00-026
S 00-031
MS01-033

" Hat Fix % Patch Element

This can be useful if you want to see at glance what hot fixes are applicable to the
selected knowledge base article. The double clicking behaviour of both the

‘Unassigned’ and ‘Assigned’ list boxes is the same as the ‘Hot Fix’ view

mentioned above.

This form is resizable and it’s position and size will be retained after each use.
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Reporting on Hot Fixes:

A new report has been created for displaying/printing ServerHost Hot Fix load
information during the criteria specified.
=1o x|
Customer ld [RCG =]
HostMame [CNWRCGIC ]

Environment Selection [ Repoit Selection W Fieport Period Selection ] Output Parameters
[~ System Statistics ™ Enviranment Statistics I~ &pplication Performance ¥ M anagement Summany
 Spstem Staticti Envil R Usage —j- Application / JOM Stats M 5 Ty
" Al Reports " Al Reports Al Reports Al Reports
¢ Selected Reports " Selected Reports " Selected Reports 1 Selected Reports

Host Environment Logs Report

05 Patch History Hepart

J Ok | x LCancel |

* 05 Patch Maintenance Report for host CNWRCG1C (Period : 00:00 01,/10/06 to 23:59 31 /10/06) |0 1'
Date Installed PatchId Hot Fis Desoiiption
29 0ct 06 12:00:31 KB320358 1S0E-043 (windows Femel [Privilege Elevation]
29 0ct 06 13:00:18 KB923414 MSOE-0R3 Server Service [Denial of Service and Remote Code Execute))
29 0ct 06 13:00:09 KB923191 MS0E-057 "Windaws Explorer [Remate Code Execute]
29 Oct 06 13.00:00 KB324191 MS0E-061 #ML Core Services [Remote Code Execuls)
29 0ct 0B 12:53:51 KBS318833 MS0E-042 Cummulative [E Update [Remote Code Execute)
29 Oct 06 12:59:44 KE925486 MSOE-055 "Wector Markup Language [Remote Cade Execute]
29 Oct 06 12,53.07 KEB320685 MS0E-053 Indexing Service (Cross Site Sciipting)

Erint Table [M/YSWYG] | jlguse |

In the example above the parameters provided requested all hot fix information for
the period of October against ServerHost CNWRCGI1C.
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Data retention & Scheduling Information.

Scheduling of the OS Patch Reader application (JossOSPatchMgr) is also
controlled via System Global options. This can be defined by selecting the
‘Scheduling’ tab. The daily OS Patch Reader process is disabled by default and is
enabled by entering a date / time for this scheduled item.

By default, Hot Fix information will be retained for 2 years before being deleted
out. The deletion process has been incorporated into the daily Janitor run. The
retention period may be changed via System Global options under the ‘Data
Retention’ tab.

Online Compaction

This optional facility is accessed via the Host Environment Maintenance. From
this sheet the user is able to select the mapfile(s) to compact, schedule
compactions, cancel scheduled compactions, interrupt a running compaction and
view the progress of any active compaction.

= Et N\ Jade Environment Mamtenance 7 Hﬁ
JADE Environment Name :‘TESTJK1 on CMw/MFJ 14 (Mon-SD5) ﬂ ] Craate New Jade Erwiranmert
Master Environment : TESTJK Exclude J54
Update Items Activities
Backups Compact ‘ Restore | Relocate
 Online Comp.
WARNIMG : dates and times shown are local to respective Host
Available Selected
Mapfile: Size Partitions | Status |« Date d Time——————
trashd 5822 MB
18/02413 14:05

ool 2018
|_userscm 11.1 MB
|_usenf 4 8 ME
DbFileT est2 45 MEB E
DbFileT est 39 MB 4
|_Lmergui 988.0 KB —
[ moritor 192.0K8 adds |
|_userint 280KB -

dmpload 16.0KEB KE L
| userdew 16.0 KB
K._Procs 80KE
Cardhdap 4.0KE - o
DbFile)adeB ptes 40FKB %
E_Extia 40KB S—
K Joss 40KB REVEYEE
K_LD&P 40KB
K_LockTarget 4 0KB
K_SMTP 40KE
TestPartition] 40KB

roctdef 40KE
| stats 40FB
ominous 40KB
test 40KE
zmapD05 40FKB

man(I[F 4 [ KR Dot

Ready
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Immediate Compactions

Changing to the compaction tab automatically prefills the date and time with the
current date and time. Clicking the ‘Schedule Compaction’ button when the date
and time is less than the current date or time is considered an immediate
compaction and the user is prompted

SN — ”

11

Reguested start time: 12 Septermber 2008, 14.21:00 is less than current time: 12 September 2008, 14:28:34

Thiz will initiate an immediate online campaction, do yaou wish to proceed?

Selecting ‘Yes’ will result in an immediate compaction. The date and time on the
compaction sheet will automatically update to the current date and time. Note that
immediate compactions may incur a delay of approx 2 minutes before start.ing.

Scheduling Compactions

If the date and time specified are in the future then this is considered a scheduled
compaction. JSM sends a compaction advice to JSA and the compaction is
scheduled in JSA. Once the compaction is scheduled, then the compaction runs
completely autonomously and does not require JSM to be connected.

View Compaction Progress

If a compaction is running for the selected host environment then it’s progress can
viewed by clicking the ‘View Progress’ button.

| Active |

Compacting

| Id | Mapfile | Progress | Phaze |
| 16 _monitor [ 0% |compact

On completion of a compaction, the completion time, elapsed time and the total
size of all the processed mapFiles is shown.

On an interrupted compaction the elapsed time is shown and the total size of all
files processed prior to the interruption occurring.
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Interrupting A Compaction

If a compaction for the selected host environment is running it can be terminated
by clicking either the ‘Stop After Current File’ or ‘Abort Compaction Now!’
button. The user is prompted for confirmation before the request is actioned.

T

3\

/ =
=

Do you wvish to proceeody

Please confirm termination request for compaction pludbabe

Clicking ‘Yes’ actions the interruption request.

Stop After Current File

Compaction will continue until the end of the current file being processed. The
wait time involved will depend on the file size of the current file and the degree of

fragmentation that exists within that file.

Abort Compaction Now!

Will execute the ‘abortReorg’ action using JadClient against the environment

being compacted and will abort the compaction as soon as possible.

EEE Y

Intenupted |

Finished compacting 15.4Mb from a total database size of 16Mb
pted at 12 Sept

ber 2008, 14:51:54, elapsed compaction time=00:00:12

Cancel Scheduled Compactions

Clicking the ‘Cancel Scheduled’ button presents the ‘Online Compaction

Schedule’ form (which is modal).

Scheduled Time | Host Hame | Stabuz
15 September 2008, 14:50:.00 chrcg] C.onw.co.ng Scheduled
16 September 2008, 03:31:00 [chwreg] c.ohi. oo he ‘Scheduled
18 September 2008, 14.28.00 [crwireg] c.onw.co.nz ‘Scheduled
Caricel Compachon { Close

Selecting an item in the table enables the ‘Cancel Compaction’ button. Clicking
the button prompts the user for confirmation
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-5\ i

=

-

Do you wvish to proceecdy

No

Pleaze confirm compaction cancelstion for pludbabe scheduled for 13 september 2008, 02:28:00

Clicking ‘Yes’ results in a request being sent from JSM to JSA to cancel the
scheduled compaction. Should the cancelation be successful JSA sends back a
confirmation of the cancellation and this is reflected with ‘Cancelled’ text in the
status column. If the cancellation is unsuccessful then the status column will

contain ‘Failed’ text.

Compaction History

Compaction history can be viewed through the Log History Form

Server Hozst Iu:nwu:hu:321 4 crw.co. Ll

E rivironment IJ COTESTZ ﬂ

[rate Range IYesterda_l,l Ta ITu:n:Ia_l,l

Time Range |00:01 To 2359

Status Al -

i-_:' Dlsplag

-

C e

8 @

~ Hizstory Types —

&l

Backup
Compact
Deplovment
Festore

Mizcellaneous

=10l x|

% Print
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Perquisites for using Online Compaction
e Server Host JSA level must be 3.3 or greater
e Target Environment JADECare Start (CardSchema) must be 3.3 or greater

e Target Environments initialization file setting ReorgWorkDirectory
must contain <default> or the same path as the database path. This is
checked for when the compaction starts and a failure will occur if the
pathname falls outside this requirement.

For environments on JADE 6.3 and later this key is checked in the
[JadeReorg] section first. If this key is found in the [JadeReorg] section
then it takes precedence over the same key if present in the [PersisentDb]
section.

Additional Online Compaction Info

e  Multi worker support for online compactions is not available so only one
compaction worker is available at this time.

e Progress information by mapfile is not available at this juncture. Progress
events returned at the start and end of each mapfile compaction.

JSM Batch Interface

The JSM application is known as JossBatch. This application allows a number of
batch functions to be executed using the command line interface from sources
external to JSM. It produces standard output of what it is doing and will set the
exitcode to -1 if an error is detected. The application is executed using the
following command line syntax:

<JSM binpath>\jadclient path=<JSM sys path> ini=<JSM inifile>
schema=JossControl app=JossBatch server=multiuser endJade <request
and arguments>

Application Monitoring Update
Introduced JSM 4.1.01.

Provides the ability to switch one or more applications for one or more JADE
Environments on one or more servers from being ‘monitored’ to ‘not monitored’
and vice-versa.

<request and arguments>:

. action=ApplicationMonitoringUpdate
file=d:\tstJSM\server\c misc\ applMonitoringUpdate file.txt

The file variant can contain multiple lines with each line expected to contain the
following items delimited by comma:

e <env name>

e <server name — fully qualified domain name>

e Schema Name of application to be or being monitored

e Application Name of application to be or being monitored

e Definition number (1 for non-SDS or Primary, 2 for Secondary)

e  Monitored value (true or false)
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Note that all values are validated before any updates are performed. All required
JSAs performing the monitoring will be updated accordingly.

Example:
exmenv, exmserver.exm.co.uk,CardSchema, AppServerMonitorl,1, false

The example shown, if validated, would turn off monitoring for application
CardSchema,AppServerMonitorl for environment exmenv on server
exmserver.exm.co.uk

Change XCF Parameters

This new function provides a command line methodolgy to update various
attributes for a specified XCF item.

To identify the XCF item concerned, the following values must be provided:
e source computer
e source directory
e destination computer
e destination directory
Any one or more of the following attributes can be modified:
e source computer
e source directory
e destination computer
e destination directory
e disabled status

<request and arguments>:

action=changeXcfParameters
sourceComputer=<source computer>
sourceDirectory=<source directory>
destinationComputer=<destination computer>
destinationDirectory=<destination directory>
[modifySourceComputer=<new source computer>]
modifySourceDirectory=<new source directory>]
modifyDestinationComputer=<new destination computer>]
modifyDestinationDirectory=<new destination directory>]
disabled=<true|false>]

The arguments sourceComputer, sourceDirectory, destinationComputer and
destinationDirectory are mandatory to identify the required XCF item. The values
specified are case-insensitive.

At least one of the update arguments must be specified.

NOTE : There is NO validation of the update arguments specified.

Check Backups

Checks backup logs and creates a Tracker call should any backups still be marked
as Scheduled or Pending.

<request and arguments>:

action=checkBackups
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Check Connected
Introduced JSM 4.1.01

This function gives the ability to check whether all servers are connected to JSM
(via JSA) — exitcode of 0. Where a server name is invalid, or no JSA can be
located for a server or any JSA detected is not active, the log will provide details,
the standard output will issue an error message and the exitcode will be -1.

There are two variants provided:
e Server=<fqdn>

e File=<fully qualified file name>
where the file can contain multiple FQDNs, one per line.

<request and arguments>:
o action=checkConnected server=tstxmlla.tst.co.nz

e action=checkConnected
file=d:\tstJSM\server\c misc\ checkConnected file.txt

The file variant can contain multiple lines with each line expected to contain a
fully qualified server domain name as the server is known to JSM.

Delete JADE Environment

This request will cause the specified JADE Environment to be logically deleted
and, eventually, physically deleted.

<request and arguments>:

action=deleteJadeEnvironment server=<fully qualified domain name>
environment=<JADE environment name>
[deleteMasterEnvironmentIfLast=<true|false>]

Arguments ‘server’ and ‘environment’ are mandatory.

The argument ‘deleteMasterEnvironmentIfLast’ is optional and will default to
true. If this argument is true then if JADE Environment specified is the last
database entry defined for the Master Environment, then the Master Environment
will also be deleted.

Delete Master Environment

This request will cause the specified Master Environment and all associated JADE
Environments, to be logically deleted and, eventually, physically deleted.

<request and arguments>:

action=deleteMasterEnvironment environment=<master environment
name>

Argument ‘environment’ is mandatory.

Delete ODBC Environment

This request will cause the specified ODBC Environment to be logically deleted
and, eventually, physically deleted.

<request and arguments>:

action=deleteODBCEnvironment host=<ODBC host name> instance=<ODBC
Instance name> environment=<ODBC environment name>

All 3 arguments are mandatory.
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Delete Server Host

This request will cause the specified Server Host and all associated entities (JADE
Environments,. ODBC Environments, .Net Services, Websites), to be logically
deleted and, eventually, physically deleted.

<request and arguments>:

action=deleteServer server=<fully qualified domain name>

Argument ‘server’ is mandatory.

Extract JARI Details for Environment

This request will extract the registered product releases and their details into a
specified file:

<request and arguments>:

action= extractEnvJariDetails paramfile=<parameter file>
outputfile=<output file name>

where the :

<parameter file> - is a simple file name that is expected to be in
<JSM>\server\c_misc directory and where each line is
expected to be a customer code and environment name
separated by a comma.
Example : cnw,cnwexampl would extra the JARI details for
environment cnwexampl for customer cnw. file name includes
the path and suffix must be csv or txt.

<output file name> - is a simple file name that will be extracted to
<JSM>\server\c_misc directory.
Extract Product Releases

This request will extract the registered product releases and their details into a
specified file:

<request and arguments>:

action=extractProductReleases file=<file name>

where the file name includes the path and suffix must be csv or txt.

Generate JARI Batch Build Files

This request will generate JARI Batch Build files using a source Masterfile
(suffixed ‘jrim’ for each of the environments defined for a specified environment
type (as defined in the Master Environment Maintenance form).

Files will be generated for each environment where there is at least one deployable
database environment (not disabled and role is non-SDS or Primary).

<request and arguments>:

action=GenerateJariBatchBuildFiles type=<type> masterFile=<fully
qualified file name>

where type can be:
o JMT
e JTE
e JTE Identity
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The generated JARI Batch Build files will be placed into the same directory as the
Masterfile input is located and the environment name will prefix the Masterfile
file name and be suffixed with .jri. See log example below for file names

Any exitcode other than zero indicates a failure.

Details are logged into <logs directory>\joss_batchcontrol <ccyymmdd>.log.
Log example:

2020/11/19 08:07:53.290: JossBatch/131: --———=—===—=——————- Application start
Up —= === mmmmmmm e —

2020/11/19 08:07:53.291: JossBatch/131: Application running in TestMode
(Level 2)

2020/11/19 08:07:53.542: JossBatch/131: Now processing requested action
'generatejaribatchbuildfiles'...

2020/11/19 08:07:53.583: JossBatch/131: Creating JARI batch build files for
Jade Third Eye Environments

2020/11/19 08:07:53.583: JossBatch/131: Source is

M:\ Changes\20201118\jaribuild 8 1 10.jrim

2020/11/19 08:07:53.590: JossBatch/131: jtetest JARI batch build file
M:\_Changes\20201118\jtetest jaribuild 8 1 _10.jri
2020/11/19 08:07:53.591: JossBatch/131: tstpjte JARI batch build file
M:\ Changes\20201118\tstpjte jaribuild 8 1 10.jri

2020/11/19 08:07:53.591: JossBatch/131: Created 2 JARI batch build files for
Jade ThirdEye Environments

2020/11/19 08:07:53.598: JossBatch/131: --—--—-—=—-—-—- Application close
down -—----------------—- >

Get Property Value
For details see section > Actions Common to JossBatch and KarmaBatchInterface’
below.

Global Parameter Distribution

Initiates global parameter distribution to all servers or to the servers for a specified
customer

<request and arguments>:

action=initiateGlbParamDistribution [customer=<customer prefix>]

Jari Status
Provides the ability to get the JARI number and its status.

The ‘jari” argument below can define a specific JARI number for the environment
or request the status for the latest JARI.

Where the environment and JARI are located, standard output will be issued in
form:

‘JARI <jari number> for environment '<environment>' status <status> (<status string>)’
The exitcode will be:
= -1 ifany error or exception
* <nn> being the status of the sepcified JARI
JARI Status Values:
= 0 Incomplete
* | Pending Authorisation
2 Pending Rescheduling
= 3 Pending Review
4  Pending Restart
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= 5 Ready, Scheduled

= 6 Ready, Reviewed, Scheduled
= 10 Deployment Running

= 17 Deployment Aborting

* 18 Deployment Failed

= 19 Completed

= 99 Deleted

<request and arguments>:

action=jariStatus environment=<environment id> jari=<jari number>

JSM Version Check
Checks that the JSM version defined in the database matches the expected version.

<request and arguments>:

action=jsmVersionCheck version=<m.c.rr.ppp>

JMT Comparison Build
Added in JSM 4.1.01.

This feature is intended for use where the JADE Master Terminal product is
registered. Executing this function will build a comparison file of:

e all JADE< CardSchema and JMT specific files that are expected to be
resident and also what the MDS5 hash value is registered in JSM

e all JADE< CardSchema and JMT specific files that should have been
deleted (based on earlier IMT releases minus the specified release
requirements).

The comparison file generated must be specified in the following arguments. The
comparison file is expected to be used to compare actual deployed databases
and/or remote environments that are maintained using the JMT Deployment
function. This file is expected as input to the KarmaBatchInterface function
‘IMTCompare’, see documentation below.

<request and arguments>:

action=JMTComparison_Build environment=<environment name>
version=<target JMT version> file<fully qualified file name>
[jmtOverride=<true|false>]

where:

e <environment name> - must match a JSM master environment entity that
is defined as a JADE Master Terminal environment type

o <target JMT version>

o must match a JADE Master Terminal product base release or
consolidated release

o must be equal to or later than the JMT application version
currently deployed.

o <fully qualified file name> - the directory must exist and the file name
must be Windows compatible.
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e jmtOverride argument is optional and defaults to false. If true, then this
allows the build to be run for an environment that is NOT marked as a
JMT Environment.
Server Patch Status

Extracts servers and outstanding patches count into <JSM log
path>\Server Patch_ Status.csv.

<request and arguments>:

action=serverPatchStatus

Set Up Environment Directories

Provides the ability to create the environment directories on the JSM server (if not
already created) and to initialize the version control files

<request and arguments>:

action=setUpEnvDirs environment=<environment name>

Set Up Jade Environment Directories

Provides the ability to create the target JADE environment directories on the target
server (if not already created) and to initialize the version control files to match
the values of the JSM environment

<request and arguments>:

action=setUpHostDirs environment=<environment name> server=<server
FODN>

Shut Down JSM

This request will cause JSM to shutdown.

<request and arguments>:

action=shutDownJoss

Set Next Deploy Client Distributions
Define the client distributions to be deployed with the next deployment.

<request and arguments>:

action=setNextDeployClientDistributions environment=<env id>
clientDistributions=<dist#1>,<dist#2>,<dist#n>

Start JARI Batch Build
Introduced JSM 4.0.01. No pre-requisites for JSA.

Provides the ability to specific a batch JARI file (.jri) and to create and
auto-initiate a JARI for a specified environment.

Note 1 : One of the following options must be set for this functionality to be
usable:
e the global option ‘Allow JARI Auto-initiate Via Batch Interface’ or
e the specified Master Environment ‘Allow JARI Auto-initiate Via
Batch Interface’ must be set.

Note 2 : The following requirements exist for this feature to be useable:
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e The batch script must be initiated from an account that has domain
or local admin rights such that it can access the JSM binaries and
ini file and execute the JossBatch application

e Thejrifile and file directories specified in the jri file must :

o have read/write permissions for the JSM account (under
which the application executes) to access them; or

o the JSM account must have admin rights on the server
be locally accessible to the JSM application

The details and any error messages will be logged into:
e JSM’s cn_log for application JossBatch

e alog file under a sub-directory \logs in the directory in which the
specified .jri file resides. File title is ‘jaribuild <ccyymmddhhmmss>.log

If the JARI build is successful then the .jri file is moved to a sub-directory of
\success in the .jri file directory otherwise it is moved to \failure sub-directory.

The exitcode will be:
o the JARI reference number if successful JARI build and initiate.
e -1 if there has been any error or JADE exception.

<request and arguments>:

action=startJariBatchBuild jriFile="<filename>"

The jriFile specified must include the path name and the file name
i.e. c:\example\example.jri

Switch XCF Group
Introduced in JSM 4.1.01.
Provides the ability to switch a specified XCF group.

<request and arguments>:

action=switchXcfGroup group=<XCF group name>
sourceComputer=<current source computer>

The <XCF group name> must be a valid XCF group name.

The <current source computer> is a cross-check to ensure the correct group is
used. Before a switch is forced the process must find a match of at least one of the
‘current” XCF items associated with this group.

NOTE : This action does NOT cause the Global Parameters (and XCF changes) to
be issued.

Update JADE Environment

This request will cause the specified JADE Environment to be updated with the
values defined.

<request and arguments>:

action=updateJadeEnvironment server=<fully qualified domain name>
environment=<JADE environment name>

preInstallBackupPath=<path name for pre-install backup>
standardBackupPath=<path name for all other backups>
[onlineBackupWorkers=<number of workers for online backup>]
[offlineBackupWorkers=<number of workers for offline backup>]
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[tcpPort=<TCP port>]
[deleteOldestBackup=<true/false>]
[databaseLogDays=<number>]

Arguments ‘server’, ‘environment’, ‘prelnstallBackupPath’ and
‘standardBackupPath’ are mandatory.

The arguments ‘onlineBackupWorkers’ and ‘offlineBackupWorkers’ are optional
and will default to 1.

The argument ‘tcpPort’ is optional and has no default value.
The argument ‘deleteOldestBackup’ is also optional and defaults to ‘false’.

The argument ‘databaseLogDays’ is optional and if not provided will retain the
existing value

Validate and Extract Interested Parties

This parses the ‘Interested Parties’ list defined for each server and identifies
whether the email address is associated with an operator or role entity within JSM.
The email address, the server(s) it is associated with and if it does not match a
JSM entity are extracted to a csv file <misc path>\InterestedParties Extract.csv
<request and arguments>:

action=validateExtractInterestedParties

JSA Batch Interface

The JSA application is known as KarmaBatchInterface. This interface will allow
a number of batch functions to be executed using the command line interface from
sources external to JSA. It produces standard output of what it is doing and will
set the exitcode to -1 if it an error is detected.

If JSA has been initialized and has not yet connected to JSM, then any execution
of KarmaBatchInterface will fail with message:

ERROR: JSA has not yet completed initialization.

The application is executed using the following command line syntax:

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade
<request and arguments>

Example of using the interface to invoke an ad-hoc backup:

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade
action=runadhocbackup name=<Jade environment name> backupworkers=3
backupdir=<directory name>

To run the backup offline, specify argument offline=true

To specify an ODBC environment to be backed up, specify the ODBC
instance in addition to the database name:
instancename=<instance name>

If it is a remote ODBC environment please provide host name too:
host=<remote host name>

JadeAdmin and Configuration
Create Configuration
With the implementation of regime 3, the standard run of JadeAdmin using

createConfiguration does not create a true regime 3 version of the configuration
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file. Also the content of the dirmaps sections is dependent on which version of
cnwplugin being used. Version 2.0.0.41 and later create a pseudo regime 3
formatted file and earlier version create a true regime 2 format.

The batch interface now provides a mechanism to create an appropriately
formatted configuration file. If the <request and arguments> does not contain a
‘regime=<x>’ specification, then the regime is derived from the host environment
object in JSA (which is derived from JSM’s repository)..

<request and arguments> are as follows:
action=createConfiguration <host env name> [regime=<regime number>]
where the regime argument is optional

Update Configuration

The batch interface now provides a mechanism to update an existing configuration
file. Running this command will clean up any unrequired entries in the config file
and add required entries that aren’t present. The regime is automatically derived
from the host environment object in JSA (which is derived from JSM’s
repository).

<request and arguments> are as follows:

action=updateConfiguration <host env name>

You would not normally be required to run this command. It is intended for
operations staff to correct any configuration files where some sort of deployment
failure has occurred and manual intervention is required.

Setup and Create Configuration

This allows the creation of a configuration file for a JADE Environment that has
not yet registered in JSA. The parameters required are minimum necessary to
create temporary object instances within JSA in order to create the configuration
file. The arguments are all required.

<request and arguments> are as follows:

action=setupCreateConfiguration env=<master environment name>
jadeEnv=<JADE environment name> databaseDrive=<volume letter>
databaseRole=<0 | 1 | 2> regime = <2|3> name=<named
section>

Cycle JSA Server Application

Provides the ability to stop (if running) and start a JSA server application. As at
the 4.0.02 release valid JSA server applications that can be stopped and restarted
are:

= KarmaAlertSetHandler

= KarmaCommsMgr

= KarmaGeneralEventMgr
= KarmaStatsCollector

<request and arguments> are as follows:

action=cycleJSAServerApplication <application name>

Dump Task Schedule

Extracts all the Task Scheduling details defined in JSA. Used for debugging and
analysis. The file produced is
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dump Task Scheduling Info <ccyymmdd> <hhmmss>.txt and is written to the
logs directory.

<request and arguments> are:

action=Dump TaskSchedule Info

Get Property Value
For details see section > Actions Common to JossBatch and KarmaBatchInterface’
below.

Hot Fix Update Product Repository

There are times when a JSM hot fix is required to update the JADE and/or
CardSchema product repository with a patched file.

This requires one or more files to be replaced and for the registered item to be
updated with new file version, modified timestamp and MDS5 hash value.

The product repository is only updated if:

- An exact match is found with the hotfix file and its corresponding entry in the
product repository AND

- If the MDS5 values differ.

<request and arguments> are:

action=hotFixUpdateProductRepository

An exitcode of -2 means that there were no updates detected.

Initialize ODBC

Using the initialize ODBC function causes all ODBC Entities to be deleted and for
the ServerHost.glbParamVersion to be set to null. This will cause:

e All ODBC entities to be re-created when JSA connects with JSM

e All ODBC and JADE Environments to have their backup specifications
updated.

NOTE : This option must only be run with single-user being specified.

<request and arguments> are:

action=Initialize ODBC

Initiate Discovery

Provides facility for an external agent (outside of JSM / JSA) to initiate the JSA
discovery processes. Current intent is for Commander to execute this when cluster
resource management fail over is detected.

action=initiateDiscovery

JADE Environment Is Active
Advises whether the specified JADE environment is active as seen from JSA.
Standard output respone will be ‘isActive=true | false’

<request and arguments> are:

action=isActive <environment name>
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JSA Version

This request will return the version identifier of JSA as standard output in the form
JSA Version =3.5.01.011.

<request and arguments> are:

action=JSAVersion

JMT Compare
Added in 4.1.01.

This function takes the file produced by JossBatch function
‘IMTComparison_Build’ and does a comparison of required files (including
checking MDS5 hash values) and files that should no longer be present as defined
by the JADE Master Terminal version specified when executing JossBatch.

Where there are inconsistencies detected the ‘response’ argument identifies
whether this is to be logged, create/update a Tracker call or both. Note that where
there are inconsistencies the exitcode will still be zero.

When logging is specified, any inconsistencies are logged into JSA’s
karma_batchinterface <date>.log. Any runtime errors will be logged into the
same log and will cause an exitcode of -1 as well as the error message to be issued
to standard ouput.

<request and arguments> are:

action=JMTCompare environment=<environment name> file=<fully
qualified file name> [response=LogOnly|AdvisoryOnly|Both]
[debug=true|false] [jmtOverride=<truel|false>]

where:

e <environment name> must be a JADE Environment name resident on the
JSA server

o <fully qualified file name> a file name that exists

e Response argument is optional and if not specified will default to Both
such that any discrepancies are logged AND will cause a Tracker to be
created / updated.

e Debug argument is optional and will default to false.

e JMT Override argument is optional and defaults to false.
If this override is set to true then the JADE Environment’s master
environment does NOT need to be marked as a JMT Environment.

Regardless of whether logging is specified, any files remaining that have NOT
been checked as ‘required’ will be logged. This may indicate files that should not
be present

Licence Info

This request will return the licence name and licence key as standard output
prefixed by keywords LicenceName and LicenceKey respectively.

<request and arguments> are as follows:
L] Query=licenceInfo <environment name>

L Action=licenceInfo < environment name>
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Run Ad-hoc Backup

A batch interface has been provided that enables a scripted ad-hoc backup to be
run of a JSA managed JADE or ODBC environment.

The interface enables specification of the following optional (*) backup
parameters:

- backupMode — optional; default behaviour is to perform an online backup.

- backupWorkers — optional; number of backup workers that perform the
backup. Defaults to number defined in JSM for this managed environment. If
specified this will update JSA values depending on offline setting

- backupDir — optional; final backup directory. Default is backup directory
name specified in JSM.

- instanceName — optional; defaults to JADE Environment backup. If specified
then backup is for ODBC Managed Environment

- host - optional; if ‘instancename’ argument provided then the host name
defaults to the server that JSA is executing on.

- name — required. This is the name of the database (JADE environment or
ODBC environment) that is to be backed up.

- compressFiles — optional; defaults to false. Specify compressFiles=true to use
compression for backup. This option is meaningless if an ODBC environment
backup

- executeScripts — optional; defaults to true. This is only meaningful for JADE
Environments and will cause the execution of appropriate scripts (dependent
on whether online or offline backup) if they are resident.

NB: The optional ‘offline’ argument will still be permitted to retain existing
functionality for existing scripts. The value may be true or false.This argument
may not be specified if the ‘backupMode’ argument is defined.

Progress of the backup is provided within JSM in the normal manner.

* The values in JSM are used if these optional parameters are not specified. If
parameters values are defined then these temporarily override the values defined
for the environment in JSM (the values in JSM do not change).

Examples:

The following will execute an ONLINE adhoc backup for JADE Environment on
this server, directing the backup to directory m:\backup area and using 3 workers
while backing up the database

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade

action=runadhocbackup name=ExampleDb backupworkers=3
backupdir=m:\backup area

The following will execute an OFFLINE adhoc backup for the specified JADE
Environment on this server, directing the backup to directory m:\backup offline,
using 4 workers while backing up the database and will suppress the execution of
scripts even if they are resident.

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade

action=runadhocbackup name=ExampleDb backupworkers=3
backupdir=m:\backup area backupMode=offline executeScripts=false
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The following will execute a JOURNALED adhoc backup for the specified JADE
Environment on this server, directing the backup to directory m:\backup offline,
using 4 workers while backing up the database and will suppress the execution of
scripts even if they are resident.

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade

action=runadhocbackup name=ExampleDb backupworkers=3
backupdir=m:\backup area backupMode=journaled executeScripts=false

The following will execute an adhoc backup for remote ODBC Environment
accessible from JSA on this server, directing the backup to directory ‘arntesting’.

The arguments ‘backupWorkers’, ‘backupMode’ and ‘offline’ are superfluous in
the context of this backup and will be ignored if provided.

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade
action=runadhocbackup host=cnwNativeTest instanceName=. name=Testl
backupdir=arntest

Run Ad-hoc Compaction

A batch interface allows for a scripted ad-hoc compaction to be run for a JSA
managed JADE environment.

The interface enables specification of the following compaction parameters:

1. name — required. This is the name of the JADE Environment database that is
to be compacted

2. compactWorkers — optional. At this juncture this will always be overridden
and set to 1. A future change to this implementation will see this limitation
removed.

3. compactFiles — required. At least one map file must be specified. A list can
be provided separated by commas.

Examples:
The following syntax will execute a compaction of mapfiles UserMap and
Transactions for database ExampleDb.

<JSA binpath>\jadclient path=<JSA sys path> ini=<JSA inifile>
schema=JossControl app=KarmaBatchInterface server=multiuser endJade
action=runAdhocCompaction name=ExampleDb compactWorkers=3
compactFiles=UserMap, Transactions

Possible Error Messages:

ERROR: <app name> in exception state, terminating...

Unhandled exception occurred, open contact for JadeCare Systems Manager and
attach stackdump and cn_logs for JSA.

ERROR: Unexpected argument '<argument name>’

An argument was provided on command line that is inconsistent with action
requested.

ERROR: Expected minimum of one mapfile to be specified for
compaction

No map file names were provided. Add argument ‘compactFiles’ and either one or
a list of map files to be compacted.

ERROR: Expected name of managed environment to be backed up
(name=<db name>)
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The environment name has not been specified. Add an argument ‘name=<database
name>’ to the command line.

ERROR: Specified managed environment does not exist on server
(<fgdn>) .

The environment name specified is not registered as a database in JSA. Check the
name, confirm that it is a database environment and that the environment is
defined in JSM for this server.

ERROR: Specified environment is not a JADE Environment.

The environment name specified is not registered as JADE environment in JSA.
Check the name, confirm that it is a database environment and that the
environment is defined in JSM for this server.

ERROR: Environment database volume is invalid.

The environment name specified defines a database volume that is not valid for
this server. Check the database volume defined in JSM and your ini files.

ERROR: Environment log volume is invalid.

The environment name specified defines a log volume that is not valid for this
server. Check the log volume defined in your ini files.

ERROR: <env name> on <server> has not registered any mapfiles yet!

The environment specified has yet to register any mapfiles. Ensure that database
environment is running and soon after registering the environment as active, the
mapfiles will be registered.

ERROR: Mapfiles not found: <list of missing mapfiles>

One or more of the map files that you have specified do not match the actual map
files registered by the application. Review the map files defined after argument
‘compactFiles’

Request Update Thinclient Files

This provides a facility for any external process that restores/refreshes the
thinclient download files (ie a full restore, the REFRESH process) to request, via
JSA, that JSM update the thinclient download files.

This is to avoid conflict on the next deployment when the environment is regime 3
where thinclient downloads are checked.

The request will only be forwarded to JSM if the local JSA can locate the
specified JADE Environment and its master environment has specified ‘regime 3.

<request and arguments>

action=update ThinClient Files <JADE environment name>

The application will provide standard output to identify what is happening and
return an exitcode of 0 if the request is acceptable. Failure will be identified by an
exitcode other than 0.

Exitcode of 0 will be returned if:
e The deployment regime is 2 (and request will NOT be sent to JSM)
e The deployment regimes is 3 and the message was sent to JSM

Exitcode greater than zero will be returned if:
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e Local JSA is not able to locate the JADE Environment specified
e JSM is not connected

e Any other unhandled exception is incurred.

Validate Ini File

This function will validate the contents of a target environment’s ini file. The first
implementation only checks the following items and that they are syntactically
correct:

e [JSMDeployment] ExcludeFile entries
e [JSMDeployment] RemoveeFile entries
e [JSMRestore] ExcludeFile entries

<request and arguments>

action=validateIniFile <JADE environment name>

The application will issue standard output of any errors found and return an
exitcode of 0 if the ini file content checked is valid. Failure will be identified by
an exitcode other than 0.

Exitcode greater than zero will be returned if:
e Local JSA is not able to locate the JADE Environment specified
e The ini file is not syntactically correct

e Any other unhandled exception is incurred.

Run Environment Restore

A batch interface allows for a scripted ad-hoc restore of a JADE environment
from a backup.

The interface enables specification of the following restore parameters:

1. name — required. This is the name of the JADE Environment database that is
to be restored

2. backupdir — required. The path to the backup root directory
lastjournal — required. The last journal to be recovered

4. restoreworkers — optional. Defaults to backup workers specified for the
environment (or 1)

5. restorebin — optional. Specifies whether binaries are restored. Value true or
false, default is true

6. restoremisc — optional. Specifies whether the misc directory is restored.
Value true or false, default is true

7. clearfilepaths — optional, default false

8. clearsdsrole — optional, default false

9. differentenvironment — optional, default false
10. useexistingjournals — optional, default false

11. restorenorecovery— optional, default false

Examples:

© 2020-2022 Jade Software Corporation Limited May 2022 Page 310




JADECare Systems Manager Installation & Administration Guide

The following syntax will execute a restore of environment test1.

D:\cnwkarma\server\c _bin\jadclient path=D:\cnwkarma\server\c system
ini=D:\cnwkarma\server\c bin\cnwkarma.ini schema=JossControl
app=KarmaBatchInterface server=multiUser endJade action=runRestore

name=testl backupdir=D:\cnwbackup\testl 23Mar restorebin=false
lastjournal=289

Actions Common to JossBatch and KarmaBatchlinterface

Get Property Value

Provides the ability for a JSM / JSA batch process to obtain the value from any
property for instances of the following classes:

e Root
e ServerHost
e Environment
e JadeEnvironment
e ODBCHost
e ODBClInstance
e ODBCEnvironment
The value is returned as the process exit code when:
e The property is type Boolean and value is converted to Integer
e The property is type Integer

e The property is type Integer64 and the value is not larger than
Max_Integer.

If the property type does not match any of the above the exitcode returned is -2
(output to file) and the result is output into a file in the logs directory for JSM /
JSA with title

‘getPropertyValue <propertyName> <className> <entity name>.txt”

which is formatted as follows:

e Line 1 — entity name

e Line 2 —class name

e Line 3 — property name

e Line 4 — property type

e Line 5 — property value (converted to String)
NOTE : The property name is case-sensitive.

Syntax:

<binpath>\jadclient.exe ini=<ini file> path=<system path>
schema=JossControl

app=[JossBatch | KarmaBatchInterface] endJade
action=getPropertyValue

class=<valid class name -see above>

propertyName=<JADE property name (case-sensitive)>
[environment=<environment name>]

[server=<server FQDN>]

[host=<ODBC host name>]

[instance=<ODBC Instance name>]
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Example #1:

action=getPropertyValue
class=JadeEnvironment
propertyName=deleteOldestBackup
environment=TestJK10
server=cmfjlf.cnw.co.nz

In this case, the property is a Boolean and is true so the process exit code is 1.

Example #2:

action=getPropertyValue
class=JadeEnvironment

propertyName= preDeployBackupRetentionDays
environment=TestJK10
server=cmfjlf.cnw.co.nz

In this case, the property is an Integer with a value of 5 so the process exit code is
5.

Example #3:

action=getPropertyValue
class=JadeEnvironment
propertyName= emailAddress
environment=TestJK10
server=cmfjlf.cnw.co.nz

In this case, the property is a String with a value of ‘exampleEmail@gmail.com’
so the process exit code is -2 and file

getPropertyValue emailAddress JadeEnvironment TESTJK10 on CNWMFIJ1F
(Non-SDS).txt. was created in the logs directory and contained the following:

Class : JadeEnvironment
Entity : TESTJK10 on CNWMFJ1F (Non-SDS)
PropertyName : emailAddress

PropertyType : String
exampleEmail@gmail.com

KarmaTimeChecker
Application Type: Non-GUI

Optional application, if required this can be launched manually using the
KCStartAppInNode application or it can be defined as a Server Application in the ini file.

This application starts a 5 second timer and can be used to check if there is any large
variances in the server’s time (which is often symptomatic of more than one time server being
used to synch the server). Where a variance of 15 second or more occurs, an alert is generated
to JSM.

ODBC Environment

ODBC Environment Directory Structure

The ODBC Environments to be managed by JSM/JSA must conform to a simple
set of standards with regard to directory names.

The ODBC Environment directory naming is also dependent on the instance
name. If the instance name is the default (eg . — period) then the parent directory
node will be derived from the database type. For MSSQL instances this will be
MSSQL. Otherwise the instance name is used for the parent directory node.
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Current ODBC Environment Directory

Each ODBC environment resident on a managed server is defined as having an
environment drive and a logs drive which can be the same or different.

If the environment drive is d, the log drive is ¢ and the environment name is
SQL_TEST then:

o Ifthe default instance was used then the environment directory would be
d:\MSSQLASQL_TEST and the log directory would be
e:\MSSQL\SQL_TEST

e If the instance name is ‘example_instance’ then the environment directory
would be d:\example instance\SQL TEST and the log directory would be
e:\example instance\SQL TEST

Within the ODBC environment directory structure we expect to find the following
sub directory structure:

<ODBC environment root directory>
-\data
-\misc
- \scripts

Should pre-backup and/or post-backup scripts be required, these can be placed in
<ODBC environment root directory>\misc\scripts. These will be executed if
resident.

Backup ODBC Environment Directory

The ODBC environment backup directory path should be defined in similar way
as is done for JADE environment eg t:\cwnbackup.

For a managed environment on a managed server, in the same way that the
directory structure is derived for the current ODBC environment, so too is the
backup path.

If the backup path root is defined as t:\cnwbackup then the following backup
directories will be utilized:

e Ifthe default instance was used then the back directory would be
t:\cnwbackup\MSSQL\SQL TEST

e If the instance name is ‘example_instance’ then the environment directory
would be t:\cnwbackup\example_instance\SQL_TEST

For ODBC Environments resident on a non-managed server (ie an Amazon RDS
database) then the standard backup directory is totally free format.

‘System’ ODBC Instance Directory

Each ODBC Instance has one or more ‘system’ definitions (for MSSQL these are
MASTER, MODEL and MSDB). Within JSM/JSA these are identified with a
generic ODBC environment ‘_system’. This name is also used in the derivation of
the backup directory path used and the backup image is a concatenation of the 3
backups (for MSSQL).

If the backup path root is defined as t:\cnwbackup then the following backup
directories will be utilized:

e Ifthe default instance was used then the back directory would be
t:\cnwbackup\MSSQL\ system

e If'the instance name is ‘example instance’ then the environment directory
would be t:\cnwbackup\example instance\ system
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Monitoring

JSM supports basic monitoring functionality for non-JADE databases by utilising
the ODBC standard. There are some pre-requisites to using this functionality

e JSA version must be v3.5.02 or later
e cnwsql.dll (v1.0.0.6 or later) must be present in the JSA binaries directory

WARNING : The first implementation of this interface only supports SQL
databases. A future release will expand the ODBC monitoring capabilities to
other databases which provide the ODBC interface.

When ODBC monitoring has been enabled JSA will attempt to open a ODBC
connection to the monitored environment based on a user specified time interval.

If no connection can be established an alert (or a JADECare Tracker if
instantiated) will be raised. This alert will repeat on the expiry of every time
interval.

For example, if you specify a 60 second interval then every 60 seconds the ODBC
monitored environment status is checked. A repeat alert will be raised every 60
seconds until such time as the ODBC environment becomes available again or
monitoring is switched off. If the ODBC environment becomes available the alert
will automatically clear.

System View will also reflect the running state of ODBC monitored environments.
The various states look like this:

Enwironment
CMNWEARMA
FABRICS (MS50L STAMDALONE)

-

JE TEST1 (Remote)

Fabrics is responding

Environment

B 1coEARMA
& ICDTAG1 (MSSQL SECONDARY)

JCDTAGTI is alarming

Environment
CHWWEARMA

JE TEST1 (Remote)

Fabrics is not being monitored
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Double-clicking an ODBC environment shows the basic configuration elements in
the System View Summary form:

[J] opBC Database Name JCDTAG1 on CHWCHCS219.CHW.CONZ =10l =}
Class & Oid String CDBCEnvironment - 31358, 14
Host Hame cnwches2 19, w.co.nz
Instance Name JCOTAG
Database Hame JCOTAGL
Type MSS0L
Database role PRIMARY
Availability group JCOTAGAvailabilityGroup
Availability mode SYMCHROMOUS _COMMIT
Synch state SYMCHROMNIZED
Version 13.0,4422.0
Managed Environment true
Managed Server cnwchos219,.cnw,co.nz
Connection Type Trusted
Net Address
Het Port (i}
Monitoring Servers 1
Pinging Active true
Fing Interval GO0
Copy to dipboard Print

Right mouse clicking on an ODBC environment brings up some menu items:

GTSDSE !SDS Secnndara |

DDBC Environment Setup

QDEC Environment Dekails

Clicking the ‘ODBC Environment Details’ item will display the System View
Summary form as shown above.
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Clicking the ‘ODBC Environment Setup’ item will display the configuration

maintenance form for this ODBC environment:

Available Servers

a ODBC Maintenance - [HOST=cnwehcs220.cnw.co.nz, INSTANCE=JCDTAG, ENVIRONMENT=JCDTAG1] [=]=]E]
Selection Host
EF | DDBC Select Server [crwches220 crw.co.nz -] Managed Server Mumber of instances: 1
._i:;_ﬂ criwches21 2.criw.conz
1| crwches215.crw.conz [ Instance
1] crwches21B.onw.canz Mame [JCDTAG | version: 13.0.4541.0 Number of Databases: 6
% crwches21B.cnw.co.nz Type [M550L . Level : 5P1 Edition : Enterprise Edition (59-bit)
mf| crwches219.crvw.conz
= E-ﬂ cruwches220.crw. co.nz Envirenment Drive II' Logs Drive El Log Days I:l
B JCDTAG
A - Username Password

5 JCDTAGT ame | | Password |

= Connection Params |Selver:cnwcl\cs22l]\JEDTAE Address=Trusted_Connechion=yes;

= JCDTAG3

=21 isabl

= JCDTAGY Pisebled

L= ucoTacs
| crinativetest
Environment | History | Roles f Status Web / .MET Group
Name [ICDTAGT Customer [JCD -]
Description |
Environment Drive II' Logs Drive II' Log Days

Monitoring Servers

FMS Assignes abeches222 abe cnw.conz
crwches21 2 crw co.ng
BRI I:l crwches214.crw conz
Disabled crwches215 crw co.nz
crinchcs216 criw conz

Moritored Rase Alert [ crches218 cnim conz

Ping Interval (Seconds) enncheslderennz
crwdimlr.crw co.nz
|smguals21 # jsm.crw.co.nz

o

A

crwwchesZ220. crw cong

Inspect Cancel

oK

The Roles/Status sheet displays database role and status information:

(1] ODBC Maintenance - [HOST=cnwchcs220.criw.co.nz, INSTANCE=]CDTAG, ENVIRONMENT=ICDTAGT] =[]
Selection - Host
B+ ODBC Selact Server |cnwches220.cnwconz ] Managed Server Mumber ofinstances: 1
£l crwchos2] 2.enw.co.nz
1 erwches215.enwco.nz [Instance
] crichcs?1B.ohmconz MName ‘JCDTAG | Version: 13.0,4541.0 Number of Databases: 6
crwches218.cri.co.nz Type [M5S5AL v Level : 5P1 Edition : Enterprise Edition {64-bit}

chwchecs213.chw.co.nz

=! EB crwches 220, chco. iz Environment Drive II' Logs Drive Log Days I:l
E"“%’ JEDTE — Uszername ‘ | Dassword| ‘
‘B JCDTAGT
= JICDTAG2 Connection Params [Server=crimchos220WCDTAG Address=Trusted Connection=yss;
= CDTAGZ
= isable
= JCDTAGY Hiebisd
& JCDTAGS
£ chwnativetest
Environment | History Web / .NET Group

Synch Stale: [SYNCHRONIZING
Health [HEALTHY

Database Fole 2-SECONDARY

The History sheet displays the history of database role changes (for example when

a role switch from Mirror to Principal occurs).

The Group sheet displays availability group information for a replica database:

Environment [Edit Mode] | History | Roles / Status Web f NET

Group JCOTAGAvailabilityGroup

PRIMARY Replica (SYNCHRONOUS_COMMIT)
JCDTAGLin JCOTAG an cnwches219. ciw. co.nz (SYNCHRONIZED)

SECONDARY Replica (ASYNCHRONOUS_COMMIT)
JCDTAG1 in JCOTAG an cnwches220. cnw. co.nz (SYMCHROMIZING)
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ODBC Monitoring Configuration

The ODBC Maintenance form can be accessed in two ways, either from the popup
menu item for the environment in System View or via the ‘Setup / ODBC
Maintenance’ menu item.

In order to monitor ODBC environments you must define the following items:
e Host (where one or more ODBC instances reside)
e Instance
e Database

These three values are used by JSM to form the connection string used to connect
to the monitored database.

Defining an ODBC Host
Start by defining a Host. Click ‘ODBC’ then use the popup menu item ‘Add a new

ODBC host’
L& ODBC Maintenance - [HOST=cr
[ Hosgt—
% Add a new ODBC host ||
" ; 7 e ]
E=% crwpemanstance Iztar
|—i crimodbctest ’7
The ‘Host’ area will become editable:
Host [Add Mode]
’7 MName || - | Managed Server Mumber of instances:

The ODBC Host can be defined as either a JADECare Managed Server (ie it has a
JSA executing on it and the server and JSA have registered in JSM) or a non-
JADECare Managed Server which has one or more ODBC Environments that are
monitored remotely.

If the server is a JADECare Managed Server, select a managed server from the
drop-down combo-box and click the ‘OK’ button (the ‘Managed Server’ check
box is checked by default and this is appropriate).

If the server is a non-managed server (for example an Amazon server hosting an
RDS database), uncheck the ‘Managed Server’ checkbox and enter the ODBC
host name and click the ‘OK’ button. For RDS databases, the host name must be
unique but is not used to define the connection to the database. For RDS databases
(for example those hosted by Amazon), the net address and port specifications on
the ODBC Instance pane are used to connect to the database.

Defining an ODBC Instance

Now the host has been defined you can add an ‘Instance’. Use the popup menu
items on the newly defined host:
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L ODEC Maintenance -
Selection Hast
_ [ Mame |crimesms?. oy

[Z5 Add a new ODBC instance —

~ Ch [ Edit ODBC host 'cnwexms?.cnw.co.nz —

# Delete ODBC host 'cnwexms?.cnw.co.nz'

Click ‘Add a new ODBC instance’ and the ‘Instance’ area will become editable:

r Instance [Edit Mode]

MName |SGL_201 2 0ON_S203 | Version : 11.0.7001.0 Mumber of Databases: 1
Type |MSSQL j Level : SP4 Edition : Developer Edition (&4-bit)
Environment Drive Logs Drive Log Days
Username || | Password | |

Connection Params |Sewer=cnwch03203‘\8GL_2D1 2_0N_5203:Address=:Trusted Connection=yes;

Disabled [

Note: If this is the default instance for your ODBC databases you must enter ‘.’
(period) as the instance name. If however you have multiple instances you would
name them in this field accordingly.

e Environment Drive

This should identify the volume on which the ODBC environment is
located

e Database Type

Selecting the database type for an instance determines the backup script
applicable to this instance (the backup script has the same name as the
type to which it applies). The type is used for display purposes in forms
such as System View, System View Summary, ODBC Environment
Summary and other forms.

e Logs Drive

This should identify the volume on which ODBC Environment logs are
to be located.

e Log Days
This identifies the retention period of ODBC environment logs
e Connection Params

Specify connection parameters passed in the connection string when
connecting any ODBC database in the instance. This connection string is
used by monitoring JSAs that predate 4.0.03 and also to connect to
system databases that are backed up (for example tempdb in MSSQL).
From 4.0.03, monitoring JSAs use the connection string defined in the
environment section (see details below).

The environment monitoring JSA will contruct a connection string
specifying the name of the database to connect to and what ODBC driver
to use (if none is specified) and append the parameters specified in this
field. Example Connection Param strings are:
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This string corresponds to the database in the picture above:
Server=cnwches203\SQL 2012 ON_S203;Trusted Connection=yes

or, for an RDS database on a non-managed server:
Address=<some address at amazonaws.com>,<port>; Trusted Connection=no

e Username

A valid username with access rights to the database. The user can be
defined locally in the database or be a valid windows account (local or
domain) with database permissions if the database is configured to do
windows authentication.

e Password
A valid password for the ‘Username’ being used.
e Disabled

This allows the instance and all of its ODBC environments to be
disabled. Note that if the instance is disabled then all of the ODBC
environments within it are also disabled. Marking the ODBC Instance as
enabled does not mean that all associated ODBC environments are
enabled.

Click the ‘OK’ button to commit the new instance.

A non managed instance has additional fields, Backup Server and Master Key

Path
rInstance [&dd Mode]
MName || | Mumber of Databases:
Type [RDS -]
Backup Server |cnwchc3203.cnw.co.nz Ll Master Key Path |<master key path=
Username |ABC | Password | “““““““““““

Connection Params |Addres&=<sume address at amazonaws. come Lzome port:; Truzted Connection=no

Disabled [

e Backup Server

The nominated backup server is a managed server that is able to back up
the instance by executing the backup script applicable to the type of
database.

e Master Key Path
This field is required to be able to successfully access an Amazon RDS

database. It will be provided by the RDS Database Administrator and is
passed to the appropriate backup script.

Defining an ODBC Environment

Once an ODBC instance has been defined you can start creating the ODBC
environment configuration. Use the popup menu items on the newly defined
instance:
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-y

]'_:_ F—— [Z Add a new ODBC environment

[ Edit ODBC instance 'cnwpemxinstance’

View ODBC Instance 'cnwpemxinstance’

View Tasks for ODBC Instance 'cnwpernxinstance'

# Edit ODBC Instance 'cnwpemzxinstance' backup specs
kel Start Adhoc Backup for ODBC Instance 'cnwpemxinstance’

View Backup Schedule for ODBC Instance 'cnwpemxinstance’
":_r Edit Instance 'cnwpemxinstance' _system Global Pararmeters

# Delete ODBC instance 'cnwpemxinstance’

Click ‘Add a new ODBC environment’ and the ‘Database’ area will become
editable:

i ODBC Maintenance - [HOST=cnwexms7.cnw.co.nz, INST/
Selection H st
=l E_'PBE Mame |-:nwe:-:ms}’.|:nw.|:cu.n2
[l]—-.gll CNWERME TSN, C0.NZ
i ChwpemEinstary

L[ S o T

Environment \'\ History \i Roles [ Status
Mame |Fabrics | Customer
Description |
Environment Drive Logs Drive Log Days
Connection Params |Server =cnwches203450QL_2012_0M_5203; Address=;Trusted_Connection=yes;Database =Fabrics
FM5 Assignee | Dew EMail
Available Servers Monitoring Servers
chwches 202 crw.co.nz chiwchcs203. chw.co.nz

chvdimla. chw.co.nz
crmjerlb.criw. co.nz

Raize Alert [

Ping Interval (Seconds)

LEE

e Name (Required)
The exact name of the ODBC database you wish to monitor.
e Customer (Required)

The customer id associated with this configuration. This is required by
the toolset.

e Description

This can be anything, enter something descriptive or important
concerning this configuration.

e Environment Drive

This should identify the volume on which the ODBC environment is
located
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Logs Drive
This should identify the volume on which ODBC Environment logs are
to be located.
e Log Days
This identifies the retention period of ODBC environment logs
e Connection Params

The connection parameters that form the basis of the connection string
used to connect to the database.

e FMS Assignee

If a fault management system is instantiated (JADECare Tracker) then
assign faults to this account. Even if no fault system is installed this is
useful also for designating a point of contact for this configuration.

e Disabled

If the server or the instance was disabled then the ODBC environment
will be marked as disabled. To enable the ODBC environment requires
that the parent items be marked as enabled.

Marking the ODBC environment as disabled means that backups and
task schedules for this environment will be deactivated.

e Available Servers

These server hosts have a JSA that meet the criteria for monitoring this
ODBC database. It is up to the individual defining the database
configuration to make sure the server host has network visibility to the
ODBC database.

Multiple hosts can monitor the same ODBC database to offer some
redundancy should a server host fail. Note that an alert will be generated
for only the Server Hosts that fail to successfully connect to the ODBC
database.

Note: Unlike JADE applications ODBC databases initiate no connection
to JSA therefore we are unable to “follow” the ODBC databases around.
Monitoring relies solely on successful connections at timed intervals.
This is a limitation we have no control over.

e  Monitoring Servers

The JSA on these server hosts will be responsible for monitoring the
ODBC database.

e  Monitored
Turn active monitoring on or off.
e Ping Interval

Determines how frequently the ODBC database status will be checked.
Note that the presence of sentinel file pausepinging.htm in the
environment’s misc directory will cause ping actions to be skipped.

e Ping Wait Time

Determines how long to wait before getting a response back from the
ODBC database. If this ‘Ping Wait Time’ passes then an alert will be
raised.
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e Raise Alert

This is only relevant where JADECare Tracker has been instantiated.
When enabled it means not only will a JADECare Tracker Incident be
opened/updated but that an alert will be raised also.

If JADECare Tracker hasn’t been instantiated this control is not visible.
The default operation for an ODBC alarm advice is:

Tracker Installed:
o default action is Tracker Incident created / updated
o if ‘Raise Alert’ is enabled then an alert will be created / updated also
No Tracker Installed:
o default action is alert created / updated
Click the ‘OK’ button to commit the new database.
Delete a Database Replica

This option is provided so that the replica definition can be removed from JSM.
This operation is only necessary if the databases in the replica are not pinged again
(if all of the databases are pinged and found to be standalone databases then JSM
will remove the replica definition automatically when the last replica database is

pinged).
Note that the replica definition is deleted, however the databases definitions will
remain.

Environment History Roles / Status Web / .NET Group

Group JCDTAGAvailabilityGroup

)MMIT)
».nz (SYNCHRONIZED)

PRIMARY Replica (SYNCHRONOUS_COMMIT)
JCDTAG1 in JCDTAG on cnwchcs220.cnw.co.nz (SYNCHRONIZED)

Remove a Database from a Group
This option is provided so that a database can be removed from a group.

If a database is pinged and found to no longer belong to a group then JSM will
remove it from the group automatically.

The operation is provided in the case that the database is not pinged after it is
removed from a group using SQL Server Management Studio.

Note that this menu is only available when selecting a database in the Primary
replica.

Note also that a database definition cannot be deleted in JSM when it is a member
of a group (to ensure group definition consistency). When the last database is
removed from a replica, the JSM group definition is removed.

Environment [Edit Mode] History Roles / Status Web / .NET Group

Group JCDTAGAvailabilityGroup

SECONDARY Replica (SYNCHRONOUS_COMMIT)
JCDTAG1in JCDTAG on cnwches219.cnw.co.nz (SYNCHRONIZED)
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Display Tasks for an ODBC ‘System’ Environment

Select the appropriate ‘managed’ ODBC instance and right click to get the menu
options, one of which is ‘View Task Items for ODBC Instance <name>’

o ODBC Maintenance - [HOST=cnwexms7.cnw.co.nz, INSTANCE
Selection Hiozt
=5 o E‘ BC Ma CHWERTET . CHn, CoO.NE
EI—'.:F::_FJ CHWE:-:ITIS?.CHW.CD.HZ |7 i |

EI—E%- CHWpEmH

nztance
rrwndbctest

bt

rlnstance
l@d Edit ODBC environment 'cnwodbctest’ Fir

View QDBC environment 'criwodbctest’

View Tasks for ODBC environment 'cnwodbctest’

# Edit ODBC environment 'cnwodbctest' backup specs
H Start Adhoc Backup for 'cnwodbctest H

View Backup Schedule for 'cnwodbectest Tl

' Cuery ODBC environment 'cnwodbctest’ =
£ Query activity for ODBC environment 'cnwodbctest’ -

. Edit ODBC environment 'cnwodbctest’ Global Parameters

# Delete ODBC envircnment 'cnwodbctest’
I

Display Tasks for an ODBC Environment

Select the appropriate ‘managed” ODBC environment and right click to get the
menu options, one of which is ‘View Task Items for ODBC environment
<name>’

o ODBC Maintenance - [HOST=cnwexms7.cnw.co.nz, INSTANCE
Selection
=~ ODBC

EI—':F:,EJ CHWEHMS?.CHW.CDHZ
EI—.}%' crimpenmginztance

R el

Huost
Mamz |cnwe:-:ms?.cnw.cn.n2

|- [nztance

Ihritest

li'jd Edit JDBC environment 'cnwodbctest’ L

View ODBC environment 'cnwodbctest’

@s for ODBC environment 'cnwudbctest} 13

# Edit QDBEC environment 'cnwodbctest’ backup specs

k=l Start Adhoc Backup for 'cnwodbctest =
View Backup Schedule for 'cnwodbctest i

' Query ODBC environment 'cnwodbctest’ o
&' Query activity for ODBC environment 'cnwodbctest’ -

®. Edit ODBC environment 'cnwodbctest' Global Parameters

& Delete ODBC environment 'cnwodbctest’
I
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JADE Systems Agent ODBC Log Settings

The log files produced by cnwsql.dll are prefixed cnwSql.log and are located in
the same directory as standard Jade log file as defined in the JSA initialization file
([JadeLog] LogDirectory=<path>)

If, for some reason, this library fails to find a path, cnwsql.dll reverts to writing its
logs in ¢:\cardinal\logs.

The level of logging in the cnwsql.log file can be modified by implementing a
Loglevel attribute in the JSA initialization file by defining the following:

[OdbcMonitoring]
LogLevel=<value>

There are 4 levels of logging as follows:

LogLevel Description
1 Only Error messages are written to the log file.
2 default Level 1 + emSqIXXXX function exits/results
3 Level 2 + function entries/exits
4 Level 3 + other messages useful for debugging

JADE Systems Agent ODBC Applications

Once a new database has been defined and/or edited the configuration is sent to
the designated JADE Systems Agents on each of the respective server hosts you
have selected to be monitors.

On receipt of a new configuration or a configuration change, the
KarmaODBCChecker application will start. An alert will be raised if the new or
changed configuration fails to establish a successful connection to the intended
ODBC database.

If KarmaODBCChecker completes successfully persistent data will be held in
JSA identifying a successful check was completed. In addition, ODBC version
information, database role and related status variables such as synchronization will
be sent back to JSM. Providing no changes are made to database in the meantime,
KarmaODBCChecker will only be run once.

Note: an initialised JSA will cause KarmaODBCChecker to run again.

KarmaODBCMonitor <database name> will start once the configuration has
been checked successfully and will run continuously until monitoring has been
turned off. KarmaODBCMonitor queries the master database to determine the
database role and various status variables (that are displayed in System Sub-View
and other forms). If the database is a not a mirror then KarmaOQDBCMonitor
attempts to connect to the ODBC database based on the user specified time
interval.

Note: it may be advisable to tick ‘Raise Alert’ for each KarmaODBCMonitor
application via the Host Environment Maintenance form ‘Alarms & Exceptions’
sheet for each JSA on each designated Server Host.

JADE Systems Agent ODBC Synchronization

When JSA first connects to JSM a synchronization process will take place to make
sure the persistent data held in JSA is accurate and current. This is particularly
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important for an initialised JSA as ODBC monitoring, if defined, should start
without any user intervention being required.

This also prevents JSA from containing old configurations for changes that may
have occurred while JSA was disconnected from JSM.

JADE Systems Agent Tanked Alerts
If JSA is unable to communicate with JSM then the last alert raised will be held
persistently in JSA. When JSA is able to connect to JSM this tanked alert will be
transferred.

ODBC Free-Form Query
The ‘ODBC Free-Form Query’ form can be accessed from two places.
From the ‘View / ODBC Free-Form Query’ menu item:

Yiew Deployment Beports  Setlp  Options  Alerts Monitoing - Djagnostice He

M avigation Panel i

Summary [

ODBLC Qluery ODBLC FreeFarm Query

Systern View F2 QDB Free-Form Quen Activity
Alarms Monitor F3 0

Alarm Event History

Ervironment Werzion Status
Hat Eiw lnquing

Schedule
Backup Scheduls F4
Beport Bunner Status

Suppreszed Netwark Devices
MHetwork, Device |d Changes
Summary Logs

Audit Log

Security Access

SLA Documentation Chrl+Lr
Select Interested Parties

or from the ODBC Maint form once a database definition has been selected.

i [E Instance
- Edit this ODBC database

'}i. Query this ODBC database
g Query activity for thiz ODBC databaze
{'ﬁ- Global Parameters for this ODBC database

ro» Delete this ODBC database

Clicking one of these menu items will display the ‘ODBC Query’ form:
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=10l x|

Hosts Database Selection Ruery

crinicgl ':‘"" select * from dbo.Person

chwrcgl ®.chw.co.

R o~ |

Query Response

Database | Status | fesponse <
Adventuzawozks | |Received @ 05 August 2011, 11:55:18 (Elapsed - 1.
QUERY -
select * from dbo.Derson
RESEONSE - e
Guezy for ODBC datsbase=AdventureWorks, instance=. fsiled to complete successfully, resul
School Received @ 05 August 2011, 11:55:18 (Elapsad : 1.
quEay -
select * from dbo.Person
RESEONSE -

PersonlD LastName Firstlame

1 Ebercro mbie

z Barzdu....kas

E Justice

4 Fakhouri

s Harui

& o T z

1 | »

“ Copy to Clipboard |

Any ServerHosts that have a JSA designated to monitor an ODBC database are
shown in ‘Hosts’. Hosts that are red denote an inactive or disconnected JSA at the
time the ‘ODBC Query’ form was shown.

Once a ServerHost has been selected any databases this ServerHost is monitoring
will populate ‘Database Selection’. Query statements can be executed against
multiple ODBC databases at the same time.

To perform a query, select the desired database entry (entries). Type your free-

form query into the ‘Query’ field and click the ‘Query’ button (or simply press

enter). Note that a new line in the ‘Query’ field is achieved while holding down
the CTRL key and pressing ENTER.

Once the query statement has been submitted JSM will send the JSA on the
selected ServerHost the query statement which will cause the
KarmaODBCQuery <database> name application to start and execute the query.
There is one KarmaODBCQuery application for each of the databases selected.
If the query is executed successfully then the response to that query is returned.

Returned responses are shown in the ‘Query Response’ table. You can copy the
details of the response into your clipboard by clicking the cell in the table then
clicking the ‘Copy to Clipboard’ button.

The ‘ODBC Query’ form is fully resizable and using it as a full screen form is the
best option if your expecting a lot of data being returned in the response.

Queries are currently limited to 1000 characters.
The limits imposed by cnwsql are as follows:

result size 48,000 bytes

result rows 4096

result row size 4096 bytes

result column width | 256 bytes (right truncated)
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IMPORTANT

It is not JSM or JSA’s responsibility to determine if your query statement is
formatted correctly or if the items you’re querying exist within the target ODBC
database.

Being able to execute free-form queries puts a lot of power into the hands of the
user, not only can the target database be read but it can also be changed and
updated. Care must be taken when using the free-form query feature.

The username being used will have to have read access to the database and tables
you wish to query, this is higher privilege than required by monitoring only.
ODBC Free-Form Query Activity

The ODBC Free-Form Query Activity form enables the operator to view a history
of queries executed against ODBC databases. It includes information such as what
query was executed, by whom and what the result was.

Because the ODBC Free-Form Query feature is so open and powerful we keep
logs within JSM for each query executed. These logs include:

e the database the query was executed against
e who executed the query

e the time the query was executed

e the query statement used

e the response from the ODBC database with regards to that query

This logging is required for security reasons but also serves to provide a source of
usable ODBC query statements and an indirect source of data held within and
ODBC database.

ODBC query logs are retained from the date of the query plus the number of days
defined in the ‘System Global Options / Data Retention’ ‘Retention for
miscellaneous logs’ setting.

The ‘ODBC Free-Form Query Activity’ form can be accessed from two places.
From the ‘View / ODBC Free-Form Query Activity’ menu item:
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Yiew Deployment HBeportz  SetlUp  Options  Alertz Monitoring  Djaghozstice  He

M avigation Panel g & @

Surmmary »

ODBLC Query OCBC Free-Famm Querny
Systern View F2 ODBC Free-Form Quem Activity

Alarmz Monitor Fa
Alarm Event Histor

Environment Wersion Status

Hat Eix [rnguiry

Schedule
Backup Schedule Fa

Beport Bunner Statuz

Suppressed MNetwark Devices
Metwork, Device |d Changes
Summary Logs

Audit Log

Security Access

SLA Documentation Chl+D
Select Interested Parties

or from the ODBC Maint form once a database definition has been selected
(Note: this menu item will be disabled if the selected database contains no query
activity):

8 Adventuretsiarks LOELnTE
<l M 4 ol

.~ Edit this ODBC database

';‘-C. Query activity for this ODBC databas
s Global Parameters for this ODBC database

. Delete this ODBEC database
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Clicking one of these menu items will present the ‘ODBC Query Activity’ form:
Il

: 7] Instance [ +] Database [RELY_CONTROL =] FiomDate [04/08/11] Time | 1405 R et
0508411 T 14.05 -
Query Activity ToDale ime 4

Operator | Date/Time T
Robert Gilmour (cnwregl) | Tnitiated @ 04 Ruguss 2011, 14:06:38
guEay -
select * from dbo.person
nEspoNSE -
Guery for ODBC da ELY_CONTROL, instance=. failed to complete successfully, result=Unknown result code encountered (=1}
Bobert Gilmour (cnwregl) Initiated @ 04 Auguss 2011, 14:12:05
guzay -
select * from dbo.persen
REspoNsE -
Guery for ODEC database=RELY CONTROL, instance=. failed to complete suceessfully, result=Unknown result code encountered (-1)
Bobers Gilmour (cmwregl) Initiated @ 04 Auguss 2011, 14:14:10
guEay -
select * from dbo.persen
nEspoNsE -
Guery for ODEC da ELY_CONTROL, instance=. failed to complete successfully, result=Unknown result code encountered (=1}
Bobert Cilmour (cnwregl) Initiated @ 05 Auguss 2011, 04:48:42
guzay -
select * from dbo.Persen
REspoNsE -
Guery for ODEC database=RELY CONTROL, instence=. failed to complete successfully, result=Unknown result code encountered (-1)
Bobers Gilmour (cmwregl) Initiated @ 05 Auguss 2011, 04:57:59
guEay -
select * from dbo.Person

If this form has been displayed coming from the ‘ODBC Maint’ form then

activity is automatically shown for the last 24 hour period. If this form is displayed
via clicking the the ‘View / ODBC Free-Form Query Activity’ then the user must
select their ODBC Host, Instance and Database. By default the ‘From Date &
Time’ & ‘To Date & Time’ periods are setup to show activity for the last 24 hours.

Clicking the ‘Search’ button will display all ODBC query activity for the selected
database within the user specified time frame.
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ODBC Monitoring Summary

All defined ODBC monitored environments can be viewed on a single form. The
ODBC Environment Summary form can be displayed by clicking the ‘View /
ODBC Environment Summary’ menu item:

— =
| ODBC Environment | Database. Availability LastBadap | Badap Backup
s | Reae ‘ Name. ‘ Type Role Group Completed | Duration Sﬂw)—l
| | T

n .
Monftored | otaddress | Netbort | Ping Active | Ping Interval

| scomMiRacR : | | | I | I
cwchcs215,cm.conz | JCDTMIRROR | scomamL | MssqL pRmcrPaL | | 2osw70 [ 1 v | sw |
wehes218.cw.conz | IDTMIRROR [svstem | mssaL | 120.5207.0 | | | | | I
wehes218.cw.conz | ICDTMIRROR | 3comMR1 MSSQL_[MIRROR 1205070 | 1 500 |
wchcs219.cm.conz | JCDTAG [_svstem | mssaL ] 13.0.44220 | I ] I | |
cnwches219.cw.co.nz JCDTAG | JCOTAGL | MSSQL |PRIMARY JCOTAGAvailabilityGroup 13.0.4422.0 1 600
wehcs220,cw.conz | JCDTAG [ _system [mssu | | "~ [ 1s0aa20 | I | [ | |
awches22! JCDTAG | scomacy MSSQL [SECONDARY |XCDTAGAvalabiityGroup | 13.0.4422.0 1 600

Refresh | CopyinCipboard |  Edtinfo | Extractcsv | ot |

Double clicking on an entry will take you to the ODBC configuration for that
entry.
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.NET Services and Web Info Discovery.

This feature was implemented in release 3.8.03.

Its intent is to ‘discover’ .NET Services and IIS Web site information from
JADECare managed servers, to correlate the information in JSM to servers and
managed environments (JADE and ODBC) and to provide the information via a
number of forms. The details are expected to be used in subsequent releases in
global parameter files, in deployments and in various auditing functions.

Turning the feature On/Off

The feature can be turned on or off for all JADECare managed servers, if the
feature is on globally, then individual servers can specify whether or not the
‘discovery’ feature is to occur on them.

Turning the feature On/Off globally

The “‘discovery’ feature can be turned on (or off) globally for all servers managed
by JSM via the System Global Options form.

On the tab Misc, there is a check box captioned ‘Enable ‘Discovery’. Ticking the
check box and committing the change means that the feature is now enabled
globally and various controls/columns on various forms will now be visible.

Lo System Global Options. = =]

Backup Data Retention Froduct Registration Deployment Environment Host Monitoring Misc Reporting Scheduling

Fault system name [JADECare Tracker |

Send from e-mail address |jadecare_trad§er@jadeworld.c0m| |

Enable 'Discovery’

oK

Settings have been updated, not yet saved

Note that if the feature is turned off globally, that some .NET Services and/or IIS
Web site information has already been discovered and these entities may need to
be physically deleted if not required.

Turning the feature On/Off by Server

Once the discovery feature has been enabled globally, then each server can
specifically have the discovery feature enabled or disabled. The default is
disabled, this means that the feature can be gradually rolled out across all the
servers required.
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(o Server Host Maintenance E"E‘.

Host FODN  [cnwmf 1a.cnw.co.nz =] Create new Server Host [

Hardware Details Cluster 05 Patch Status | Connection History Managed Environments | Scripts | Tasks | Discovery

[ Host Parameters [~ Monitoring i
Customer Id Start ComClient

Monitored Services
Location [Head Office CNW -] G e N s P
1P Address [143.96.129.167 | [Printer Spooler
Prochiotify Global Parameters

FMS Assignee [ | lsMp

Domain CNW (Domain) lerCommander Log Maintenance
Time Zone Id New Zealand Standard Time Alert History

s - | 1 All Services
rating sys ol
RETEI 3 [OfficeScan NT Listener (Defad)
DefaultLog Drive [ | Printer Spooier (Default)
Security Report E-Mail [secadmin@jadeworld.com | Frachatify (Detit
ISHMP  (Default)
Registry Shared Section [ | enwCommander ({Default)
Password Master || Service Check Interval (seconds) IIl
CIRC Level Desktop Check Interval (seconds) [ 0|
WSUS Level [ |

Disk Usage Check Interval (minutes) lIl
System Performance Stats Sample Interval (seconds) lIl

Interested Parties Emais [ |

Disabled [ | 05 is 64-bit capable
System Performance Stats Retention Period (days) lIl
Connection Speed

[ i Alert Set not defined A
Enable Discovery [+ ore Discovery Errors [ ) Low

-
LastUpdate  \NET Services : none ) Medium
Web Info : nene ® High

e | [ | [ 5|

Settings have changed, OK to save )

Scheduling the Discovery Process

Once the feature has been turned on globally then it is expected that the discovery
processes will be scheduled daily. This is done on the System Global Options
form in the Scheduling tab. Note that the default times are:

e Discover .NET Services — 00:20
e Discover Web Info — 00:25

(o System Global Options ==l

Backup | DataRetention Product Registration Deployment | Environment | Host Monitoring Misc | Reporting

Enabled Description Frequency Time (hh:mm})
i =il (Global Parameter Distribution |Every Day i
r \Janitor Every Day
T o5 Patch Reader [Every Day
T MapFie Usage Check [Every Day
= :Weekly Extract ;Sundal,r
-]; . ;.JSA-Housel;éeping :Every Day
Mandatory ¢ S Every Day 00:30
Mandatory EEvery Day 00:05
Mandagy : L||ng FThincient Download Checks [Every Day . =

I'\"I.EmlzlahzﬂfI glj:)isco'u'er NET Services [Every Day
Mandatory  Discover Web Info [Every Day

The scheduled item ‘Discover .NET Services’ will cause JSA application
KarmaDotNetServicesDiscovery to be started at the scheduled time and will
obtain all .NET Service details for the server. If any changes from the previous
NET Services discovery, the details will be forwarded to JSM to maintain .NET
Service entities and related entities within JSM.
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The scheduled item ‘Discover Weblnfo’ will cause JSA application
KarmaWeblnfoDiscovery to be started at the scheduled time and will obtain all
IIS Web site details for the server. If any changes from the previous .NET
Services discovery, the details will be forwarded to JSM to maintain web entities
and related entities within JSM.

Ad-Hoc Discovery Requests

If the feature has been turned on globally and for a server, then the System View
form provides two extra menu options when right clicking on a Server entity,
being:

e Discover .NET Services

e Discover Web Info

Clicking on the ‘Discover .NET Services’ will cause JSA to execute application
KarmaDotNetServicesDiscovery immediately and will obtain all NET Service
details for the server. If any changes from the previous .NET Services discovery,
the details will be forwarded to JSM to maintain .NET Service entities and related
entities within JSM.

Clicking on the ‘Discover Web Info’ will cause JSA to execute application
KarmaWeblnfoDiscovery immediately and will obtain all IIS Web site details
for the server. If any changes from the previous IIS Web info discovery, the
details will be forwarded to JSM to maintain web entities and related entities
within JSM.

Use of JadeCare.cfg File

Both .Net Services and WebAppPools use the JadeCare.cfg file to provide a direct
reference to a JADECare Managed Environment. In the case of .Net Services the
use of a JadeCare.cfg file is mandatory and failure to provide the required
definition will result in the .Net Service being ignored while raising an alert or
Tracker.

The location of the JadeCare.cfg is defined :
e By deriving the ‘misc’ node of the .Net Services path

e By using the physical path from the first Web Application defined for a
WebAppPool and deriving the ‘misc’ node.

The path used not only derives the ‘misc’ path but also the type of Managed
Environment expected:

e Ifthe node is ‘c_misc’ the Managed Environment type is JADE

e Ifthe node is ‘misc’ the Managed Environment type is ODBC

NOTE: If a WebAppPool’s derived physical path does not have ‘misc’ node then
no attempt is made to find a JadeCare.cfg and no advisory is issued as this is not
considered an error situation.

The optional key ‘SuppressAdvisory=<true|false>" will suppress the generation of
Traker calls / alerts specifically for the .Net Service / Web Site Application for
which the option is defined. This option does not suppress configuration / setup
issues; for example jadehttp.ini definition being incomplete.
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.Net Services Only

In some cases we can also determine the database identity and server name for the
managed environment from the executable path name, see below. The use of a
JadeCare.cfg file can override the derivation of Instance Name, Environment
Name and Server/Cluster and may be required to define the missing values.

e If'the executable path contains “\misc\apps\’ and is preceded by two
directory nodes, then the .NET Service is deemed to be running on the
database server and the first directory node defines the ODBC Instance
Name and the second directory node defines the ODBC Environment
Name

e If'the executable path contains “\misc\apps\’ and is preceded by one
directory node, then the .NET Service is deemed to be running on a
different server from the ODBC database, which is unknown, and only the
ODBC Environment Name can be derived from the first directory node.

In this case a JadeCare.cfg file is mandatory to specify, at minimum, the
ODBC Instance Name and the ODBC Server.

e If'the executable path contains ‘\server\c_misc\apps\’ and is preceded by
one directory node, then this .NET Service is executing on the same server
as the JADE database managed environment (it’s using the same directory
structure) and the JADE Environment Name is derived from the first
directory node.

o If'the executable path contains ‘\c_misc\apps\’ and is preceded by one
directory node, then this .NET Service is executing on a different server
from the JADE database managed environment but the JADE
Environment Name is derived from the first directory node.

In this case a JadeCare.cfg file is mandatory to specify, at minimum, the
JADE Database Server.

The ‘logPath’ is now either derived from the JadeCare.cfg file or from scanning
all local volumes for a log path derived from the executable path.

If the logpath is defined in the JadeCare.cfg file, it is validated to check that it is a
valid path name and that it exists. Failure in either of these two rules will generate
an advisory message. Note that the JadeCare.cfg definition will be used if it is
valid and exists regardless of directory discovery.

The log path that is derived from the executable path is scanned for all volumes
(not mapped drives).

e Ifno match is found and the config file has not defined the logpath then
an advisory is generated

e If multiple entries are found an advisory is generated

o If'the config file definition does not match the entry located an advisory is
generated

If the JadeCare.cfg file does NOT define the logPath, then if a single logPath is
found that is the value returned.

The JadeCare.cfg definition for the log path (if required) is:

[<.Net Service name>]
LogPath=<full path name>

Example:
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If the executable path is ‘r:\example\server\c_misc\DataDump\service.exe’ then
the base logpath will be “:\example\logs’ and this directory will be checked on all
volumes local to the server.

If ‘r:\example\logs’ is:
e located and
e is the only directory located in the scan and

e the JadeCare.cfg did not define this value or the JadeCare.cfg defined the
same value, then the logpath returned to JSM will be ‘r:\example\logs’

JadeCare.cfg File

This file is expected to reside in the miscellaneous directory (\misc for ODBC
environments and \¢_misc for JADE environments).

For .Net Services the content of this file can be used to provide the items that in
some cases cannot be derived from the executable path but can also be used to
explicitly override any or all of the values derived from the executable path.

For WebAppPools, if one or more of the expected entries is not defined then an
alert or Tracker is raised and the JadeCare.cfg content is ignored for the
WebAppPool. In that case the associated Managed Environment will be
determined from the first part of the WebAppPool name (delimited by underscore

@)

The file is defined in ini file format and may be used by more than one .NET
Service and/or WebAppPool where more than one .NET Service / WebAppPool is
defined for a managed environment. The section name is either the full .Net
Service name or the full WebAppPool name.

[<service name 1>]

InstanceName=<ODBC Instance Name>

EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>
LogPath=<full path name> // this field is optional
SuppressAdvisory=<true|false> // this field is optional

[<service name 2>]
EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>

[<service name n>]

InstanceName=<ODBC Instance Name>
EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>

[<webapppool name 1>]

InstanceName=<ODBC Instance Name>
EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>

[<webapppool name 2>]
EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>

[<webapppool name n>]

InstanceName=<ODBC Instance Name>
EnvironmentName=<ODBC or JADE Environment Name>
ServerOrClusterName=<server or cluster name>
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.NET Services Discovery

Each Windows Service that the discovery process is interested in will have an
executable path name that contains either “\misc\apps’ or ‘\c_misc\apps. These
services are to be defined as .NET Services.

Any of the Windows Services may also be clustered in which case the cluster
information is also passed back to JSM.

Any Service with a path name that does not conform to that standard will be
ignored.

.NET Service Discovery Errors

If the required items cannot be derived and also cannot be derived from a
JadeCare.cfg file, then:

o the details for this .NET Service will be dropped from the discovery text
buffer sent to JSM

e if'the ‘Ignore Discovery Errors’ is NOT set for this server then an error
advice with appropriate details will be issued which will create a Tracker
call (if Tracker instantiated) or create an alert.

Examples:
Example 1 - NET Service on same server as ODBC Database.

Discovery is on server cnwexmsl, Windows Service name is cnwexample and
executable path is ‘e:\cnwinstance\cnwexample\misc\apps\datareader\
datareaderservice.exe’.

As the path contains literal “\misc\apps\’ then this is considered a .NET Service
and the managed environment is an ODBC Environment.

The \misc\apps\ sub-directory is preceded by two directory nodes so the ODBC
Instance name can be derived as can the ODBC Environment Name, in this case
they are ‘cnwinstance’ and ‘cnwexample’ respectively.

Further, as the literal “‘\misc\apps\’ is preceded by two directory nodes then the
NET Service is deemed to be executing on the same server as the ODBC
managed environment, that is cnwexms1.

In this example, the JadeCare.cfg is not required as all three required items have
been derived, that is:

e ODBC Instance name
e ODBC Environment name
e Server or Cluster name

That does not preclude the JadeCare.cfg from being defined and overriding one,
two or all three of the derived values. If defined, then the JadeCare.cfg would be
expected in directory ‘e:\cnwinstance\cnwexample\misc’ with following entries
[cnwexample]

InstanceName=cnwinstance

EnvironmentName=cnwexample
ServerOrClusterName=cnwexmsl

Example 2 - NET Service on different server from ODBC Database.

Discovery is on server cnwexmsl, Windows Service name is cnwexample and
executable path is ‘e:\ cnwexample\misc\apps\datareader\ datareaderservice.exe’.
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As the path contains literal “\misc\apps\’ then this is considered a .NET Service
and the managed environment is an ODBC Environment.

The \misc\apps\ sub-directory is preceded by one directory node so the ODBC
Instance name and server that the target ODBC environment is on cannot be
derived. The ODBC Environment Name can be derived and is ‘cnwexample’.

In this example, the JadeCare.cfg is required as only one of the three required
items can be derived, that is ODBC Environment name.

The JadeCare.cfg is expected in directory ‘e:\cnwexample\misc’ with following
entries, the minimum required entries being InstanceName and
ServerOrClusterName

[cnwexample]

InstanceName=cnwinstance

EnvironmentName=cnwexample
ServerOrClusterName=cnwexmsl

Example 3 - NET Service on same server as JADE Database.

Discovery is on server cnwexmsl, Windows Service name is cnwexample and
executable path is ‘e:\cnwexampl\server\c misc\apps\datareader\
datareaderservice.exe’.

As the path contains literal ‘\c_misc\apps\’ then this is considered a .NET Service
and the managed environment is a JADE Environment.

The \c_misc\apps\ sub-directory is preceded by two directory nodes with second
directory node being ‘\server\’ then the first directory node is used to derive the
JADE Environment name and the .Net service is deemed to be executing on the
same server as the JADE database environment. In this case the JADE
Environment name is ‘cnwexampl’ and the JADE Environment server is
“cnwexms1’

In this example, the JadeCare.cfg is not required as the two required items have
been derived, that is:

e JADE Environment name
e Server or Cluster name

That does not preclude the JadeCare.cfg from being defined and overriding one or
both of the derived values. If defined, then the JadeCare.cfg would be expected in
directory ‘e:\\cnwexampl\server\c_misc’ with following entries

[cnwexample]

EnvironmentName=cnwexampl
ServerOrClusterName=cnwexmsl

Example 4 - NET Service on different server from JADE Database.

Discovery is on server cnwexmsl, Windows Service name is cnwexample and
executable path is ‘e:\ cnwexampl\c_misc\apps\datareader\ datareaderservice.exe’.

As the path contains literal ‘\c_misc\apps\’ then this is considered a .NET Service
and the managed environment is a JADE Environment.

As the \¢_misc\apps\ sub-directory is NOT preceded by directory node “\server\’
then the .NET Service is executing on a different server from the JADE database
environment. The JADE Environment Name can be derived from the first
directory node and is ‘cnwexampl’.

In this example, the JadeCare.cfg is required as only one of the two required items
can be derived, that is JADE Environment name.
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The JadeCare.cfg is expected in directory ‘e:\cnwexampl\c misc’ with following
entries, the minimum required entry being ServerOrClusterName

[cnwexample]
EnvironmentName=cnwexampl
ServerOrClusterName=cnwexmsl

IIS / Web Details Discovery

All websites, web applications and web app pools will be parsed and details

provided to JSM.
The following prefixed App Pool names are deemed to be ‘default’ app pool
names:

e default

e asp.net

e classic

e apppool

Automatic Association With Managed Environment

Every App Pool, except for the abovedefault ones, will try and make an automatic
association with a managed environment. This association can be implicit or
explicit.

Explicit Association:

Explicit association with a managed environment can be achieved by specifying
the App Pool name as a section name within a JadeCare.cfg file (see above) and
providing the required parameters within that section that will uniquely identify a
Managed Environment (JADE or ODBC).

The association will default to using implicit association under the following
circumstances:

e the physical path does not contain a ‘misc’ node (either \misc or \c_misc)

e the ‘misc’ path derived does not contain a JadeCare.cfg file

the JadeCare.cfg file does not contain the App Pool section name

the JadeCare.cfg file does not contain all the parameters required to
uniquely define the Managed Environment

Implicit Association:

Implicit association will occur if the discovery details are not extended by
information gleaned from a JadeCare.cfg file.

Implicit association will use the first part of the App Pool name delimited by an
underscore () to determine the managed environment name.

If the App Pool name does not contain an underscore then the App Pool is NOT
consider to be one that can be associate with a Managed Environment and no
automatic association will be attempted.

Using the derived managed environment name JSM searches all managed
environments within JSM for a match on name, this includes JADE database
environments, JADE remote environments and ODBC environments, the search
being case-insensitive. When a single unique match is found then an automatic
association is made. When no match is made or more than one match is made,
then an advisory is issued advising of that.
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JadeHttp Details and Extensions

Where a web application has a jadehttp.dll associated with it, the jadehttp.dll
version is ‘discovered’.

Also the jadehttp.ini file is expected to be located in an associate in sub-directory
(derived as <physical path>_http\ini\jadehttp.ini) and each section that defines a
TcpConnection key (which may also be appended with a number) also expects to
locate the following :

e EnvironmentName
e ServerOrClusterName
Failure to identify these items will cause an advisory to be generated.

These two items are required to allow the appropriate JADE Environment to be
associated with the WebJadeHttp entities and be viewable via various GUO forms.

WebSite Bindings and Certificates

A website can have one or more bindings and the http/https binding can also
define a certificate. These details and the certificate expiry are retrieved so as to be
visible from JSM.

Known Restriction:

It is possible to get into a situation where:
o the certificate appears to have been removed from the certificate store and

o for the web site binding that previously defined the deleted certificate to
appear to not define a certificate.

However if the following command is executed (in a Command dialog) then it
shows that the web site binding is still pointing to the certificate. And JSM
discovery will still show the certificate and web site binding using that certificate.

netsh http show sslcert
In order to avoid this possible issue, do the following in order:
e delete the affected web site binding

o ifstill required, add the web site binding without the certificate or with a
new certificate.

e delete the certificate

e let discovery occur to update JSM

Diagnostic Facilities
Refer to [JadeExecuteFlags] ini file section options:
e Joss Discovery DisplayFullBuffer

e Joss Discovery IgnoreLastBuffer

New Forms and Form Changes
When web discovery is enabled,

e New table view summary forms will be available in ‘View / Summary
/Discovery Table Views’
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e New tree view summary forms will be available in ‘View / Summary /
Discovery Tree Views’.

o Also “View / Summary / Certificate Details’ will contain Web site SSL
certificate information.

Discovery Table Views
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File | View | Deployment Reports SetUp Options Alerts Monitoring Diagnostics Help Window

Navigation Panel i I
Summary » | Certificates
ODBC Query 4 JADE Environment Details
System View 2 JADE Environment Statistics
Alarms Monitor F3 f:,:‘:::)wices ::ma:w i3
Alarm Event History = trol KarmaStatsCollector /4

ODBC Environments trol KarmaGeneralEventMgr/5
Environment Version Status Server Host Details
ot Ex oty Server Host Statistics
Schedule Scripts
Backup Schedule F4 Task ltems
Report Runner Status | Discovery Table Views » || JADEHHp
Suppressed Network Devices Discovery Tree Views 4 Net Service
Network Device |d Changes Web Site
Activity Logs Web Site Application
Audit Log Web AppPool
Security Access
Select Interested Parties

[

Discovery Tree Views

Eile | View | Deployment Reports SetUp Options Alerts Monitoring Diagnostics Help Window

Navigation Panel

ODBC Query 4 JADE Environment Details
System View B2 JADE Environment Statistics

5 Machines 1940 - DbServer
Alarms Monitor F3 vork Dot ol K - Mar/3
Alarm Event History NEntiRet= Eol,KarmaStatsColector/‘#

ODBC Environments ol KarmaGeneralEventMar/5
Environment Version Status Server Host Details
S Exlogusy Server Host Statistics
Schedule Scripts
Backup Schedule F4 Task ltems
Report Runner Status Discovery Table Views 4
Suppressed Network Devices Discovery Tree Views » I I .NET Service
Network Device |d Changes WebSite
Activity Logs Web AppPool
Audit Log
Security Access
Select Interested Parties
1

Certificates will display a summary of discovered certificates (Web SSL as well
as application server SSL certificates and SSL certificate authority files).
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e This displays some brief information about the certificate, probably the
most important being the expiry date.

e If “Expiry’ date cell for a particular certificate is red means that certificate
is about to expire within 28 days.

e Logically deleted items will be greyed out and only visible when user
uncheck ‘Logically Deleted’ exclusion (by default it will be checked).

o This functionality is same for Web Site, Web Site Application
and Web AppPool table view summary forms.

(¢ Certificate S| y (==
Server | Certificate Key | Type | Expiry | Created | Logically Deleted
CNWCHCS215 MY/36AF91A368BFC443BC4496B59FD8DBS9 16DSEC31 Web Certificate 11/01/44 11:00 29/08/16 11:55
29/08/16 11:55

[CNWCHCS218 |MY/36B2954D21CB7E76D592F0B68D 387309EE074FCO \Web Certificate | 10/01/44 13:18

Exdlusions |
[ Logicaly Deleted [ Refiesh | ['showpetais | [ Extactcsv | [ ernt |
Selected 10 Certificates. (elapsed time 10ms)

To get more information about selected certificate use ‘Show Details’ button or
double click on it.

C Certificate Details [=]=]B<
Server lenwches215.cnw.co.nz
Key Value |MY/36AF9 1A368BFC4438C4496B59FD8DB59 16DSEC31
Expiry 11 January 2044, 11:00:52
Alternate Names
Website Bindings
Type https
BindingInfo |:443:

[ copy todipboard | [ print

JADE Http displays a summary of web applications using JadeHttp.
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—
Server

pplication

SMAQ

jedt6312u_S218_111_testSite CNWCHCS218 fjcdt6312u_S218_111_testSite_Application JCDT6312U CNWCHCS216 Non-5DS

m-mm

WebEnabledForms 300

To get more information about selected JADE Hittp site use ‘Show Details’ button

or double click on it.

Name JSMAQ

Application Type WebEnabledForms

Version 0

Last Updated 29 August 2016, 11:55:50

Disabled false

JADE Environment JCDT6312U on CNWCHCS216 (Non-SDS)

Connection Group testForms

Close Delay 300

MaxInUse 1000

MinInUse 10

Tcp Connection cwchcs216

Tcp Port 62030

| Copy todipboard | | Print
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.NET Service table view summary will display all discovered .NET services

%

Net Service Summary

El=

P Assinee LastUpdated Logially Deleted

e T = v | B e | e
[22225215-1cd6312u _NetService: ONWEHCS215. ‘owwoHcs215 XCDT63120 on CNWCHCS216 (Non-S0S). e:\cdts312u\c_misclapps\notepad.exe. :UCDT63120%0gs
12222 5215 SaviaN etservce CNWOACS215  CNWCHCS21S_ sahen n JSHQUAL, 2

[33335218 3cdt63120 NetServce  CNWOHCS218 NWCHCS218 XCOT6312L on CRWCHCS216 (Non-505)
555 5215 SAHAN Netservice owwoics2is cwicrcsis

Stopped _sfemando@jadeword.com _ s@h.com 25/08/16 18:55
Stapped 29/08/16 11:55
Stopped | 29/08/16 1155
Stopped 2/08/16 1155

e:\sahanlogs
b o e \Ncdts3120_meclppsiotepsd.eve €:VCDT3 2 Vogs
sahan in JSMQUAL on cnwchcs216.cw.co.nz. ‘e:\sahanmisclapps inotepad.exe e:\sahanogs

HHHH

o I

[ Logicaly Deleted

e | | sow oo | [Gverio ] [t

Selected 4 .Net Services. (capsed tme &ms)

e To get more information in table view form about selected item use ‘Show
Details’ button or double click on it.

o It will show selected item information in tree view form.

o This functionality is same for Web Site, Web Site Application
and Website AppPool Website and Website AppPool summary
forms Website and Website AppPool table view summary forms

.NET Service tree view summary
o Logically deleted items will be greyed out.

o This functionality is same for Web Site and Web AppPool tree
view summary forms.

.NET Service Summary E"El-

HET 2222-5215-jcdt6312u_NetService on CNWCHCS215
HEY 2222-5215-SAHAN_NetService on CNWCHCS215

LHET
-

| Refresh || print |
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e To get more information expand selected item.

e Clustered NET environments will include ‘Clustered’ text at the end of

environment host name.

o It is same for Website and Website AppPool tree view summary
forms.

< NET Service Summary (=]
A 2222-5215-jcdt6312u_NetService on CNWCHCS215

\ | Developer Email:

‘Q, FMS Assignee: s@j.com

@ Created: 29/08/16 11:55

@ Updated: 29/08/16 11:55

© Logically Deleted: false

. Managed Environment

L 3cDT6312U on CNWCHCS216 (Non-SDS)

Selected 1 .Net Service, elapsed time 1ms

‘Developer Email” and ‘FMS Assignee’ are editable entities on this form. To edit
these items you simply select the entry and use the popup menu item

.NET Service Summary E"E.

12U - 1LoZl A

L2 Change developer email address

@ Created: 29/08/16 11:55 & Change FMS assignee
@ Updated: 29/08/16 11:55 B8 £ oand all
© Logically Deleted: false B

|, Managed Environment Collapse All
L 3cDT6312U on CNWCHCS216 (No
B4 5555-5218-SAHAN_NetService on CNWCH

Inspect

v

| Refresh || ot |

Selected 12 .Net Services, elapsed time 22ms
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Once you click you will be presented with an input box. Note that the input box
will always be presented directly beside the selected entry.

.NET Service Summary E]E]E]

72 Please enter the developers email address.
[ a@b.com| | -

Lok || concel |

@ Created: 29/08/16 11:55
@ Updated: 29/08/16 11:55
@ Logically Deleted: false

. Managed Environment
L 1CDT6312U on CNWCHCS216 (Non-5DS)

@48 5555-5218-5AHAN_NetService on CNWCHCS218 v

[asren |[om |

Selected 12 .Net Services, elapsed time 22ms

Committing this change is reflected in the selected entry

¢ .NET Service Summary E]E]-

(MEY 207 6-5214-SAHAR
- - -

HET 2222-5215-jcdt6312u_NetService on CNWCHCS215

WRET 89640963-5216-SAHAN_NetService on CNWCHCS216
fEr 3333-5218-jcdt6312u_NetService on CNWCHCS218
B8 Developer Email: a@b.com
B FMS Assignee:
© Created: 29/08/16 11:55
© Updated: 29/08/16 11:55
© Logically Deleted: false

. Managed Environment

L 3cDT6312U on CNWCHCS216 (Non-5DS)
45 5555-5218-SAHAN_NetService on CNWCHCS218 v

| Befresh |[ ennt |

Developer email address changed successfully.

The process above also applies to Website and Website AppPool summary
forms. ‘Expand All’ and ‘Collapse All’ are common across the same tree view
forms and are used to expand or collapse the entire tree.

Selecting an entry and hitting Control + C on your keyboard will copy the tree into
your clipboard. Clicking the ‘Print” button will print a WYSIWYG report of the
tree.
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Web Site table view summary view.

e Default items can be seen when ‘Defaults’ exclusion is unchecked (by
default it will be checked).

o This functionality is same for Web Site Application and Web
AppPool table view summary forms.

< it El=E
WebSie ame Prefered Server | GurentServer | Custer Group Name._| o of Appicatons | Noof Bdngs | Auth Tdentty | Authodes Physcal poth LogPath TS LogRetenton | State | Enal Address | 7S Assgnee | LastUpdoted | Logealy Deeted
fpefot Vieb Ste awmoics2i4 awiaicsats i LT3 ncnymous %inetpub Started 2008/16 1398
befoutvieo ste amorcsais lawiokss i Y ronyaess I Sared | 2opais 1155
[efaut Web Sie. (OWOHCS216 CHWCIHCS216 W /Anonymous. b = o es Stopped 2008/16 11:55
s Arommeus Started 2906/ 11:55
Ty nonmos o e netpblogsVogFles | Sarted | I e 1415
s Aronmeus Storted 29816 1418
T3 Anonymous. | 5218 111 festSte %S 7 Started 29/08/16 11:55
s Arommeus 5215222 tetste Storted 5pss 11:55

efaut vieb Ste awoicssawioicsais
Ipefat Vieb Ste CWOHCS219 GWOHCS215
befaut Web Ste amoicsz  awioics2
bdt6312, 5218 111 testSite | CNWOHCS218_ CNWOHCS218.
JoAaN 5215 222 testSte QNWCHCS21S_(CWOHCS215

Exdisons |
[V Logicaly Deleted ] Defauit

[t [

Selected § Webites, (sapsed tme ams)

Web Site tree view summary provides a complete overview of a website.

C Website Summary [=][=]Bd
E@9 SAHAN_S215_222_testSite on CNWCHCS215
—(ﬁ] Server FQDN: cnwchcs215.cnw.co.nz
— . Developer Email:
D FMS Assignee:
— IIS Log Retention: S
—@ Physical Path: C:\inetpub\SAHAN_S215_222_testSite
—@ Log Path: %SystemDrive%\inetpubogs\LogFiles
—(@ Enabled Authentication Modes: Anonymous
—@ Anonymous Authentication Identity: IUSR
—@ Created: 29 August 2016, 11:55:36
—@ Updated: 29 August 2016, 11:55:36
— (@ Logically Deleted: false
=+ . Web Applications
7 Name: /, Path: C:\inetpub\SAHAN_S215_222_testSite
=8 1. Application Pools

é—@ SAHAN_S215_222_testSite_AppPool on CNWCHCS215

B |, Automatic Managed Environments
L(‘ sahan in JSMQUAL on cnwchcs216.cnw.co.nz

f Name: /SAHAN_S215_222_testSite_Application, Path: C:\inetpub\SAHAN_S215_222_testSite'\4
-}, Application Pools

[J:”}—G SAHAN_S215_222_testSite_AppPool on CNWCHCS215

& | Automatic Managed Environments
L& sahan in JSMQUAL on cnwchcs216.cnw.co.nz

- ). Bindings
@D https : :443:
B |, Certificates
L[ CNWCHCS215, Manual_MSSQL, Expires: 11 January 2044, 11:00:52
@D http : *:82:localhost

Selected 1 Web Site, elapsed time 14ms

In addition to ‘Developer Email’ and ‘FMS Assignee’ you can edit ‘IIS Log
Retention’. If the retention has not been explicitly declared for this website and the
value is being inherited from the value defined in Global Options it will be
displayed in blue.

© 2020-2022 Jade Software Corporation Limited May 2022 Page 347




JADECare Systems Manager Installation & Administration Guide

<

System Global Options = alx
Badap | DataR 1 || Product Regis ' | Depk Environment = HostMonitoring  Misc | Reporting | Schedulng

Default retention days for host & environment stats m ( Retention days for IIS logs ; ’

Audit log retention days [0

Retention days for completed or canceled JARIs [ 0]

Retention days for miscellanecus logs (deployment, badap etc) E
Retention days for OS patch management data E}

Retention days for System Disk Usage & Mapfile Disk Usage stats [ 0]
Retenton days for Serverhost Connection Hstory [ 0]

Retention days for Host Environment Patches [ 0]

Retention days for Master Environment Hstory [ 0]

Lo

Ready

Declaring an explicit value will change the text colour from blue to black and the
new value is held on the website object. Setting this value to 0 will remove the
value from the website object and default back to the global setting.

il | Web Applications
Iél—ui-"" Mame; fA, Path: %eSystemDrive 3o\netpubwwwroot
B || Application Pools
4%/ crwpexm2_appPool on CNWEXMS 1
~ | Automatic Managed Environments

L™ CNWPEXM2 on CNWEXMST (Non-SDS)

| Manually Managed Environments

L TSTSHEXAM on CNWMFI1A (Mon-SDS)

In the image above you will note two categories for Managed Environments.
Environments listed under ‘Automatic’ have been automatically discovered during
the discovery process. We have however provided a facility to ‘Manually’
associate a Managed Environment to a website.

To do this, right click on the AppPool. In the case above it is ‘cnwpexm2_appPool
on CNWEXMS1’ The popup menu will be displayed and now ‘Application Pool
Maintenance’ will be available
B || Web Applications
Iél—u;ﬁ' Mame: fA, Path: 3eSystemDrive % inetpubwwwroot
== || Application Pools

@‘ Application Pool Maintenance

{4 Change developer email address

B Channe FMS assinnes
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Clicking this will display the following form where you will get some further
information on the AppPool but also have the ability to manually associate
Managed Environments with the AppPool and change the developer email address
for the selected AppPool.

Application Pool Name |onwpexm2_appPool &
Server FQDN cnwexms 1.cnw. co.nz

:HI-_T Version 'u'j__lj

Pipeline Mode Integrated

Identity / Account Name [

Anonymous Authentication Identity \Spedficser I
Enabled 32bit Application |false .

Created |16 May 2016, 09:41:29
Updated |16 May 2016, 09:41: 29

Automatic Managed Environments

Websites |
Applications '
web application /A of crwexm_webC1 on CNWEXMS 1 (Clustered)

Available Selected

_system in cowpemxinstance on cnwexms?. .oy [TSTSHEXAM on CHWMEI1A
CHMWEARMA on CNWMFI1A

cnwodbctest in cowpemxinstance on wexms]
CMWPEXM1 on CNWEXMSY

JO553803 on CNWRCG1A

TESTIK1 on CHWMFI1A

TESTIK10 on CNWMFI1A

TST1AMSI on CNWMFI1A

TSTIK71 on CNWMFI1A

TSTXRIMT on CNWMFI1A

Developer email address rgitmour @jadeworld. com |

Lok || cancel |

You can also get to this form directly by double clicking the desired AppPool in
the AppPool Summary form.

Double clicking certain entries (in all of the discovery forms using a tree display)
will take you immediately to that objects summary. For example, when viewing
Website Summary if you double click on a certificate it will open Certificate
Details for that selection. Double clicking an AppPool in Website Summary will
take you to the summary screen for that AppPool.
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Web Site Application table view summary form will show discovered web site
applications for web sites.

@ Website Application Summary
Website apphcation name Parentwebsitename |, WebSte [ wiebste Wb AppPooiname. N e | Aneryree | Authodes PhyscalPath HTTP Error Mode | Emai Address | FMS Assgnee | LastUpdated | Logcally Deleted
|rctes12s 5218 111 testste_Applcaton 6312, S218_111 festSte | CWICHCS218  CNWOHCS21B K@163124 5218 111 testSite AppPooln OWICHCS218 | 1 ISR Aonymous  Ciinetpub\dIS312) 5218 111 tesSteigp  Detaedtocslory | 2909/16 1155
|/saraN_s5215_222_testsite_Appication SAHAN_S215_222_testSite |CNWOHCS215  (CNWCHCS21S  SAHAN_S215_222_testSite_AppPool on CNWCHCS215. WSR_ Anonymous C:Vnetpub\SAHAN_S215_222 testSite\App. Detailed.ocaiOnly 29/08/16 11:55
X
[V Logically Deleted (V] Defauit = I Refresh Show De ExtractCsV Brint
Seiecied 2 Viebste Appbcators. (sapsed tme Sme)

To get more information about selected item use ‘Show Details’ button or double
click on it. Which will show its web site information.

Web AppPools table view summary

< Web AppPool Summary [=]=]5
Web App Pool Name Sever SR Manual | Netverson | Enablesamit | 1dentty Identity Type Ppelnemode | LastUpdated | Logialy Deleted

licdt6312u_S218_111_testSite_AppPool | CNWCHCS218 2 [ 1 [ v4.0 false | | i ity | 29/08/16 11:55 |

ISAHAN_S215_222_testSite_AppPool CNWCHCS215 2 | 1 v4.0 false |ApplicationPoolldentity [Integrated 29/08/16 11:55

o [Emonce

[V Logically Deleted

Selected 2 Applcation Pool(s). (elapsed time 4ms)

Web AppPools tree view summary

Lo

AppPool Summary (==
ASP.NET v4.0 on CNWCHCS214
s ASP.NET v4.0 Classic on CNWCHCS214
&/ DefaultAppPool on CNWCHCS214
)—@ JCDT6312U_5214_056_testSite_AppPool on C!
&/ ASP.NET v4.0 on CNWCHCS215
s ASP.NET v4.0 Classic on CNWCHCS215
&/ DefaultAppPool on CNWCHCS215
s SAHAN_S215_222_testSite_AppPool on CNWCHCS215
&/ AppP0ool4.0 on CNWCHCS216
&/ ASP.NET v4.0 on CNWCHCS216
s ASP.NET v4.0 Classic on CNWCHCS216
&/ Classic .NET AppPool on CNWCHCS216
&/ DefaultAppPool on CNWCHCS216

DefaultAppPool on CNWCHCS218
jedt6312u_5218_111_testSite_AppPool on CNWCHCS218

DefaultAppPool on CNWCHCS219

DefaultAppPool on CNWCHCS220

T

[ OO e B SO o SO e SO s N SO o S e B S S OO o BN S SO e SO o N B B e SO B e B o B O

tddddddddadads

Selected 28 AppPools, elapsed time 159ms
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To get more information in,

o In Web AppPools table view selected item use ‘Show Details’ button or
double click on it. Which will show its web site information.

e In Web AppPools tree view selected item expand it.

< AppPool Summary (==
B—& jedt6312u_S218_111_testSite_AppPool on CNWCHCS218
—@] Server FQDN: cnwchcs218.cnw.co.nz
—_ | Developer Email:
— 2 FMS Assignee:
—@ .NET version: v4.0
—(@ Pipeline Mode: Integrated
—@ Identity / Account Name:
—@ Anonymous Authentication Identity: ApplicationPoolIldentity
—@ 32bitEnabled: false
—@ Created: 29/08/16 11:55
—@ Updated: 29/08/16 11:55
—@ Logically Deleted: false
B+ Ju Web Applications
47 Name: /, Path: C:\netpub\jcdt6312u_S218_111_testSite
2@ jcdt6312u_S218_111_testSite on CNWCHCS218
é}— J. Bindings
@D https::443:
= J. Certificates
L&_; CNWCHCS218, ManualCertS216-JCDT6312U, Expires: 10 January 2044, 13:18:42
@D http:*:80:localhost
J’ Name: fjcdt6312u_S218_111_testSite_Application, Path: C:\inetpub\jcdt6312u_S218_111_testSite\App
2@ jcdt6312u_S218_111_testSite on CNWCHCS218
N J. Bindings
@D https::443:
B~ . Certificates
|—g: ; CNWCHCS218, ManualCertS216-JCDT6312U, Expires: 10 January 2044, 13:18:42
@D http:*:80:localhost
=+ J. Automatic Managed Environments
L 3cDT6312U on CNWCHCS216 (Non-5DS)

Selected 1 AppPool, elapsed time 12ms
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System View now displays Remotes, Websites and .NET Services

L9

Server Hosts

I\ CNW - Cardinal Network Ltd,

| &l CHWEXMC 1

CNWEXMS 1

CHWEXMS2
CHWEXMS3
CHWEXMS4
CHWEXMSS
CHWEXMSE

[ cnwEXMST

[ cnwmEI 14

System View
Envirenment Clients
I cwexm_webC1 (Website) L chwexms1
L8 cnwexm_webNC2 (Website) j Mame: /A,

& CNWODBCTEST (M5SQL)
L& Example_Service1 {.MET Servic
L8 TSTSHEXAM (Remote)

Path: 3%5ystemDrive Yeiinetpubwwwroot

@ crwpexm2_appPool
& cnwpexm2_appPool
& cwpexm2_appPool

Clicking on a Managed Environment that has an association with a website will
display website and application pool information also

(o System View
Server Hosts Environment Clients
. CNW - Cardinal Network Ltd, LB CNWKARMA L] cnwEXMS 1
& CNWEXMC1 B TESTIK 9 http_crwexm_webC1
CNWEXMS 1 /& TESTIKIO & cwpexm2_appPool
CHWEXMS2 B TsT1ANST L] cnwExMs2
CMWEXMS3 BrsTIRT &9 http_crwexm_webC1
CNWEXMS4 ,E TSTSHEXAM @;‘cnwpexm}l_apppool
CHWEXMSS S T MT | cwExMss
CHWEXMSG & http_crwexm_webNC3
B cwEexMs7 & cwpesm 1_appPool
JE CNWMETLA
JBCNWRCG1A
Current Alarms
_;, CNWEXMS?
& rhwiMFE 114

Double clicking on a website or application pool in the ‘Clients’ window on
System View will bring up that objects summary form.

The following forms have had discovery information added and should provide a
good overview of discovery entities in relation to
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Timezone Maintenance
Selected by clicking the Setup—> TimeZone Maintenance menu item.

This form allows you to globally select only the timezones you have an interest in,
thereby reducing “noise” when populating various GUI elements in JSM with a
timezone choice.

Timezones are derived automatically from the Windows OS registry and are
periodically refreshed. You can force a refresh instantly by clicking the ‘Refresh
timezones’ button.

Items shown in red are “in-use” items and cannot be unselected.

Fe= =

Pl TimeZone Maint =i |g

TimeZone

(UTC+10:00) Brisbane

(UTC+10:00) Canberra, Melbourne, Sydney
(UTC+10:00) Guam, Port Moresby
(UTC+10:00) Hobart

(UTC+10:00) Vladivostok

(UTC+10:30) Lord Howe Island

(UTC+11:00) Bougainville Island
(UTC+11:00) Chokurdakh

(UTC+11:00) Magadan

(UTC+11:00) Norfolk Island

(UTC+11:00) Sakhalin

(UTC+11:00) Solomon Is., New Caledonia
(UTC+12:00) Anadyr, Petropaviovsk-Kamchatsky
(UTC+12:00) Auckland, Wellington
(UTC+12:00) Coordinated Universal Time+12
(UTC+12:00) Fiji

(UTC+12:00) Petropaviovsk-Kamchatsky - Old
(UTC+12:45) Chatham Islands

(UTC+13:00) Coordinated Universal Time+13
(UTC+13:00) Nuku'alofa

(UTC+13:00) Samoa

(UTC+14:00) Kiritimati Island

Lsro ok osd A

ﬂ—l_l_ljj_l_ljj_l_lﬂjg
-~

L. e

1V

Refresh timezones Select all Select none G m

:
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Webhook Endpoint Processing

Introduced in JSM 4.1.02, this feature allows JSM to act as a webhook client with no
fixed processing structure. Webhook payloads, when received, are authenticated with a
token, and subsequently matched to a user-defined script which knows how the payload
should be interpreted.

This feature has a dependency on CnwSkyBound.dll v1.0.6 or later which must exist in
the JSM server-side ¢_bin folder.
Token Maintenance

Tokens to be used by the Webhook Endpoint feature need to be created by JSM and
issued to the administrator setting up the cloud service webhook. This is very important
because JSM will not authenticate tokens it doesn’t know about.

The token is to be provided as part of the Webhook URL, for example:

https://jecsm.jadeworld.com/bin_public/jadehttp.dll/WebNarc20/token=XyUaJmsLQyT
HBFyzXWdgCs==/?JossCloudServiceManager

Tokens are generated by selecting the menu item Setup—> Cloud Services=> Token
Maintenance.

All token maintenance changes are audited.

pe- =

& Token Maintenance =
Tokens
oken Description Disabled

L .| JadePager I

. Robs test token ]

L. J WebNark - ACC C

| WebNark - AWS [

] WebNark - Azure [C]

| WebNark - 1SS O
WebNark - SBS ICS I

Token | |

Description [ |

Disabled []

Delete selected token Create new token

Cancel Save
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Create new token

Creates a new token. Once you’ve given the token a description, click the ‘Save’ option
to commit the token to the database. This token can now be issued to the webhook
administrator and JSM will accept payloads from that webhook.

Tokens are immutable. They can not be changed once they have been created. This is
because external webhooks maybe using a token and deleting the token will break the
webhook.

Token descriptions and the enabled/disabled state of a token can still be changed after
creation.

When a token is created or, an existing token is selected, the complete URL for the
webhook is automatically placed in the clipboard. This URL can then be sent to the
webhook administrator as a simple paste operation.

Delete selected token

Deletes the selected token. Confirmation is required. If you plan on deleting a token,
you should always contact the webhook administrator and let them know!

Disabled

Disables the selected token. If a webhook payload is received with a disabled token,
then no processing of that payload occurs.
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Script Builder

Webhook payloads are of an unknown structure, they could come from any number of
cloud services, each with a unique payload. To facilitate the processing of these
payloads JSM now contains a script builder.

When a webhook payload arrives JSM attempts to find the JADE transient script
associated with that specific payload. When a script cannot be found, JSM will raise an

alert:
& Alert Details - Robs test token payload received - no matching alert script! (unclaimed alert) E] =)
DI :1 1 I Robs test token payload received - no matching alert script!
Device Name : cnwrcgla.cnw.co.nz Timestamp : Thu, 16 September 2021 10:57:31
Level: ¥ 9 Tcp/lp Address :  127.0.0.1
State: new Enterprise : 1.3.6.1.4.1.2553
Duration : 0 mins 0 secs (1.3.6.1.4.1.2553)
When Raised : Thu, 16 September 2021 10:57:31 Generic type : 6 (enterprise specific)
Incident Raised? : no Specific Type: 17
Explanation :
16/09/21 10:57:31 Please open a tracker, an alert script needs to be created for the following payload: ~

{"schemald": "AzureMonitorMetricAlert”, "data”: {"version™: "2.0", "properties":null, "status™: Deactivated”, "context™: { "timestamp™: "2021-09-
15T22:57:19.23733832","id": "/subscriptions/483c03c5- 1776 -4d 39-8044-1589b 3e 709d 5 /resourceGroups/cdms-cirg-
australiaeast/providers/microsoft.insights/metricAlerts/RobsTest %20-%20total %20data %20greater %20than %20 10k”, "name™: RobsTest - total data greater
than 10k", "description™: "Some description, let's get things moving!*, "conditionType": "SingleResourceMultipleMetricCriteria®, "severity": "2", "condition™:
{"windowSize": PT5M", "allOf™:

[{"metricName": "BytesReceived", ‘metricNamespace™: "Microsoft.Web/sites”, "operator™: "GreaterThan", "threshold": "10000", "timeAggregation™: "Total", "dimensions™
:[], "metricvalue™:9926.0, "webTestName":null}]}, "subscriptionId": "483c03c5-1776-4d39-8044-1589b3e 709d5", ‘resourceGroupName™: "cdms-ci-rg-

australiaeast”, resourceName™: "cdms-ci-api-appservice-australiaeast”, resourceType™: "Microsoft. Web/sites”, resourceld™: "/subscriptions/483c03c5-1776-4d39-

Notes :

v

Close Alert Claim Raise Inddent Add to Incident & Close Alert Add Notes Copy to Clipboard Previous Next

The alert contains the description associated with the token received and, the webhook
payload received in JSON format. The user needs to copy the entire JSON string from

the starting ‘{‘ to the ending ‘}’ into their clipboard. This payload is then pasted into
the Script Builder.

To access the Script Builder select Setup—>Cloud Services—> Script Builder.

Paste the JSON from your clipboard into the JSON payload section of the Script
Builder form and click Convert payload...

& Script Builder
150N payload

o e e

["schemald™:"AzureMonitorMetricAlert, data "+ { version': 20", ‘properties :nul, ‘status; Deactivated”, context :{ tmestamp': 2021-09-15122:57: 19, 2373383Z", 1d  fsubscriptions /48 3c03¢5-1776-4d 39-8044-

1589h 3 70945 resourceGroups/cdms-c-rg-aus raliaeast/provider s /microsoft.insights /metricAler ts/RobsTest2, 20- % 20total % 20data % 20greater %20than %20 10k, name": RobsTest - total data greater than

10k”, "description”: "Some description, let's get things moving! ™, “conditior Type™: "SingleResourceMultipleMetricCriteria”, "severity”: 2%, "condition™: { windowSize": PT5M", "all0f":
[{‘metricName ™ BytesReceived”, metricNamespace™: Microsoft. Web/sites”, "operator™: GreaterThan", "threshold™:"10000°, "tmeAggregation”: Total”, ‘dimensions™;

[, ‘metricValue":9926.0, "webTestMame ":null}]}, “subscriptionld™: "483c03c5- 1776-4d 39-8044-1589b 36 709d 57, resourceGroupName ™ “cdms-ci-rg-australiaeast”, resourceName ": "cdms-ci-api-appservice-

australiaeast”, TesourceType™ Microsoft.Web/sites”, resourceld": " fsubscriptions/48 3c0 3c5- 1776-4d 39-5044- 1589b 3e 709d 5 fresourceGroups jcdms ci-rg-australiaeast/providers/Microsoft. Web/sites/cdms - -api-appservice-

australiaeast’, portallink™: https://portal. azure, com/ #resource /subscriptions/483c0 3c5-1776-4d39-8044-1585b 3 709d5/resourceGroups /cdms-c-rg-australiaeast fproviders Microsoft. Web/sites fcdms i-api-appservice -
australiaeast}}}

Attributes
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If the JSON is valid then the JSON is extrapolated into fields:

= id : fsubscriptions/483c03c5-1776-4d39-8044- 1589032 709d 5/resourceGroups/cdms-di-rg-australiaeast/providers microsoft.insights fmetricAler ts/RobsTest % 20-%20total % 20data%20greater % 20than % A

= name : RobsTest - total data greater than 10k

© description : Some description, let's get things moving!

o conditionType : SingleResourceMultipleMetricCriteria

@ severity: 2

&7 condition :

o windowSize ; FTSM
&7 dllof:

o metricMame : BytesRecsived
@ metricNamespace : Microsoft. Web/sites
o operator : GreaterThan
@ threshold : 10000
= timeAggregation : Total
@ metricValue : 9926
o webTestName :

@ subscriptionld : 483c03c5-1776-4d39-8044-1589b3e 70945

© resourceGroupName : cdms-d-rg-australiaeast

o resourceName : cdms-ci-api-appservice-australiaeast

@ resourceType : Microsoft. Web)sites

= resourceld : fsubscriptions/483c03c5-1776-4d39-8044- 1535 3e 709d5 fresourceGroups/cdms-ci-rg-australizeast fprovidersMicrosoft. Websites/cdms-d-api-appservice-australiaeast o

Any of these fields can now be selected to build the JADE transient script specific to
this webhook payload. To do this use the right-click popup menu items.

In this example I have right-clicked over the ‘name :’ field and I will make ‘name’ my
short description.

I will then repeat this over ‘severity :” and make that field my alert priority and so on.

I name : RobsTest - total t}

I —— T Make 'name’ my alert short description Chrl+5

conditionType : SingleRes '(ET Make 'narne’ my alert timestarmp Ctrl+ T
severity : 2 [ Make 'name' my alert priority Ctrl+P

(:l'?’ condition :
o windowSize : PT5M

47 allof :

metrichiame : Byt 150 Use NOW as my alert timestamp Ctri+M

| Make this selection an alert attribute

Any fields can be used to make up the alert body. You can multi-select by dragging
your mouse across attributes or individually select them using CTRL~+Click.

&7 context:
o tmestamp : 2021-09-15722:57:19.2373383Z
o id ¢ fsubscriptions/483c0 3c5-1776-4d 39-8044-1550b 327094 5/resourceGroups cdms -ci-rg-australiaeast/provider s microsoft.insights metricAlerts RobsTest % 20-% 20total % 20data Y 20greater % 20than %
= name : RobsTest - total data greater than 10k
description : Some description, let's get things moving! -
» conditionType : SingleResourceMultipleMetricCriteria T Make 'description’ my alert short description Ctrl+S
o severity : 2 4] Make 'description’ my alert timestamp Cr+T
&7 condition :
o windowSize : PTSM
7 allof : (] Make these selections alet ttributes.
= metricName ; BytesReceived
& metricNamespace : Microsoft, Web/sites 15} Use NOW as my alert timestamp
= operator ; GreaterThan
= threshold : 10000
= timeAggregation : Total
metricValue : 9926
= webTestame :
o subscriptionld : 483c03c5-1776-4d33-8044-1589b32709d5

= resourceGroupiiame ; cdms-d-rg-australiseast

[& Make 'description’ my alert priority Ctri+P

Once you’ve made some selections, click the Make these selections alert attributes
menu item to add to the script.

You can repeat this process as much as required to build up attributes for the alert
body.
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The ordering

of attributes can be changed in the script builder using drag and drop. To

do this select the attribute you want to move with the mouse and, while holding the
left-mouse button down, drag the item up or down.

Short description (required):
Timestamp (required):

Selected attributes (required):

Severity (alert priority):

Webhook (required):

‘=an5kyEound=data=crvw5kyBound:conbext:nama |

[#CnwskyBoundsdata#CnwskyBound #context#timestamp ]

#CrwSkyBound #data #CrwSkyBound #status
=Cnw5kyBound#data#CnwSkyBound#context#description
#Cwsky Euund"datawcnmsk Buund#Eunh?xt#mnd\hun-raHOf"mEtﬂ\:NamE

-.-CnV\SkyEound-rdala-rcrvmSkyBound-rconbext-rcondmon-raHOf-poperabor

#CnwSkyBound#d:
#CnwSkyBound #d:
#CnwSkyBound #
=Cnw5SkyBound #data=CnwSkyBound#contextzresourceGroupMName
#CnwSkyBound #data#CrnwSkyBound #context#resourceMame

-rCrw\SkyBuund-rcuntext-rcund\hun Ofwﬂ'lreshwld

2101
"Cnu\SkyBuund-rconbext-rcondmon-raHOf"metchalua

[ECnwskyBound #data #CnwskyBound=contextseverity ]
|

[Robs test token

Cancel

In the example above we have provided everything we need create our JADE transient
script. Be aware that nothing is committed yet!

Click the Preview button to open the Script Maintenance form.

& Script Maintenance

(S8 HoR ==

Activity: [Webhook Endpoint ~] Script type: JADE method
Sariptname: [RZURE - Data Injout > 10K ] MthocRobert Clok
Last modified by: Robert Gilmour
Last modified: 17 September 2021, 13:10:36
Categories: [JADE T; tethods ~]
Description: [Robs test token - Data InjOut > 10K

Script
JossControl::GenericExecutionTarget ~
executeZndpointPayload (pXML : String; pParams : CnStringArray);
// Endpoint script template: v1.0.0 - RCG
/e
NOTES:
PXML = webhook payload in XML format
pParams = ANY params appended to the webhook URL, for example:
/ ity=7sassi 1
In the example above your pParams will contain:
severity=7
assignee=enwregl
You can therefore use pParams to supply additional variables to this script.
2
constants
Short_Description : String = '#Caw C ;
Timestamp : String = '$C: timestamp';
Selected Attributes : String = '#Caw 1#Caws! #Cnws! ption|#CawSkyB
Alert_Priority : String = '#CnwS 2C ity'
Webhook_Description : String = 'Robs test token';
vars
ce : CnCntrl;
ipxScmCall : IPxSemCall; -
< >

Inspect Delete

o]

'WARNING - any changes made will update this already existing script!

All the information you’ve supplied in the Script Builder has now been applied to the

JADE script template.

By default, alerting is enabled in the script template. There are also commented out
sections for creating a Tracker, Email and Paging. As this is a JADE script everything
can be customised, including additional alert text, alert priorities, mail, or paging

recipients etc.
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The script can be further tailored to accept specific webhook supplied variables. These
are passed into the script via the pParams variable in the method signature. The best
way to explain this is to look at the webhook URL:

https://jesm.jadeworld.com/bin_public/jadehttp.dll/WebNarc20/token=XyUaJmsLQyT
HBFyzXWdgCs==&severity=9&assignee=cnwrcg 1 &paging=true/?JossCloudService
Manager

Notice that I’ve supplied some additional parameters to the URL separated by the &
character. These additional parameters are passed into the JADE script when it’s
executed however it is up to you to code for them.

Additional parameters above must be defined AFTER the token. The token should
always be first otherwise the payload will be unauthenticated and ignored.

The script will work as-is for alerting without requiring any JADE programming
knowledge. DO NOT mess with the script if you don’t know what you’re doing.

Before you can commit the script, you must supply a script name, description isn’t a
requirement, but it is recommended as you could potentially have many scripts to
process webhook payloads.

When working on your script, you can test it on-the-fly. The script doesn’t have to be
committed for it to be tested. To test the script, right-click over the script body and
select Test script:

STOEEN=<TOoOKen>&3aVerltiy=/4=2331q1

your pParams will contain:

aarariti="T

f2f Testscript  Chrl+T

:+ pParams to supply additional wvariables to

JSM will let you know if the script was executed successfully but it is up to you to
determine the results of your script.

To commit the script, click the OK button. Now whenever this webhook payload
arrives your JADE script will be executed to process it.

Some things to note:

e Webhook Endpoint scripts can never be created without going through the
Script Builder.

e Existing scripts can be modified by using the Setup—> Scripts menu item,
selecting Webhook Endpoint as an activity and selecting your script for editing.

e Or alternatively, you can find your scripts by selecting Setup—> Script
Categories and looking under the JADE Transient Methods section.
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MS Windows Automatic Updates (Patching)

Introduced in 4.1.0.2 JSM will support the scheduling and installation of MS patches.
JSM will also catalogue MS patch information and provides new forms to summerize
this data.

The Windows Update feature is only available to JADECare24 and is disabled globally
by default. To enable the Windows Update feature, navigate to System Global Options.

System Global Options

& System Global Options =
[ Misc N Reporting N Scheduling N Time Zone (i— Windows Updates.
Backup ]| DataRetenton Y ProductRegistraton )  Deployment Host Monitoring

Enable Windows updates feature
Default check interval (minutes)
Default outage window (minutes)
Update history retention (days)
Windows update agent COM timeout (minutes) III %

[ |
Settings have been updated, not yet saved

Enable Windows updates feature
Makes JSM capable of scheduling and managing MS patch installations. It does not
turn on the feature for each ServerHost.

Turning off this feature will cause ALL ServerHosts with the feature enabled to have
the feature turned off. All running instances of KarmaWindowsUpdateManager will
be instructed to terminate.

The following values will be populated into the ServerHostMaint Windows Updates area
when setting up Windows Updates for a specific ServerHost the first time.

Default check interval (minutes)
This value determines how frequently checking for updates will be performed.

Default outage window (minutes)
This value determines the allocated time in which all patch installations and reboots
must occur.

Update history retention (minutes)
This value determines how long activity log and patch information will be retained.

Windows update agent COM timeout (minutes)
This value determines how long we should wait on the WUA to respond before
giving up. The Windows COM interface can be a funny beast so this timeout
capability is essential.
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Server Host Maintenance

The Windows Update feature, settings and installation schedule are uniquely
associated with each Server Host. To use this feature, you need to set it up in
Server Host Maintenance.

& Server Host Maintenance (=2 cR <=
Host FQDN |cnwrcg 1v.cnw.co.nz v I Create new Server Host []
HostSetup Y HardwareDetals | Cluster Y OSPatchStatus | ConnectionHistory | ManagedEnvionments Y Saipts Y Tasks ) Windows Updates
Enable Windows Updates [] Updates Check Interval (mins) Install Pending: true Last Updated: 00:00:00

Install SQL Patches Automatically Updates Outage Window (mins) Reboot Pending: true Last Reboot: 00:00:00

WUA COM Timeout (mins) El Updates History Retention (days)

Pending NS Installed N Schedule
Issued KB Name | severity

04/05/22 2267602 :Secunty Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.363.1412.0)
26/04/22 5012796 |2022-04 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5012796)
12/04/22 5012647 [2022-04 Cumulative Update for Windows Server 2019 (1809) for x64-based Systems (KB5012647)

ot || oo | 5]

As you can see from the above image, the System Global Options are replicated
here and this ServerHost is using those default values. Once saved these values are
associated only with this instance of ServerHost. Changes are audited.

Pending
Updates pending for this ServerHost are shown below. You can double click on an
update for more information about the update. This is true for any of the new
forms where updates are represented in a table like below.

Pending i Tnstalled " Schedule

Issued KB Name | Severity
| 040s/22 | 2267602 Seaurity Inteligence Undate for Microsoft Defender Antivirus -KB2267602 (Version 1.363.1412.0) |

6/04/22 | 5012796  |2022-04 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KES012796)
12/04/22 5012647 |2022-04 Cumulative Update for Windows Server 2019 (1309) for x64-based Systems (KB5012647) |

Installed
Historical patch installation data for this ServerHost.
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Schedule
Extensive scheduling options are available to setup automatic Windows Updates.
These range from a one-off through to a recurring schedule for a particular date (or
dates) in a month (or months) year upon year.
NOTE: if the Windows Update manager is already in a patch cycle when the
schedule fires the schedule run will be ignored.
Provision has been made to pause the schedule at any time whilst still retaining the
schedule setup. Similary, if the Windows Updates feature is turned off the
schedule setup will be preserved.
In 4.1.0.2 we’ve introduced a redesigned scheduling interface. Multi-selection of
months, dates and days is supported by holding down the CTRL key while
clicking selections in each table.
Pending \| Installed \| H Schedule
Schedule Type Effective Start Date |28f'03,|"2022| Start Time | 07:00 |
() One Time For These Months
() Minutely Jan | Feb | Mar ﬁpr May | Jun | Jul | Aug | Sep | Oct | Mov | Dec | Al
e
OWEEHY 1 2 3 4 ) @ 7 1st | Sun
@MOMHY 8 9 . 10 . 11 . 12 13 n 2nd | Mon
[ Pause Schedule N R [ I I [ ad | Tue
OR
22 23 24 25 % 27 2B 4th | Wed
2 30 31 Thu
. . Last . FED | LBD . Al Fri

Last | Sat

Schedule Type — One Time
A one-off schedule that will run once and never repeat again.

Schedule Type — Minutely
Recurs every minute on a value defined by the user.

Schedule Type — Daily
Occurs every day at a given time.

Schedule Type — Weekly
Recurs every week on days defined by the user.

Schedule Type — Monthly
The most complete and granular scheduling option that recurs for the months
requested on any user-defined dates or days.

e LAST — last day of the month.
FBD — first business day of the month.
e LBD — last business day of the month.
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Summary Forms

Some summary forms have been added to JSM to give an overview of Windows
updates. These are accessible here:

& JADECare Systems Manager (TEST) [User=CNWRCG1] - [Server Host Maintenance]
Eile | View { Deployment Reports SetUp Options Alerts Monitoring Diagnostics Window Help

é% | Navigation Panel .,;: 7 {“?} ar
el Summary > Certificates
f ODBC Query > JADE Environment Details
System View E2 JADE Environment Licences
A= Monitos F3 JADE Environment Statistics
Alarm Event History M
Machines

Environment Version Status Nehuork Devrices
By iy ODBC Environments
Schedule Operator Summary
Backup Schedule F4 Server Host Details
Report Runner Status Server Host Statistics
Suppressed Network Devices Seneks
Network Device |d Changes Josk ltems
Activity Logs | Windows Updaﬁ Views > | Advice Summary
Audit Log MS Patch Catalogue
Security Access By Customer and WSUS Level

Select Interested Parties

Advice Summary

Provides a very basic graphical overview of Windows Updates activity, in a
similar vane to the Deployment Summary form. ServerHosts will be added and
removed dynamically as MS patch information is received during downloads,
installations, and reboots.

The form has primarily been provided so activity can be monitored by a 24/7 1
level support.

g ™\

Server Host Downloading , Installing Rebooting |  LastUpdate
Completed OK | Job [0/3]
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MS Patch Catalogue

Every MS patch that JSM knows about, independent of ServerHost. Bubble help is
available for each patch and double clicking on patch information is supported.

& Windows Updates Summary EI@
Izsued KB Mame Revision Severity Mandatory
04/05/22 | 2267602  |Security Inteligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.363,1412.0) 200 | |
260422 5012796 |2022-04 Cumulative Update Preview for \NET Framework 3,5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5012796) 203
1 1 EN176a7 9077 0A Frmlo: Vit Fre Wlimd i Creme TN 1G00Y frr S A hmnnd Cunteme FBEA1TE4T 1 1 |
| Patch Information .
KB: 5012796
MName: 2022-04 Cumulative Update Preview for NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5012796)
Issued: 26/04/22
Revision: 203
IsBeta: falze
Mandatory: false
Severity:

Bundle Narme:  Windows10.0-KB5012162-x64
Support URL: http:/{support.microsoft.com

Refresh Copy to Clipboard Show Detalls Extract C5V Print

Selected 3 Windows Update Patches. (elapsed tme 1ms) ‘

Double-clicking a patch presents a sub-view form. This form supports hyperlink
clicking to the support webpage for the selected MS patch. Double-clicking on the
ServerHost entries in the bottom control will take you directly to the selected
ServerHost maintenance form.

This sub-view from is accessible from anywhere patch information is displayed in

a table.
& Windows Update Patch Summary for KB5012796 (o] & ==
Class & 0id String WindowsUpdatePatch - 3352.6
KB 5012796
Name 2022-04 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64
Description Install this update to resolve issues in Windows. For a complete listing of the issues that are induded in this upd.
Categories Updates
Windows Server 2019
Issued 26/04/22
Revision 203
IsBeta false
Mandatory false
Severity

Bundle Name Windows 10.0-KB5012162-x64
Support URL http: //support.microsoft.com

&} cnwrcglv.cnw.co.nz

[C Pending installation on these ServerHosts
" Installed on these ServerHosts

Ik Copy to dipboard Print

© 2020-2022 Jade Software Corporation Limited May 2022 Page 364




JADECare Systems Manager Installation & Administration Guide

By Customer and WSUS Level

Provides the ability to filter patch information applicable to both customer, WSUS
level and installation state. Bubble help is available for each patch and double
clicking on patch information is supported.

& Windows Updates by Customer and WSUS Level =RE=R
- - st ot [T |
Server Host Issued KB Name Severity Install Date
jcnwreg 1v.cnw.co.nz
04/05/22 2267602 |Security Inteligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.363.1430.0) 05/05/22 11:38
[} 26/04/22 5012796 |2022-04 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5012796) 05/05/22 11:38

11
Patch Information 05/05/22 11:38

KB: 5012796

Name: 2022-04 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5012796)
Issued: 26/04/22

Revision: 203

IsBeta: false

Mandatory: false

Severity:

Bundle Name:  Windows10.0-KB5012162-x64
Support URL: http://support.microsoft.com

Refresh Copy to Clipboard Extract CSV Print

Showing 3 installed Windows updates for 1 hosts.

System View

System View includes a new checkbox item. When this item is checked
ServerHosts that have Windows Updates actions pending are highlighted with a
light green background.

— Joss, JossReportRunner /37
“15 Node: pid=4996 - JossMessageHandler 1
— JossControl, JossMessageHandler 1/8
913 Node: pid=5400 - JossQueueHandler _3
— JossControl, JossQueueHandler /32

Auto-refresh [V] Show disabled entities [_] Suppress customers [_] Suppress 'Default Web Page' [_] Enable Expand/Collapse [] Show MS patch status

New popup menu items are available when selecting a ServerHost. This enables
the user to execute Windows Update options adhoc and are independent of any
scheduled activity.

NOTE: if Windows Updates operations are already in play user requests may be
ignored (these scenarios will be logged).
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N

Windows Terminal Server Console to CNWRCGTY
Windaows Terrinal Server Session to CNWRCGTY
RIB Connect to CNWRCG1Y

ComClient Session to CMNWRCGTY

Host set up for CNWRCGTV
Host details for CNWRCGTY
Activity Logs

Alert History

View Backup Schedule

Delete host CMWRCG1Y

Check for Available M5 Patches for CNWRCGTY
Download Pending M5 Patches for CNWRCGTV
Install Pending M5 Patches for CNWRCGTV

Start Reboot and M5 Patch Cycle for CNWRCGTV

Interrupt Reboot and MS Patch Cycle for CNWRCGTY

Reboot CNWRCG1V

Check for Available MS Patches

Initiate a check to see if any new patches are available for this ServerHost.

Activity is logged.

Download Pending MS Patches

Initiates a download of any available patches. Limited usefulness when dealing
with managed ServerHosts under WSUS control. Activity is logged.

Install Pending MS Patches

Initiates the installation of patches. Does not include reboots that may be required
because of patch installation — keep this in mind! Activity is logged.

Start Reboot and MS Patch Cycle

An adhoc patch and reboot cycle, the same behaviour as a scheduled run. Reboots
will occur automatically if required. Confirmation is required. Activity is logged.

Interrupt Reboot and MS Patch Cycle
Notifies the current operation to halt. Only applicable during download and
installation activities. If there are 10 patches to be installed the process will
interrupt after the current patch has finished installing. Activity is logged.

Reboot

Reboots the ServerHost. Confirmation is required. There is a SAFE option and an

UNSAFE option. Activity is logged.
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& Reboot cnwr:ﬁ'lv.cnw.ccr.nz - please confirm!

>

You're about to reboot this host which can have
serious implications for both the customer and
JADECare24.

If you're unsure, click CANCEL now.

Reboot

| Checks for sentinel files; and if found, reboot is aborted.
| Attempts to shutdown environments deanly.

Reboot (UMNSAFE)
| MO checking occurs. Reboot is immediate.

[1¥ES, I understand and want to reboot this host:

| Reboot | | Reboot (UNSAFE) |

Reboot

This is the safe option. Sentinel files are considered, and environments are
shutdown cleanly before a reboot can occur. Present sentinel files or being unable
to shutdown an environment will prevent the reboot from occurring.

Always choose this option if possible.

Reboot (UNSAFE)

Instant reboot. Nothing will be checked, anything running will be terminated

immediately.

Activity Logging

The activity logging facility now includes Windows Update activities.

i Activity Log - All Hosts, All Environments : Windows Updates =8 o
Jection

Ou ?vg: S::;? Envid | Status ssd';f“Tﬂf Completion Time E.?D"f:d Detals.
O sk pdates d 0 050 00:0
() Compact
() Deployment
() Restore
() ODBC Query
() Task Schedule WindowsUpdates CNWRCGLV | | Completed | 04/05/22 11:21:20 | 04/05/22 11:21:20 | 00:00:00 Setup command (Command_Type_WU_Setup) issued for settings and scheduling.
@ Wirdowis Updates VindowsUpdates (CNWRCGLY | | Completed | 04/05/22 11:08:15 | 04/05/22 11:08:15 | 00:00:00 |Setup command (Command_Type_W/U_Setup) issued for settings and scheduing.
() Miscellaneous

S s
o B

oatevange o

Time Range o 23:59

stats
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Select Interested Parties

The Server Host Maintenance form can be used to define the CIRC Level and
also a list of email addresses for parties with an interest in this server.

The form Select Interested Parties can be used to:
» identify all servers and unique email addresses of interested parties

» locate which servers have defined the email address (partial / full) within
the interested parties list

EEZE\ Seiver Host Select Interested Paties VEE
- Criteria
=

i Email
CIRC Level ALL ‘ Search for Email Address

Search

Selent
[ Include Disabled Servers [ Search case-sensiive

~ Server Sel
Server
CHWAWETS

Interested Parties Email Addresses |

CHWFID

CHWFIVA
CHwhFSVE
CHwWFIVE

Get Detalls

~ Interested Parties Details
Interested Parties Unique Email Addresses Selected Servers

miagers] @jadeward. com: ;] CH'w/MEITA d

miagers2(@adevord, com; CHwMFJTE

miagers@jadeworld com;

avalidinn@emnal address

= El

Two different criteria can be used to select the servers concerned:

1. A specific CIRC Level or ALL and may include or exclude servers
marked as disabled.

2. A partial or full email address

Either of the above two criteria will build a table of servers that match the criteria.
Double-clicking on a row of this table will cause the Server Host Maintenance
form to be displayed for the associated server. Changes made to the‘Interested

Parties’ and committed by the maintenance form will cause the relevant entries to
be modified.

One or more rows may be selected. If no rows are selected, then the default will be
that all rows are implicitly selected.

Clicking on the Get Details button will update :

= Interested Parties Unique Email Addresses text box with unique email
addresses for the servers ‘selected’

= Selected Servers text box with a list of the server names selected

Setting focus on either of the two text boxes with details will cause all the text to
be selected and this can be copied and pasted as required.
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JSM Statistics

This form is displayed via menu options View | Summary | JSM Statistics. It
displays the number of various core entities managed by this JSM instance.

#.15M Statistics - Enabled Items Dnly - 0] x|
SErYErs 525
JADE Environments 1,143

- 154 453
- Mon-3D5 386
- 305 Primary 150
- 3035 Secondary Mative Q5
- 505 Secondary Relational 23
ODBLC Instances 54
- MSSOL 46
-RDS g
ODBC Environments 236
- MaSOL z2la
- RDS 20
-Met Services 313
Web Sites 345
Web Site Applications 1,833
JADE Http Services 437
Certificates 701
Elapsed Time A50ms
Capy to clipboard | Print

Diagnostics — Log Analysis

The menu item Diagnostics has a sub-menu item Log Analysis. This provides a
form with two sheets that can be used for:

e Parsing one or more jommsg.logs producing a summary CSV formatted
file containing the start and end details for specific JADE executables.

e Parsing one or more procnotify.logs producing a summary CSV formatted

file detailing:
o PID
o Start and end times of the executables
o The CPU utilization (if end task logged)
o The exitcode (if end task logged)
o Account used
o Command line
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Jommsg Log Analysis

Log Analyzer

ProcNotify Log Analysis

Log Analyzer
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Appendix 1 — JAWS Control File

The following is an example of the JADECare Systems Manager JAWS control
file as of the 3.9.02 release. Please note that this example contains the Tracker
background applications.

[JawsOptions]

JawsVersion=8, 9, 0, 11
FileName=c:\Jjosstest\logs\jaws.log
AppendJawsIdEndJade=true

[JadeServer]

ServerName=josstest
Path=d:\josstest\server\c system
Exe=d:\josstest\server\c bin\jadrap.exe
Ini=d:\josstest\server\c bin\josstest.ini
Launch=True

Priority=Normal

[JossMessenger]

Schema=JossControl

App=JossMessenger
Exe=e:\josstest\server\c bin\jade.exe
Path=e:\josstest\server\c system
Ini=e:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=True

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossMessageHandlerl]

Schema= JossControl
App=JdossMessageHandlerl
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossGeneralEventMgr]

Schema= JossControl
App=JossGeneralEventMgr
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossSnmpMgr ]

Schema= JossControl

App=JossSnmpMgr

Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer
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Launch=true
ClientType=NormalClient
Priority=Normal
Titlel=NOGUI

[JossHeartBeat]

Schema=JossControl

App=JossHeartBeat
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossFileTransferMgr]
Schema=JossControl
App=JossFileTransferMgr
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\Jjosstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossQueueHandler 1]
Schema=JossControl
App=JossQueueHandler
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossQueueHandler 2]
Schema=JossControl
App=JossQueueHandler
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossQueueHandler 3]
Schema=JossControl
App=JossQueueHandler
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI
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[JossResponseMonitor]
Schema=JossControl
App=JossResponseMonitor
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossMailMgr]

Schema=JossControl

App=JossMailMgr
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossStatsCollector
Schema=JossControl
App=JdossStatsCollector
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossDiscovery]

Schema=JossControl

App=JossDiscovery
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossReportRunner 1]

Schema=Joss

App=JossReportRunner
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JossReportRunner 2]

Schema=Joss

App=JossReportRunner
Exe=D:\josstest\server\c bin\jade.exe
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Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient

Priority=Normal

Titlel=NOGUI

[ScmAdvisor]

Schema=ScmControl

App=ScmAdvisor
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[ScmEscalationHandler]
Schema=ScmControl
App=ScmEscalationHandler
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[ScmReminderHandler]
Schema=ScmControl
App=ScmReminderHandler
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[ScmBackground]

Schema=ScmControl

App=ScmBackground
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\Jjosstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[ScmKeywordBuilder]

Schema=ScmControl

App=ScmKeywordBuilder
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true
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ClientType=NormalClient
Priority=Normal
Titlel=NOGUI

[ScmWebServiceVl]

Schema=ScmSchema

App=ScmWebServiceVl
Exe=D:\josstest\server\c bin\jade.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
Server=RemoteServer

Launch=true

ClientType=NormalClient
Priority=Normal

Titlel=NOGUI

[JadeAppServer 11111]

Server=remoteServer
Exe=D:\josstest\server\c bin\jadapp.exe
Path=d:\josstest\server\c system
Ini=d:\josstest\server\c bin\josstest.ini
AppServerPort=11111

name=AppServer

Launch=True

ClientType=ApplicationServer
Titlel=Application Server - Tcp Port 11111
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